


Abbildung 2: Konzeptionelle Sicht auf die zentralen Elemente des Metamodells der ESSENCE-
Sprache (aus ad/2012-11-01). Nicht abgebildet sind Elemente fiir Kernel, Practices und Methoden,
die im Wesentlichen Container fiir die abgebildeten Elemente sind.

explizite Benennung fiir die Erstellung von Methoden aber ohne Belang ist und die daher
in ESSENCE nicht weiter betrachtet werden.

Die Elemente Activity Space und Activity befassen sich mit den Titigkeiten, die in einem
Projekt auszufiihren sind. Auch hier gilt die Trennung zwischen abstrakter und konkre-
ter Beschreibung, so dass z.B. der Activity Space ,,Implement the System* abstrakt das
gesamte Téatigkeitsfeld der Implementierung umfasst und mit konkreten Aktivititen wie
Codegenerierung, manueller Implementierung usw. gefiillt werden kann. Wissen, Fihig-
keiten und Einstellungen, die zur erfolgreichen Durchfiihrung der Téatigkeiten notwendig
sind, werden wiederum abstrakt als Competency beschrieben.

Neben der direkten Zuweisung an Aktivitdten und Activity Spaces konnen diese insbeson-
dere auch in Patterns verwendet werden, die zum Beispiel komplexe Rollen und Verant-
wortlichkeiten abbilden kénnen. So kann beispielsweise modelliert werden, dass der Inha-
ber einer bestimmten Rolle iiber bestimmte Kompetenzen verfiigen muss, fiir bestimmte
Work Products verantwortlich ist, einen bestimmten Activity Space leitet und fiir die Errei-
chung eines bestimmten Alpha States verantwortlich zeichnet. Das Metamodell definiert
dabei insbesondere keine grundsitzlichen Beschrinkungen, wie detailliert und umfang-
reich derartige Beziehungen iiber Patterns gestaltet werden. Definiert ein Unternehmen
seine Rollen also ginzlich anders, ist dies trotzdem mit demselben Mechanismus abbild-
bar. Genauso kénnen beliebige andere Zusammenhénge iiber Patterns modelliert werden.
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Abbildung 3: Die Alphas des Kernels und ihre Zusammenhénge (aus ad/2012-11-01).

3.2 Der Kernel

Der von der SEMAT-Initiative erarbeitete und zur Standardisierung in ESSENCE vor-
geschlagene Kernel des Software Engineering enthilt sieben Alphas, die die zentralen
Aspekte des Software Engineering und ihre Zustinde methodenunabhéngig beschreiben:
Requirements, Software System, Team, Work, Way-of-Working, Stakeholder und Opportu-
nity. Diese Alphas und ihre Zusammenhinge sind in Abbildung 3 dargestellt. Die Alphas
Stakeholder und Opportunity bilden dabei den unternehmerischen Bereich des Software
Engineering ab, d.h. insbesondere die Schnittstelle zu Kunden, Nutzern und dem wirt-
schaftlichen oder sozialen Wert, der durch die Entwicklung eines Softwareproduktes ge-
schaffen werden soll. Die Alphas Requirements und Software System bilden den techni-
schen Aspekt der Softwareentwicklung ab, wihrend sich Team, Work und Way-of-Working
mit dem Management von Softwareentwicklung befassen und die Steuerung der Methode
fokussieren. Dabei ist insbesondere zu beriicksichtigen, dass iiber den Way-of-Working
das modellierte Vorgehen selber mit in die Betrachtung eingeschlossen wird. Das Vor-
gehen, das die Anpassung des eigenen Vorgehens beschreibt, kann somit selber auch in
ESSENCE ausgedriickt werden. Neben den Alphas enthilt der von der SEMAT-Initiative
vorgeschlagene Kernel 15 Activity Spaces zur Beschreibung zentraler Tétigkeitsbereiche,
die sich ebenfalls auf die genannten drei Teilbereiche verteilen, sowie sechs Competencies.

Der Grundgedanke des Kernels bringt es mit sich, dass die genannten Elemente einigen
Anwendern nicht ausreichend detailliert erscheinen oder ein fiir eine bestimmte Domé-
ne wichtiges Element fehlt. Dies ist in der ESSENCE-Spezifikation beriicksichtigt, indem
der Kernel erweitert werden kann. Zusitzliche Alphas konnen entweder als eigenstindi-
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ge Elemente hinzugefiigt werden, oder als untergeordnete Alphas ein vorhandenes Alpha
weiter detaillieren. Die ESSENCE-Spezifikation schldgt mehrere solcher Erweiterungen
fiir jeden der drei Teilbereiche vor. Beispiele dafiir sind 7ask als weitere Detaillierung fiir
Work oder Component als weitere Detaillierung fiir Software System. Dabei ist entschei-
dend, dass es sich bei diesen Erweiterungen nicht um eine Erweiterung des Metamodells
der Sprache und damit einen Eingriff in die Sprachkonstruktion handelt, sondern dass die
Kernel-Elemente und die Erweiterungen selber bereits Instanzen dieses Metamodells sind.
Damit ist es grundsitzlich sogar moglich, mit dem Metamodell und der Ausfiihrungsse-
mantik von ESSENCE auch das Vorgehen in ginzlich anderen Doménen als der Softwa-
reentwicklung zu modellieren, indem statt des oben beschriebenen Kernels andere Alphas
identifiziert werden.

3.3 Die Practices

Als Zwischenschritt zwischen dem Kernel als Sammlung abstrakter Elemente und einer
kompletten Softwareentwicklungsmethode verwendet ESSENCE das Konzept von Prac-
tices, die konkrete Handlungsempfehlungen fiir begrenzte Probleme des Software Engi-
neering geben, z.B. die Verwendung von Use Cases zur Erhebung der Anforderungen. Sie
ordnen den abstrakten Elementen des Kernels die jeweils angemessenen konkreten Aus-
pragungen zu und konnen bei Bedarf auch weitere Alphas einfiihren.

Wie detailliert eine einzelne Practice ausgestaltet wird, ist dem Autor der jeweiligen Be-
schreibung iiberlassen. Die Zuordnung eines einzelnen Work Products zu einem Alpha
ist genauso eine valide minimale Practice wie die Zuweisung einer Aktivitit zu einem
Activity Space. Auch die Definition einiger Patterns, die Alpha States zu Meilensteinen
gruppieren, ohne iiberhaupt Bezug auf konkrete Work Products und Aktivitdten zu neh-
men, kann eine minimale Practice bilden. Lésst eine Practice Fragen unbeantwortet bzw.
gibt sie fiir bestimmte Situationen keine Handlungsempfehlungen, kann diese Liicke ent-
weder durch die Komposition mit einer anderen Practice oder durch spontane Adaption
wihrend der Durchfiihrung des Projektes geschlossen werden.

3.4 Die Methoden

Auf Basis der gemeinsamen Elemente des Kernels konnen Practices miteinander kombi-
niert (oder als inkompatibel identifiziert) werden, um letztlich in der flexiblen und agilen
Komposition und Konfiguration von Methoden zu miinden. Dabei miissen gleichartige
Elemente, die in verschiedenen Practices auftreten, miteinander verschmolzen werden, so
dass eine Methode nicht einfach nur eine Sammlung von nebeneinander stehenden Practi-
ces ist.

Durch den Bezug zum Kernel kann schnell gepriift werden, ob eine passende Auswahl
an Practices getroffen wurde, die in die Methode integriert werden. Zum Beispiel kann
gepriift werden, ob allen Alphas mindestens ein Work Product zugewiesen wurde oder
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Abbildung 4: Beispiele fiir die Modellierung von User Stories.

jeder Activity Space mit mindestens einer Aktivitit belegt wurde. Auch eine Uberpriifung,
ob eine Methode alle Alphas des Kernels abdeckt ist moglich, um so Hinweise darauf
zu erhalten, ob eine Methode als vollstindig erachtet werden kann oder weitere Practices
hinzugefiigt werden miissen, wenn alle Aspekte abgedeckt werden sollen.

4 Der Einsatz von ESSENCE

Eine der Zielsetzungen von ESSENCE ist es, alle ,,.Lebensphasen® von Softwareentwick-
lungsmethoden abzudecken, d.h. ihre initiale Beschreibung, ihre Komposition und Ad-
aption und ihre Ausfithrung im Projekt. Fiir einige ausgewihlte Beispiele wird dies im
Folgenden diskutiert.

4.1 Modellierungsbeispiele

Im modellierungstechnischen Sinne bilden Kernel, Practices und Methoden Instanzen des
Metamodells der ESSENCE-Sprache. Bereits die Beschreibung eines einzelnen Alphas,
Work Products oder einer einzelnen Aktivitit stellt damit ein giiltiges, minimales Modell
in ESSENCE dar. Auch der in Abbildung 3 bereits gezeigte Uberblick iiber den Kernel
ist (abgesehen von der farbigen Hinterlegung der drei Teilbereiche) ein giiltiges Modell.
Abbildung 4 zeigt einige Modellierungsbeispiele, die aus der ESSENCE-Spezifikation ent-
nommen sind und die gemeinsam das Vorgehen bei der Anforderungserhebung mit User
Stories modellieren. Es ist leicht zu erkennen, dass diese Modellierung in der hier gezeig-
ten Form nicht vollstindig ist, da den einzelnen Elemente keine detaillierteren Beschrei-
bungen zugewiesen sind. Fiir diese fiihrt ESSENCE die im Folgenden erlduterte Karten-
Metapher ein.
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Abbildung 5: Kartenlayout fiir die Beschreibung eines Work Products (aus ad/2012-11-01).

4.2 Karten-Metapher

Erginzend zur Modellierung von Methoden in Diagrammen fithrt ESSENCE zur geeigne-
ten Présentation von Details der Modellelemente die Metapher von Karten im Sinne von
Kartei- oder Spielkarten ein. Ob diese Karten physisch vorliegen oder in einem Softwa-
rewerkzeug virutell reprasentiert werden, ist fiir den Ansatz unerheblich. Die ESSENCE-
Spezifikation definiert fiir jedes der in Abbildung 2 gezeigten Elemente des Metamodells
ein Layout fiir eine Karte, mit der dieses Element dokumentiert werden kann. Abbildung
5 zeigt ein Beispiel fiir eine solche Karte, die in diesem Fall ein Work Product beschreibt.
Jede Practice kann so durch einen Kartensatz repréasentiert werden. Die Komposition von
Practices zu Methoden entspricht dann dem Zusammenstellen eines groen Kartensatzes
aus mehreren kleinen Sitzen, wobei auch der Kernel durch einen Kartensatz représentiert
werden kann. Die notwendige Zuordnung von Elementen zueinander kann dabei physisch
und kollaborativ in einer groferen Gruppe von Beteiligten geschehen und ist damit nicht
auf die Nutzung eines spezialisierten Softwarewerkzeugs beschrinkt. Analog kann die
Beobachtung eines laufenden Projektes ebenfalls durch die Verwendung von Karten (ins-
besondere fiir die Alpha States) geschehen, die auf einem Tableau (z.B. einem Kanban-
Board [Epp11]) verschoben werden, um den aktuellen Zustand anzuzeigen. Details zum
Enactment folgen weiter unten in diesem Artikel.

Auch auBlerhalb des eigentlichen Einsatzes im Projekt und in der Erstellung und Doku-
mentation von Methoden konnen die Karten eingesetzt werden: Sie bilden zum Beispiel in
sich abgeschlossene Einheiten, die als Lerneinheiten sowohl in unternehmensspezifischen
Trainee-Programmen als auch im allgemeinen universitidren Curriculum Anwendung fin-
den konnen. Genauso, wie aus einzelnen Karten Kernel, Practices und Methoden zusam-
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mengestellt werden konnen, konnen sie auch fiir Lehrveranstaltungen und Kurse thema-
tisch gruppiert werden und einen roten Faden bilden, der den Stoff in handliche Stiicke
zerlegt.

4.3 Enactment

Die Semantik von ESSENCE zur Ausfiihrungszeit einer Methode basiert auf drei Aspek-
ten: Der Feststellung des aktuellen Projektzustandes in Form von Alpha States, der Er-
zeugung von Handlungsempfehlungen in Form von Activities sowie der Moglichkeit der
Adaption durch Komposition und Erweiterung.

Die Feststellung des aktuellen Projektzustandes erfolgt anhand der Checkpoints, die mit
jedem Alpha State verkniipft sind. Unabhingig von der Verwendung in Methoden kon-
nen diese Checkpoints zu jedem beliebigen Zeitpunkt ausgewertet werden, um eindeutig
festzustellen, ob sich eine Instanz eines Alphas in einem bestimmten Alpha State befindet
oder nicht. Dabei wird davon ausgegangen, dass jede Instanz eines Alphas seinen Zustand
zu jedem beliebigen Zeitpunkt wechseln kann und an keine Reihenfolge der Zustinde ge-
bunden ist. Ebenso kdnnen zu jedem Zeitpunkt neue Instanzen eines Alphas in das Projekt
eintreten oder es verlassen.

Ist der aktuelle Zustand eines Projektes bekannt, kann dieser mit dem gewiinschten Zu-
stand verglichen werden. Da die Alpha States geordnet sind, d.h. einen eindeutigen Vor-
ginger und Nachfolger haben, kann aus diesen Informationen abgeleitet werden, welche
Zustinde gegebenenfalls zusitzlich durchlaufen werden sollten, um vom aktuellen Zu-
stand in den gewiinschten zu gelangen. Aus dieser Zustandsmenge heraus kann dann wie-
derum eine Menge von Aktivititen abgeleitet werden, die in der Erreichung dieser Zustin-
de resultieren sollten. Diese bilden eine konkrete Handlungsempfehlung. Dabei ist ins-
besondere zu beriicksichtigen, dass nicht automatisch Instanzen von Aktivititen erzeugt
werden, d.h. nicht davon ausgegangen wird, dass alle empfohlenen Aktivitdten auch tat-
sédchlich sofort durchgefiihrt werden. Ebenso wenig wird aus der Beendigung einer Akti-
vitdt automatisch geschlossen, dass nun der angestrebte Alpha State auch erreicht ist. Die
Riickkopplung geschieht ausschlieBlich iiber die Checkpoints der Alpha States. Dadurch
deckt das Enactment in ESSENCE auch die Félle ab, in denen eine Aktivitit abgebrochen
werden kann oder muss, weil der angestrebte Zustand aufgrund anderer Umstéinde bereits
erreicht wurde oder ein Riickschritt eingetreten ist, der andere Aktivitdten wichtiger macht.

Dieser flexible Umgang mit Handlungsempfehlungen ist auch Teil des Adaptionskonzep-
tes von ESSENCE. Das Modell der Entwicklungsmethode darf zur Ausfiihrungszeit je-
derzeit gedndert werden, so dass in derselben Situation moglicherweise unterschiedliche
Handlungsempfehlungen gegeben werden, wenn zwischenzeitlich eine Adaption des Mo-
dells erfolgt ist. Diese Adaption kann mit denselben Techniken der Komposition und Er-
weiterung von Practices durchgefiihrt werden, wie zum Zeitpunkt der Erstellung von Me-
thoden. Dadurch ist es insbesondere moglich, dass die Beschreibungen von Alphas und
Alpha States geédndert und erweitert werden konnen, ohne dass deren Instanzen ungiiltig
werden.
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5 Erfahrungen und Ausblick

Die Entwicklung von ESSENCE basiert auf mehrjihrigen Erfahrungen in industriellen
Projekten, aus denen die ESSENCE-Spezifikation mehrere Beispiele enthilt, in denen
vorhandene Vorgehensmodelle erfolgreich in ESSENCE modelliert wurden. Ferner wird
dort an Beispielen gezeigt, wie aus einer Menge von Practices auf Basis des Kernels
Entwicklungsmethoden fiir verschiedene Projektkategorien (z.B. Prototypprojekte oder
Maintenance-Projekte) zusammengestellt werden, wobei in den verschiedenen Methoden
unterschiedliche Aspekte fokussiert werden.

Die SEMAT-Initiative betreibt derzeit (Stand Januar 2013) die Standardisierung von ES-
SENCE im Rahmen der OMG. Die reine technische Dokumentation wird auflerhalb des
Standards durch Publikationen [JNM ™ 13] und Workshops [SWE12] ergéinzt.
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Abstract: This paper describes a framework for evaluating and selecting suitable soft-
ware tools for a software project, which is easily extendable depending on needs of
the project. For an evaluation, we applied the presented framework in three different
projects. These projects use different software development methods (from classical
models to Scrum) in different environments (industry and academia). We discuss our
experiences and the lessons learned.

1 Introduction

With the growth of the software industry the number of software products (programs, tools,
frameworks) with similar functions has also increased. Therefore, the process of selection
of the required software has also become more complex. In this paper, we introduce a
general three-step framework for selecting suitable software for the current project and
environment. Furthermore, we describe the application of the framework to three different
software projects: These use different software development methods and environments.
All three case studies show promising results and indicate the possibility to apply the
suggested framework for a wide range of different projects. In these contexts, we discuss
our experiences and the lessons learned.

The rest of the paper is structured as follows: Section 2 discusses related work. After that,
Section 3 presents the framework, its advantages, disadvantages and the three distinct steps
of selecting the software tools. Section 4 describes three case studies where we applied
the framework and the results we obtained during these case studies.

2 Related Work

Starting in 1980 with [Saa80], Thomas L. Saaty developed the AHP (Analytic Hierarchy
Process): This method makes it easier for teams to determine the relevant criteria. The
Cost-Benefit Analysis is a widely used approach in different disciplines, cf. [Sen00]. Gen-
eral IT-management approaches such as the Capability Maturity Model (CMM) [c0002]
and Control Objectives for Information and Related Technology (COBIT) framework
[IT 07] describe software acquisition, among other processes. Kneupe [Kne09] investi-
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gates the optimization of software acquisition when using the CMMI model - an extension
of CMM. Wiese [Wie98] describes the software selection process from an economical
point of view. Searching for standard software Wiese uses benefit analysis and describes
its efficiency. Nelson et al. [NRS96] describe the software acquisition mainly as a pro-
cess of making a choice between custom and package software and between insource and
outsource acquisition team. Gronau [Gro0O1] discusses how software is researched, evalu-
ated and finally integrated in large companies. Using two case scenarios, Gronau gives a
realistic overview of critical factors for success [Grol2] .

All these approaches are conceptual and describe mainly the process of software acqui-
sition for enterprise, not concentrating on practical issues of selecting particular software
for smaller teams (7 - 15 persons). Litke and Pelletier [LP02] describe the Spreadsheet
Analysis method for selecting between two alternatives — whether to buy or to build the
software. Laakso and Niemi [LNO8] use this approach to evaluate different AJAX-enabled
Java-frameworks. The method is extended to a scenario-based evaluation similar to our
proposed approach.

In comparison to the approaches discussed above, the main difference between methods
and the suggested framework is the possibility to apply the framework for application cases
without implementing big IT governance system frameworks, which are often rather hard
to implement for small teams. The suggested framework can be seen as a modification of
the Analytic Hierarchy Process adopted for environments mentioned above.

3 Framework

The proposed framework consists of three main steps:

1. Identify the software according to minimal and desired requirements: This results in
the list of requirements and software which should be considered in the next steps.

2. Quantify the requirements: In order to produce a list of granulated requirements
ranked according to their their importance. This list describes the most suitable
software product for the project.

3. Evaluate the software according to the requirements, i. e., evaluate if the considered
software tools meet the requirements.

The result of execution of these three steps is the ranking which shows which software fits
to the current project and environment best.

3.1 Step 1: Minimal and Desired Requirements

First, the minimal and desired requirements for the software should be defined by project
stakeholders and technical managers so both functional and technical requirements are
taken into consideration. Also the users of the software should be interviewed. The per-
son(s) who lead(s) the evaluation may also analyze and add requirements. Stakeholders

416



include project managers, executives and customers. In this context, the stakeholders make
the final decision about the choice of a tool. Minimal requirements may be categorized as
operational (which support existing workflows and processes) and technical (which enable
the use of software in the current environment). The desired requirements are the features
and properties which can optimize the processes but are not usually critical for the team.

Second, the software type should be defined. This task is not as trivial as it seems. The
main challenge here is to detect which parameters of the software may be important. As-
sume, for example, that the project management tool should selected. A specification like
“IT project management tool” does not help much as most of the tools support IT project
management. Moreover, it is unclear what is specific about IT projects. But if the project
uses Scrum [TN86] it gives a clear image of which software type is needed.

Third, the software for further evaluation according to the minimal requirements needs to
be selected. The desired requirements may also be used for selecting the software if the
minimal requirements are not enough. The person who makes evaluation needs to keep in
mind that the selected software will be tested with the selected scenarios.

3.2 Step 2: Quantification of requirements

The aim of the second step is to rank the requirements by their importance. Also some
additional requirements may be found in this step, which should not be critical. In the case
that the additional requirements are critical, the first step should be executed once again.
First, all the future users should rank how important different qualities and requirements
of the software are. Each team member gets a list of all collected requirements (in the
first step). He or she should then weight the requirements by their importance. During
our case studies we figured out that it is easier for users to estimate how important each
single feature is, not considering them in the context of the whole system. For example,
it is much easier for the user to estimate how important the security of the software is on
a scale of 0 to 10 than estimating “which part does the security play in this software?”
where the possible answer could be 18%.

Afterwards, the importance scores of the software are normalized in order to get the weight
of each requirement, using the following formula:

a(r;)

Shetnalre)’

where w(r;) is the normalized weight of the requirement ¢, and a(r;) is the average weight
of the requirement ;.

w(r;) =

Sometimes a second iteration of this procedure is necessary since some of the users (as
mentioned below) may add new requirements which should be estimated by all other users.
The result of this step is the ranked list ofall requirements, which can be grouped according
to functional or organizational role of these requirements for better understanding of the
priorities of the project.
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3.3 Step 3: Evaluation of Software

The third step is the evaluation of the software and the application of the spreadsheet-
analysis method for the final ranking. The main challenge of this part of the evaluation is
getting objective information about particular software tools. Of course, the level of this
analysis depends on the quantity and accessibility of the software. It is possible to retrieve
the information from independent (online- and offline) sources and from the software doc-
umentation; information from commercials should be avoided, instead specific technical
documentation can be requested from the software vendors. However, it is hard to compare
software and the quality of feature implementations relying only on documentation.

We suggest performing a scenario-based analysis to estimate the quality of the implemen-
tation of the software features. First, the individual scenarios need to be defined. The
scenarios should enable an evaluation of the features that users marked as important and
should be done in the environment similar to the environment where the software will be
used. One scenario should help to evaluate many aspects of the software, e.g. “Initial
installation of the software” may check quality of software support, usability, operating
system compatibility. On the other hand, important requirements should be tested with
more than one scenario. E.g. if the support is a critical issue, the tester should try to
contact vendors and ask some questions during the scenarios.

Second, the scenarios should be executed and the degree of suitability of the software
according to the requirements defined in the steps 1 and 2. Then, a decision analysis
spreadsheet suggests to give each software the score from —1.0 to 1.0 where 1.0 means
“Alternative fully satisfies business requirement or decision criterion” and —1.0 “Alterna-
tive fully dissatisfies business requirement or decision criterion.” [LP02] However, also
other scales may be applied if they have two main properties the person who evaluates the
software should not have difficulties giving scores to the software and vice versa: it should
be understandable what the different scores mean.

Third, according to the user rating and software evaluation the results of spreadsheet anal-
ysis should be calculated and evaluated. The estimated rankings depend on the chosen
scale, the number of requirements and the users who estimated the importance of different
requirements. Usually about 2 — 3 alternatives should be considered further for making
the final decision. The framework supports decision making but cannot replace the whole
process of reaching the decision. The framework is focused on the technical factors and
does not consider economical issues such as software license models or integration costs.

4 Case studies

We applied the proposed framework in three different projects. In the following, we intro-
duce each of the projects, the goals of the software evaluation, and discuss the implications
of the introduced method.

418



4.1 Industry Project/Scrum

Capgemini Deutschland GmbH' develops the Manufacturing Execution System (MES)
for a german car producer company.> MES manages the production of the company and
is used as an interface between rather slow business processes, e. g., accounting, which
are managed in the Enterprise Resource Planning (ERP-) System, and rather quick local
production processes, i. €., local devices in the production, cf. [SRSS09]. The team devel-
oping the graphical user interface (GUI) of the system decided to move from the current
version control system (VCS) SVN? to another modern system in order to optimize their
internal processes and the collaboration with the IT department of the customer. We were
not only concerned with the control version system: Additionally, we expected the whole
software development environment to be changed, as VCS plays very an important role.

The first step involved the minimum requirements. They were defined by observing the
day-to-day workflows and interviews with developers and project managers. The team
used Scrum — a typical agile development method. The two special points about the project
were:

1. Each team uses its own tools, utilities and methods for their module development.
It was unclear if we have to offer an optimal solution for the GUI team only or for
the all MES product teams.

2. The GUI team collaborates with the IT department of the customer. The customer
has some requirements for the software development process and has control over
the source code of the system. The challenge was to balance the requirements of the
team and those of the customer.

We decided to concentrate on the development processes of the team as it was unclear
if the unification of the processes of different teams would be possible. Furthermore,
the analysis of all requirements and processes of different teams would be very complex
and not possible with the existing resources. We also decided to collect the aggregated
requirements from the Capgemini employees to minimize contradictions.

In total, we identified 31 systems which are currently developed. Considering these sys-
tems and minimal/desired requirements we left only 10 options to select from. In addition,
we identified about 20 different requirements and asked all the team members to weight
these requirements and to add their own, if necessary. 25 requirements were identified and
afterwards estimated by the team members. All the features were divided into five groups:

Software quality

Software features

Integrability to the project environment
Integrability to the project processes

e Other project relevant properties

The rank of the requirement groups (Table 1) shows that the project-specific features are
more important: They obtained an overall score of 65% against 35 % of basic qualities

"http://www.capgemini.de/
2Due to legal restrictions the name of the system and the car producer company cannot be named in this paper.
3http: //subversion.apache.org
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VCS DAS-Score
Criterion relative Weight Mercurial 77%
Basic Qualities 18% Bazaar 74%
Basic Features 17% Plastic SCM 69%
Integrability to the 220 Git 67%
project Environment Synergy 63,5%
Integrability to the 349 Perforce 50%
development process PureCM 43%
Other features relevant 99 Integrity 40%
for the team AccuRev SCM 39,5%

SVN 38%

Table 1: Weights of different requirements and decision analysis spreadsheet scores for the top 10
version control systems selected for the integration into Capgemini MES Project.

and features. Next, we developed and executed five scenarios, so each of the ten tools was
evaluated. The top four tools (Table 1) were considered by the stakeholders of the project.
The stakeholders decided to make the transition to Git*. The two main factors influenced
this decision: some members of the team had previous experience with Git, thus the whole
integration seemed to be easier and the customer who could also influence a decision opted
for a more “prominent” system like Git. Further details and a full description of this case
study can be found in [Kib12].

4.2 Ubiquitous Platform/VENUS

UBICON? is the platform and framework for different ubiquitous applications which allows
the observation of different social and physical activities [ABD"12]. The platform is
developed by Knowledge and Data Engineering group (KDE) at the University of Kassel.
The platform is currently hosting the following applications:

e Conferator [ABDT11] — a social conference management system.’

e MyGroup — a social system for supporting members of working group.’

e WideNoise — the web application for aggregation and illustration of noise-related
data collected by the WideNoise smartphone application.?

e AirProbe — the web application for case studies measuring air pollution.’

The developer team of the UBICON project partially applies the Venus-method for soft-
ware development [GLRS12] which lets scientists and experts from different areas (e. g.,

“http://git-scm.com

Shttp://ubicon.eu/
Shttp://www.conferator.org
Thttp://ubicon.eu/about /mygroup
8http://cs.everyaware.eu/event/widenoise
9http://cs.everyaware.eu/event/airprobe
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s relative Weight | relative Weight
Criterion .
UBICON BibSonomy

Issue Tracker 16,2% 15,8%
Continuous Integration Interface 8,1% 7,3%
User Administration 5,9% 5,6%
Software Reliability 12,5% 17,8%
Version Control System 27,8% 31,7%
Project Management 6% 3,2%
Developer Support 23,5% 18,6%

Table 2: Weight of different requirement types in the UBICON and BibSonomy cases.

System UBICON DAS-Score | BibSonomy DAS-Score
Redmine 80% 88%
Jira 85% 90%
Trac 57% 66&
FusionForge 45% 53%

Table 3: Decision analysis spreadsheet scores for the top 4 project management systems selected for
the UBICON and BibSonomy projects.

information systems, law, usability) work together to create the social acceptable ubiq-
uitous applications. The developers currently use Fusion-Forge for the development of
UBICON. Suffering from many different bugs, complicated handling and insecurity of the
software the KDE unit aims to replace the Fusion-Forge system. During the first step of
the evaluation we performed interviews, where we discussed common use of Fusion-Forge
to identify the requirements for the system and later asked the researchers to rate them.

We executed the second step, where the scientists and students estimated how important
different requirements are. The results show how the current (and future) software is used
and point to some interesting findings. Seven groups of requirements were identified (cf.
Table 2). The three biggest groups (Issue Tracker, Version Control System and Developers
Support) constitute together 67,5 % of all requirements. Software Reliability (receiving
12,5 %) is also very important for the developers. This can be explained by the significant
reliance on the versioning system and the importance during the software development
process. Also, the researchers demanded support of new version control systems which
can be a signal for transition to Git or Mercurial'”.

Redmine!! and Jira'? obtain the two top scores (Table 3). Compared to the BibSonomy
case study, the different systems obtained slightly lower scores. Possible explanations, in-
clude for example, that different applications are hosted on UBICON. Additionally, some
of the applications are developed by international projects and the developers have dif-
ferent locations. Furthermore, UBICON uses a new development approach which implies
new requirements for the project management.

lohttp: //mercurial.selenic.com
11http: //www.redmine.org
2http://www.atlassian.com/de/software/jira/overview
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4.3 Research Projects/Waterfall Model

Benz et al. [BHJ*10] present BibSonomy'? as a social bookmark and publication system.
It aims at helping a researcher in finding literature for his daily work. For this purpose, it
uses a growing database of bookmarks and literature references. Since it is simple to use,
it has a large number of user, building up a tag-related cloud of papers, links and literature
for scientific work.

The development model of BibSonomy is a waterfall model which can be modified de-
pendent on current projects and aims of research. The BibSonomy team currently uses the
same instance of Fusion Forge as the UBICON team.

After interviews of the researchers we determined, that the needs of the BibSonomy team
are very similar to those of the UBICON team, but the second step of analysis could detect
two main differences:

e The version control system is more important for the BibSonomy team;

e The developer support is not as much required by BibSonomy team as by the UBI-
CON team;

Despite these differences and the fact that all of examined systems were ranked lower by
the UBICON team, the tendences are the same. As the license costs of Jira are to high,
Redmine was selected as the new system for project management of both projects.

4.4 Discussion

All three studies show the possibility to apply the framework in rather different environ-
ments. We noticed that the first step was rather easy to execute, but the results were not
complete (in all three studies new requirements were discovered in the second step). The
second step reveals interesting project properties regarding utility of some features (it is
especially interesting to find currently lacking but wished features). The third step usually
clearly shows the need (or no need) of the new technology or product: if currently used
product is ranked high, the transition may be not necessary. On the other hand, the users
tend to rank missing features higher, and thus rank current software lower: In the UBICON
and BibSonomy case studies, for example, users ranked interface for version control sys-
tems which are currently not used (Git and Mercurial) higher than the systems which are
currently used (CVS and SVN). The same tendency can be found in the Capgemini case
study, where current system was ranked as last. In all three cases the interview partners
were highly motivated to change the current software because they missed some important
features. They tended to rank these features high, so the software containing these features
got better ranking and thus were ranked higher than current tools.

Bhttp://www.bibsonony.org/
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5 Conclusions and Future Work

We presented a three step framework for evaluating and selecting software based on the
user’s utility and workflows on the one hand and (partially) tested software on the other
hand. The presented framework (based on the presented case studies) has the following
advantages:

e [t is quite flexible (the steps maybe expanded or reduced — depending on special
issues of the project and of the software we need to choose from).

e As experienced in the case studies, the framework is easy to use.

e The framework provides a quantified result.

However, the framework has also the following limitations:

e The person who performs the evaluation needs to be able to understand complex
technical relations, analyze business processes, and evaluate the software.

e We assume that the framework is easy to apply only in IT teams — as the step two
needs technical background (e. g., users need to estimate the importance of security
of the software or be able to list additional required software features).

e The framework is focused on the technical requirements and so does not consider
such economical factors as software cost or different risks. These should be ana-
lyzed afterwards individually for each alternative.

In summary, the framework proved to be an easy and useful tool in the three case studies.

For future work, the framework can be extended to consider not only technical and utility
factors but also costs of the software and different risks. In this context the “fair” price of
software product may be estimated. Another question is if and how the framework can be
extended for special types of software and/or environment. The main challenge is keeping
the simplicity of the framework and the transparency during the whole evaluation process.
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Ein pragmatischer Ansatz zur Entwicklung
situationsgerechter Entwicklungsmethoden
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Abstract: Bei der Erstellung oder Anpassung von Entwicklungsmethoden ist es
die Aufgabe des Methodenentwicklers die richtigen Methodenanforderungen zu
beriicksichtigen. Zum einen gibt es Methodenanforderungen zur Optimierung der
Entwicklungsmethode. Zum anderen gibt es situative Methodenanforderungen,
welche die Situation, in der die Entwicklungsmethode ausgefiihrt wird, in Betracht
ziehen. Eine Situation wird beschrieben iiber Rahmenbedingungen und Eigen-
schaften, die Situationsfaktoren genannt werden und Einfluss auf die Entwick-
lungsmethode haben. Die Berticksichtigung der Situationsfaktoren ist notwendig,
da sonst eine Entwicklungsmethode im Hinblick auf die zu erreichenden Optimie-
rungen erstellt wird, aber Schwierigkeiten bei der Einfithrung und Benutzung mit
sich bringen kann. Das Forschungsgebiet des Situational Method Engineering
(SME) erforscht die Entwicklung situationsgerechter Entwicklungsmethoden.

In diesem Artikel werden Schwierigkeiten in Industrieprojekten beschrieben, die
aus der fehlenden Beriicksichtigung der Situationsfaktoren resultieren und die bei
Anwendung von SME-Ansiétzen im industriellen Umfeld entstehen. Zur Losung
dieser Schwierigkeiten wird eine Checkliste von moglichen Situationsfaktoren und
weiterhin ein pragmatisches Vorgehen zur Ermittlung von Methodenanforderun-
gen, welches die situativen Methodenanforderungen beriicksichtigt, vorgestellt.

1 Einleitung

In Projekten im s-lab — Software Quality Lab' erkennen wir oft die Notwendigkeit Ent-
wicklungsmethoden neu zu erstellen oder implizit vorhandene Entwicklungsmethoden
explizit festzulegen. Das bildet die Grundlage mit einer strukturierten Herangehensweise
Optimierungen im Hinblick auf die Qualitdt des Zielprodukts zu erreichen. Das bedeutet
die Einfithrung von Artefakten oder die Definition von Prozessen und Aktivitdten als
Voraussetzung fiir konstruktive oder analytische Qualititssicherungsma3inahmen. Dabei
ist es besonders wichtig Rahmenbedingungen und Einfliisse auf die Entwicklungsme-
thode zu betrachten, damit verschiedene Probleme verhindert werden konnen.

' www.s-lab.de
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Exemplarisch werden im Folgenden drei Beispiele fiir eine Fehlplanung bei der Metho-
denentwicklung dargestellt. In einen Projekt sollte der Entwicklungsprozess durch ein
Modellierungswerkzeug unterstiitzt werden, mit dem die Erstellung formalisierter Spezi-
fikationsinhalte vereinfacht wird. Nach der Planung und Evaluierung moglicher Werk-
zeuge war der Kauf oder die Entwicklung des passenden Modellierungswerkzeugs nicht
moglich. Im Unternehmen wurde kein Nutzen iiber das Projekt hinaus erkannt und die
Investition wurde nicht getétigt. In einem anderen Beispiel war die Beschreibung eines
Entwicklungsartefakts mit einer formalisierten Sprache angedacht, doch die Anwendung
der Sprache war durch mangelnde Kenntnisse und Verstindnis der Sprache hinderlich
bei der Erstellung des Artefakts. In einem weiteren Beispiel gab es Ressourcenprobleme
bei der Entwicklung von zusétzlicher Softwareschnittstellen, da die Notwendigkeit be-
stand standardisierte, etablierte Softwareschnittstellen zusétzlich anzubieten zu miissen.
In allen drei féllen hétten die situativen Eigenschaften Kosten, Know-how, Ressourcen-
knappheit und Beriicksichtigung bestehender Standards im Vorfeld beriicksichtigt wer-
den konnen.

Die Erkenntnis aus diesen Problemen ist, dass eine optimale Losung im Hinblick auf die
Qualitdt des Entwicklungsziels nicht immer erreicht werden kann. Es sollte vielmehr
eine passende Losung im Hinblick auf die Anwendbarkeit angestrebt werden.
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Abbildung 1: Das zugrunde liegende Vorgehen mit der Anforderung "Die Entwicklungsmethode
soll die gegebene Situation beriicksichtigen"

Auf Basis dieser Erkenntnis ist das Forschungsgebiet der situationsgerechten Methoden-
entwicklung (engl. Situational Method Engineering (SME)) entstanden (vgl. [HSR10]),
bei dem Entwicklungsmethoden unter Beriicksichtigung der Situation entwickelt wer-
den. In diesem Artikel wird davon ausgegangen, dass das Vorgehen der Methodenent-
wicklung die Schritte Erhebung von Methodenanforderungen und Entwicklung der Me-
thoden, neben Weiteren, umfasst. SME beschreibt die Anforderung, dass die erstellte
Methode die Situation beriicksichtigen soll (vgl. Abbildung 1).

Die angedachte Losung zur Umsetzung der in Abbildung 1 beschriebenen Anforderung
ist die Ermittlung von Methodenanforderungen. Auf diese Weise konnen die zu errei-
chenden Ziele bei einem Methodenentwicklungsprojekt frithzeitig festgelegt und mit den
Stakeholdern abgeglichen werden. Damit zusétzlich die Situation der Methode, entspre-
chend in situativen Methodenanforderungen, beriicksichtigt werden kann muss zuerst die
Situation der Entwicklungsmethode ermittelt werden. Das kann mit Hilfe einer Checklis-
te aller moglichen Situationsfaktoren geschehen, auf dessen Basis die giiltigen Situa-
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tionsfaktoren fiir das Methodenentwicklungsprojekt ermittelt werden. Aus den giiltigen
Situationsfaktoren konnen situative Methodenanforderungen erstellt werden. Sind Me-
thodenanforderungen definiert, vergleichbar mit Anforderungen in Softwareentwick-
lungsprozessen, konnen sie analysiert und verfeinert werden, damit sie in der Entwurfs-
phase geeignet respektiert werden kénnen (vgl. Abbildung 2).
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Erhebung von * | implemantien [E50
—————— )| Methoden- - - == =»tMethodenantorderun Methode
abenuizts anforderungen simsanziiens

Methodenentwickler

Abbildung 2: Losungsidee

Die vorgeschlagene Losung umfasst zwei Schwierigkeiten. Zum einen es gibt keine
Checkliste aller moglichen Situationsfaktoren. Zum anderen fehlt ein passendes Vorge-
hen zur Ermittlung von Methodenanforderungen.

1.1 Schwierigkeiten bei der Ermittlung der Situation

Fiir den Begriff ,,Situation® gibt es keine eindeutige Definition, wie in [BKKWO07] dis-
kutiert wird. Eine Auswahl der Konzepte, die fiir die Beschreibung von situativen Eigen-
schaften genutzt werden, heiflen Reference Context, Project Environment, Project Situa-
tion, Development Situation, Project Environment oder Project Context. Der gemeinsa-
me Aspekt dieser Konzepte ist die Beschreibung von Einflussfaktoren auf die zu erstel-
lende Methode. Nachvollziehbar ist hier die Bestimmung des Project Context mit den 17
contingency factors von [SH96], die in [KDS07] um weitere Erkenntnisse vervollstidn-
digt werden. In einer anderen Arbeit [BWBMOS] werden andere, empirisch ermittelte,
Einflussfaktoren auf eine Entwicklungsmethode unter dem Namen Situationsfaktoren
vorgestellt. In diesem Artikel iibernehmen wir die zuletzt genannten Begrifflichkeiten:
,eine Situation wird die Uiber Situationsfaktoren definiert*.

Wir erkennen die Schwierigkeit einer vollstdndigen Situationsbestimmung, denn keine
der vorhandenen Listen [KDS07] und [BWBMO08] ist vollstindig. [Coc00] geht zusétz-
lich auf menschliche Aspekte ein. [HSR10] beschreibt zusétzlich Normen und Standards,
die Auswirkungen auf einzelne Methodenelemente haben. Vertragseigenschaften sind
nach [CS05] und eingesetzte Werkzeuge nach [KA04] weitere Aspekte.

1.2 Schwierigkeiten bei der Ermittlung von Methodenanforderungen

Ahnlich zu Softwareentwicklungsprozessen weiB der Entwickler ohne vorhandene An-
forderungen nicht was er implementieren soll. Demnach miissen auch Methodenanforde-
rungen erhoben werden.

In [Ral02] werden Strategien zur Ermittlung von Methodenanforderungen beschrieben.
Strategien zur Erhebung von Methodenanforderungen bei einer Methodenneuentwick-
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lung und Methodenanpassung werden unterschieden. Bei der Methodenanpassung wer-
den Anforderungen der urspriinglichen Methode auf bestehende Giiltigkeit hin tiberpriift,
bestehende Anforderungen erweitert oder neue hinzugefiigt. Hier fehlt eine Anleitung
wie genau eine einzelne Anforderung ermittelt werden kann. Bei der Methodenneuent-
wicklung gibt die Activity-driven Strategy den konkreten Hinweis notwendige Aktiviti-
ten der Methode zu ermitteln. Mit Hilfe der notwendigen Aktivitdten konnen Anforde-
rungen an einen mdoglichen Entwicklungsprozess abgeleitet werden. In beiden Fillen
muss der Methodenentwickler sich auf sein Methodenverstdndnis und seine Kreativitét
verlassen, um relevante Anforderungen zu erheben.

Der Ansatz nach [Ral02] fiihrt zusdtzlich zur Umsetzung der Strategien eine formalisier-
te Sprache ein. Obwohl diese Sprache fiir Methodenentwickler mit Literaturverstdndnis
iiber SME intuitiv und bekannt ist, waren im Industrieprojekt bei den beteiligten Mitar-
beitern Schwierigkeiten vorhanden die Sprache zu verstehen und anzuwenden. Weitere
Ansitze zur Ermittlung von Methodenanforderungen sind nicht bekannt.

1.3 Aufbau des Artikels

Die Problemstellung in Kapitel 1 beschreibt die Erkenntnis situative Methodenanforde-
rungen zu erheben. Jedoch sind Schwierigkeiten bei der Ermittlung der Situation vor-
handen. Dariiberhinaus gibt es in der Literatur kein passendes Vorgehen zur Erhebung
von Methodenanforderungen.

In Kapitel 2 wird zunéchst eine Checkliste moglicher Situationsfaktoren vorgestellt, die
mittels einer umfassenden Literaturrecherche ermittelt wurde. Diese Checkliste kann
anschlieBend von einem Methodenentwickler genutzt werden, um umsichtig alle bekann-
ten Situationsfaktoren zu begutachten und die fiir sein Methodenentwicklungsprojekt
giiltigen Situationsfaktoren zu ermitteln.

Danach wird ein, durch ein Industrieprojekt motiviertes, pragmatisches Vorgehen zur
Erhebung von Methodenanforderungen in Kapitel 3 beschrieben. Es ersetzt das mit
Schwachstellen behaftete Vorgehen nach [Ral02]. Weiterhin ermdglicht es die Erkennt-
nisse {iber die Situation als Methodenanforderung in den Entwicklungsprozess der Me-
thode einflieen zu lassen.

Dieser Artikel schlieBt mit der Zusammenfassung und Ausblick in Kapitel 4.

2 Beschreibung einer Situation

Damit eine Situation beschrieben werden kann, miissen alle Situationsfaktoren beriick-
sichtigt werden. Bei dieser Aufgabe hilft eine konsolidierte Checkliste aller bekannten,
moglichen Situationsfaktoren. Ansonsten konnen Einflussfaktoren vergessen werden.
Diese Checkliste hilft dem Methodenentwickler die fiir sein Methodenentwicklungspro-
jekt giiltigen Einflussfaktoren zu ermitteln. Im Folgenden wird die Herangehensweise
zur Erstellung der Checkliste dargestellt. Im Anschluss wird die Checkliste vorgestellt.
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In der Literatur (bspw. [KDS07]) wird der Fokus fiir eine Situation oft auf Projekteigen-
schaften gelegt. Erfahrungen in der praktischen Arbeit im Industrieprojekt zeigen weite-
re Schwierigkeiten. Beispielsweise bedingen Eigenschaften des Unternehmens oder der
Entwicklungsdomaéne die Erstellung und Einfiihrung von Entwicklungsmethoden.

Abbildung 3: Angepasste Definition von Methodenelementen nach [Saull]

Das Themengebiet SME identifiziert neben Projekt-, Unternechmens- und Doménenei-
genschaften weitere Einflussfaktoren, wie Auftraggeber-Auftragnehmer-Beziehungen,
Eigenschaften des Entwicklungsvorhabens, Eigenschaften des Kunden, Menschliche
Eigenschaften und allgemeinere Markt- und Produkteigenschaften. Es gibt Hinweise
darauf, dass Situationsfaktoren Auswirkungen auf einzelne Methodenelemente haben
[KA04].
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Abbildung 4: Checkliste mit Kategorie, Unterkategorie und Beispiel moglicher Situationsfaktoren
fiir "Eigenschaften der Doméne"

Zur besseren Strukturierung der Situationsfaktoren werden Kategorien mit Unterkatego-
rien eingefiihrt. Beispielsweise unterhalb der Kategorie Rahmenbedingungen fiir Metho-
denelemente werden die grundlegenden Methodenelemente als Unterkategorien aufge-
fihrt. Die Abbildung 1 zeigt die angepasste Definition eines Methodenmetamodells nach
[Saull]. Eine Methode betrachtet immer ein oder mehrere Entwicklungsziele. Das Ent-
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wicklungsziel bedingt Artefakte, die aus einem Konzept und einer Sprache zur Beschrei-
bung des Konzepts bestehen sowie Aktivitdten, die Artefakte erstellen. Mehrere Aktivi-
tiaten konnen iiber einen Prozess in eine definierte Reihenfolge gebracht werden. Letzt-
endlich beschreibt die Methode Hilfsmittel zur Durchfithrung der Aktivitéten.

In Abbildung 4 werden die Kategorien, Unterkategorien und exemplarisch die mogli-
chen Situationsfaktoren der Kategorie Eigenschaften der Domdne vorgestellt.

Nicht alle Situationsfaktoren koénnen in der Checkliste vorgegeben werden. Beispiels-
weise ist es nicht realistisch mogliche Situationsfaktoren fiir die Unterkategorie Arbeits-
produkte der Domdne in einer Checkliste zu beschreiben, da Expertenwissen aller Do-
ménen erforderlich wire. Bei der Erhebung dieser Informationen muss ein Doménenex-
perte beim aktuellen Methodenentwicklungsprojekt unterstiitzen.

Die Checkliste weist auf mogliche Situationsfaktoren hin, die konkrete Ermittlung giilti-
ger Situationsfaktoren bleibt Aufgabe des Methodenentwicklers.

3 Erhebung von Methodenanforderungen

In Abschnitt 1.2 wurden Schwachstellen bei existierenden Ansétzen erldutert. Die An-
wendbarkeit in einem Industrieprojekt war nicht gegeben. Mangelnde Fahigkeit im Um-
gang mit vorgegebenen Sprachen, fehlende konkrete Anweisungen zur Anforderungser-
hebung und nicht umfassende Beriicksichtigung von Methodenelementen waren Ursa-
chen.

Ein pragmatischeres Vorgehen zur Erhebung von Methodenanforderungen ist notwen-
dig. Im selben Industrieprojekt wurde ein Vorgehen zur Erhebung Anforderungen im
Bereich der Systementwicklung genutzt. Das Vorgehen auf Basis der allgemeinen Er-
kenntnissen der Requirements Engineering (bspw. [Rup09] und [RR99]), sowie dem fiir
die Systementwicklung spezifischen SYSMOD Vorgehen aus [Wei08], umfasst die
Schritte Definieren von Zielen, Erstellung eines Kontextdiagramms, Definition der Sta-
keholder, Erstellung eines Glossars, Ermittlung funktionaler Anforderungen und Ermitt-
lung nicht-funktionaler Anforderungen. Das Vorgehen hat sich als praktikabel erwiesen
und wurde gut angenommen. Die positive Erfahrung ist der Ausloser das pragmatische
Vorgehen von der Systementwicklung auf die Methodenentwicklung zu iibertragen. Bei
der Ubertragung muss klar werden, was funktionale und nicht-funktionale Anforderun-
gen einer Methode sind.

Funktionale Anforderungen im Softwareentwicklungsprozess beschreiben welche Funk-
tionalitdten von der Software umgesetzt werden sollen. Es stellt sich die Frage ,,Was soll
die Methode umsetzen?. Zunéchst definiert eine Methode Aktivitdten, Artefakte, Pro-
zesse und Hilfsmittel. An dieser Stelle besteht der Anspruch auch die zusétzlichen Ele-
mente bei der Erhebung von Methodenanforderungen zu beriicksichtigen, als nur Aktivi-
tidten wie in [Ral02]. Dariiberhinaus dokumentiert und regelt die Methode die Entwick-
lung des Entwicklungsziels. Aus diesem Grund werden die funktionalen Anforderungen
als Anforderungen an die Methodenelemente angesehen.
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[CL09] sieht nicht-funktionalen Anforderungen als zu erfiillende Rahmenbedingungen
des Entwicklungsziels an. Eine sehr abstrakte nicht-funktionale Anforderung an die zu
erstellende Methode wird in diesem Artikel hervorgehoben, die Situationsgerechtigkeit.
In dem vorangegangen Kapitel wurde die Situation iiber Situationsfaktoren definiert. Die
nicht-funktionalen Anforderungen einer Methode sind Anforderungen, die auf Basis der
ermittelten giiltigen Situationsfaktoren erstellt werden.

Das pragmatische Vorgehen fiir die Anforderungserhebung von Methodenanforderungen
sicht die folgenden, angepassten Schritte vor:

1) Definieren von Zielen

2) Erstellung eines Kontextdiagramms

3) Definition der Stakeholder

4) Erstellung eines Glossars

5) Ermittlung von Anforderungen an Methodenelemente
6) Ermittlung von Anforderungen aus Situationsfaktoren

1) Definieren von Zielen. Damit keine Unklarheit dariiber besteht warum die Anstren-
gung der Methodenentwicklung geleistet werden soll sind zuerst die Ziele zu beschrei-
ben. Die Notwendigkeit, warum eine Methode definiert, angepasst oder erweitert wird
muss klargestellt werden. Mit dem Wissen iiber das definierte Ziel werden intuitiv die
unterschiedlichsten Dringlichkeiten und Umsetzungsanforderungen klar.

Die folgende Auflistung beschreibt eine Ubersicht iiber Ziele und unterschiedliche
Griinde fiir eine Methodenentwicklung oder -anpassung:

¢ Qualitatssteigerung der zu entwickelnden Produkte

*  Verbesserung des Projektmanagements

¢ Einhaltung von Normen und Standards

e Erhohung von Maturity Level (bspw.: CMMI)

e Erhohung des Verstindnisses iiber die Entwicklungsaktivititen

e Einfithrung effizienterer Arbeitsweisen

¢ Umsetzung von Anforderungen von Auftraggebern oder Auftragnehmern

2) Erstellung eines Kontextdiagramms. Eine Methode braucht Eingabeartefakte und
produziert Ausgabenartefakte. Es gibt Benutzer der Methode und sie wird von existie-
rende Systemen, Werkzeugen und anderen Hilfsmitteln unterstiitzt. Eine Entwicklungs-
methode stellt oft eine Teilmethode einer tibergeordneten Entwicklungsmethode dar. Das
Kontextdiagramm soll die genannten Elemente beschreiben und dadurch zu beriicksich-
tigende Schnittstellen verdeutlichen.

3) Definition der Stakeholder. Es gibt verschiedene Stakeholder, die verschiedene
Wiinsche beziiglich der zu erstellenden Methode haben. Damit alle Wiinsche berticksich-
tigt werden konnen, miissen die Stakeholder der Methode ermittelt werden. Dazu muss
die Frage ,,Wer hat Interesse an der Methode?* beantwortet werden.
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Neben den in Schritt 2 definierten Benutzern der Methode ist die Auswahl der relevanten
Personengruppen ebenso vom dem in Schritt 1 definierten Zielen abhédngig. Beispiels-
weise bringt die Zieldefinition ,,Verbesserung einer Schnittstellenspezifikation® die
Stakeholder Systemarchitekt, der konkrete Vorschriften zur Erstellung der Spezifikation
erhalten mochte, Entwickler, der konkrete Anforderungen an bestimmte Inhalte stellt
oder Manager, der das Ziel formuliert hat, hervor. Ein weiteres Beispiel fiir die Abhdn-
gigkeit von der Zieldefinition, ist gegeben, mit dem vom Manager definierten Ziel ,,Ver-
besserung der Zusammenarbeit mit dem Zulieferer”. Stakeholder konnen in dem Fall
neben dem Manager, der Einkdufer und die Zulieferer sein. Es kann eine Stakeholder-
analyse, beispielsweise aus [HDO07], als strukturierte Herangehensweise genutzt werden.

4) Erstellung eines Glossars. Dic Erstellung eines Glossars ist fiir das gemeinsame
Verstindnis wichtig. Es sollten die folgenden Begriffe detailliert werden:

¢ Umfang der Methode: Was ist in der Methode zu beriicksichtigen?

¢ Teilmethoden: Wie wird die Methode in verschiedene Teil-Methoden gegliedert
und wie heiflen die Teil-Methoden?

*  Methodenelemente: Wie werden die einzelnen Elemente der Methode genannt?

5) Ermittlung von Anforderungen an Methodenelemente. Anforderungen an Metho-
denelemente miissen erhoben werden. Beispielsweise kann die Activity-driven Strategy
aus [Ral02] wieder aufgegriffen werden (siche Abschnitt 1.2). Die weiteren Methoden-
elemente (siche Abbildung 3) werden ebenfalls in die Betrachtung mit einbezogen. Die
Aufgabe der Ermittlung von Methodenelementen wird wie folgt detailliert.

5.1) Ermittlung von notwendigen Artefakten
5.2) Ermittlung von notwendigen Aktivitdten
5.3) Ermittlung von notwendigen Prozessen
5.4) Ermittlung von notwendigen Hilfsmitteln

Momentan gibt es keine formalisierte Herangehensweise fiir die Durchfiihrung der Akti-
vititen (5.1 - 5.4). Eine Moglichkeit ist die detaillierte Analyse der Entwicklungsdomé-
ne. Die Definition der Anforderungen liegt dem gegeniiber aber auf einen abstrakteren
Level und so ist es ausreichend die wichtigsten und offensichtlichsten Methodenelemen-
te in den Anforderungen zu betrachten. In der Praxis eignen sich dafiir Interviews und
Workshops mit Doménenexperten.

6) Ermittlung von Anforderungen aus Situationsfaktoren. Giiltige Situationsfaktoren
beschreiben Einfliisse und Rahmenbedingungen einer Methode. Situationsfaktoren ge-
ben noch keine Hinweise darauf wie eine Methode an die Situation angepasst wird. Die
Checkliste moglicher Situationsfaktoren soll genutzt werden fiir die Ermittlung relevan-
ter, gililtiger Situationsfaktoren. Danach muss der Methodenentwickler die Situationsfak-
toren in zu erfiillende Methodenanforderungen iiberfithren. Beispielsweise konnen Wiin-
sche der Stakeholder direkt als Methodenanforderungen beschrieben werden. An ande-
ren Stellen muss fiir jeden giiltigen Situationsfaktor der tatséchliche Einfluss auf die
Methode analysiert werden. Die Aufgabe der Ermittlung von Anforderungen aus Situa-
tionsfaktoren wird wie folgt detailliert.
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6.1) Ermittlung giiltiger Situationsfaktoren auf Basis der Checkliste
6.2) Analyse des Einflusses der giiltigen Situationsfaktoren auf die Methode
6.3) Erstellung von Methodenanforderungen auf Basis der Analyseergebnisse

Die Entwicklung der Methode folgt der Aktivitit Erhebung von Methodenforderungen
(vgl. Abbildung 1) und wird momentan auf Basis der Metamethode MetaMe durchge-
fiihrt [Saull]. Werden die situativen Methodenanforderungen bei der Methodenentwick-
lung implementiert wird eine auf die Situation angepasste Entwicklungsmethode erstellt.
Eine Evaluierung der Methode soll zukiinftig durch eine iterative Ausfithrung des Vor-
gehens der Methodenentwicklung erreicht werden.

4 Zusammenfassung

Ausgehend von existierenden Problemen bei der Anwendung von SME-Konzepten im
industriellen Umfeld wird eine Losungsidee dargestellt, die eine umfassende Ubersicht
moglicher Situationsfaktoren erfordert. Daflir wird in Kapitel 2 eine Checkliste vorge-
schlagen.

Im industriellen Kontext wird ein pragmatisches Vorgehen zur Erhebung von Methoden-
anforderungen gewiinscht. Dazu wird in Kapitel 3 ein Vorgehen beschrieben, welches, in
dem Schritt Ermittlung von Anforderungen aus Situationsfaktoren, explizit auf situative
Methodenanforderungen eingeht. Auf diese Weise werden notwendige Methodenanfor-
derungen, welche die gegebene Situation beriicksichtigen, in den Methodenentwick-
lungsprozess eingebracht.

Dieser Ansatz wird momentan in einem Industrieprojekt umgesetzt und zeigt erste Er-
gebnisse. Eine vollstdndige Evaluierung steht noch aus. Dieser Ansatz beriicksichtigt
keine konkreten Sprachen und Vorgaben zur Verwaltung von Anforderungen. An dieser
Stelle wird angenommen, dass allgemeine Anforderungswerkzeuge aus der Software-
entwicklung geeignet sind und vom Methodenentwickler genutzt werden konnen. Sind
die Methodenanforderungen erstellt konnen diese mit allgemeinen Anforderungsanaly-
sen weiter detailliert werden.

Bei der Uberfithrung von Situationsfaktoren in Methodenanforderungen stellt sich das
Problem, dass nicht fiir alle Situationsfaktoren der konkrete Einfluss auf die Methode
bekannt und definiert ist. An dieser Stelle miissen detailliertere Anweisungen geliefert
werden, so dass fiir einen ermittelten giiltigen Situationsfaktor eine entsprechende An-
forderung formuliert werden kann (vgl. Vorgehensschritte 6.2 und 6.3).

Es soll moglich werden konstruktive Anweisungen zur Uberfiihrung der Methodenan-
forderungen in ein Methodendesign zu definieren. Dafiir muss ein formalisiertes Pro-
zessmodel zur Definition der Vorgehensschritte und ein Produktmodell zur Festlegung
der Typen von Methodenanforderungen erstellt werden. Sobald das hier aufgezeigte
Vorgehen formalisiert ist soll es unser bereits formalisiertes Vorgehen zur Entwicklung
der Methode (MetaMe) erweitern, damit MetaMe situationsgerechte Entwicklungsme-
thoden erstellen kann.
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Abstract: Software development methods prescribe and coordinate the activities
necessary to plan, build, and deliver software. To provide methods that account for
the situational context of a development project, e.g., an acquirer-supplier-
relationship or specific communication needs, the existing method creation ap-
proaches represent a trade-off between flexibility and ease of use. On the one side,
less flexible configurable methods offer a fixed set of configurations to quickly
adapt a method to the situation at hand. On the other side, assembly-based ap-
proaches allow creating methods from scratch by combining preexisting building
blocks. Thus, they are more flexible and capable of creating methods not covered
by configurations of configurable methods, e.g., a mixture of agile and plan-driven
ideas. However, assembly-based approaches are not easy to use and require con-
siderable expert knowledge. In this paper we suggest the use of method patterns
during the assembly-based method creation. Method patterns represent desirable
principles for the to-be-method and therefore support the right choice and combi-
nation of method building blocks, simplifying assembly-based method creation.

1. Introduction

Large software development projects often involve many stakeholders and different
organizations. One example for such a project is the development of an ePassport sys-
tem. An ePassport system covers all lifecycle phases of an ePassport, from the data col-
lection during the enrollment of its holder, over its personalization (the “printing”) to its
delivery to its holder, its usage, and finally its destruction.

In order to successfully accomplish large software projects like ePassport projects, soft-
ware engineering methods are applied. By software engineering methods we denote the
full set of elements needed to describe a software development project, including the
development process and its activities, the artifacts produced, and the tools and tech-
niques that are employed as well as relationships between these concepts [ES10].

There exist several widespread software engineering methods based on different philos-
ophies for different purposes, e.g., RUP [K199], V-Modell XT [Vm12] or Scrum [SS11].
However, even for one specific domain like the development of ePassport systems there
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is no one-size-fits-all method. The very different nature and priorities of each project,
i.e., the situational context [HR10], has an impact on the method’s activities and arti-
facts. As an example, consider the trade-off between plan-driven activities and agility
[Bo03]. That trade-off is influenced, e.g., by having an acquirer-supplier-relationship,
like it is typical for ePassport projects, or by the stability of the requirements base. There
may also exist certain regulatory constraints that have to be taken into account, e.g., to
meet a certain process maturity level regarding CMMI [Cm10].

Situational method engineering (SME) is the field dedicated to engineering situation-
specific software development methods from scratch or adapting existing methods
[HR10]. The adaption of existing methods is often summarized under the term tailoring,
disregarding the differences between unrestricted free adaption and guided configura-
tion. Every SME approach represents an individual tradeoff between the effort to design
a method and the flexibility in terms of possible choices during the method design pro-
cess [HB94]. On the one side there exist more rigid approaches to create a project-
specific method. For example, configurable methods like V-Modell XT [Vm12] offer
several variability points to adjust the method to the situation. On the other side, less
rigid SME approaches are more flexible, in terms of the variety and specialization of the
creatable methods, however, the design of methods requires more effort and more exper-
tise.

A particular group of these less rigid SME approaches is called assembly-based SME
[BS98]. The basic idea is to maintain a repository of predefined method building blocks,
e.g., called method fragments [Br96], method chunks [R096], method components
[GL98], or as in our case method services [Ro09]. Based on the situational context,
method building blocks suitable for the current project are selected and assembled to a
method (see Figure 1). The flexibility of this approach is restricted only by the set of
available building blocks. These can be defined on-the-fly without requiring changes to
existing method building blocks. Hence, it is possible to incorporate, e.g. the latest best
practices.

Situational
Project factor Characterization
Environment of project

method building
blocks

Selection of
method building
blocks

characterization

Method Base

Selected method A
building blocks
Assembly of Definition of
method building Method Building
blocks Blocks

Figure 1. Assembly-based SME (cf. [Br96])

The major drawback of assembly-based SME is that creating meaningful methods re-
quires a certain level of method engineering knowledge as it is more tedious and error-
prone than configuration-based SME, where the possible configurations are already
known beforehand. In this we see the main reason why assembly-based SME has not
achieved noticeable attention in industry. Suitable building blocks have to be identified
and combined in such a way that a consistent method is created. Furthermore, the meth-
od has to comply with the requirements imposed by the situation. To benefit from the
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advantages of assembly-based SME, we introduce the new concept of method patterns to
support the method engineer following that approach in his work.

Method patterns represent methodological aspects and quality constraints that shall be
incorporated into the method, e.g., “iterative development” or “use of quality gates”.
They are combined to form a “method frame”, which ensures that the combined method
building blocks do not violate the pattern-specific properties. For example, a method
pattern that prescribes the creation of a specification can be combined with a method
pattern for iterative development. That ensures that in the created method that specifica-
tion is created iteratively.

This paper is organized as follows. In Section 2 we use ePassport system development as
an example to illustrate the rationale for assembly-based SME with method patterns. In
Section 3 we exemplify the use of method patterns by combining patterns of a plan-
driven software engineering method with patterns reflecting agile aspects. We conclude
with a discussion of our contributions and the planned future work in Section 4.

2. Motivational Scenario

We use the following scenario as a running example to illustrate why configuration-
based SME may fall short and to motivate assembly-based SME and the benefits of
method patterns. It is based on real life industry projects carried out by one of our co-
operation partners. The project in the scenario deals with the introduction of a distributed
ePassport system connected to several national (e.g. border control, civil register) and
international (e.g. Interpol) databases and information systems. Typically, such a system
is not developed by the government organization itself, but by a supplier that is awarded
the project after a public tender of the government organization (acquirer). Normally, a
passport domain expert is the project manager. Right before the project’s start the expert
chooses the software development method of the project. As domain experts usually
have no particular SME knowledge they choose fixed off-the-shelf methods or create a
method using configuration-based SME, e.g., V-Modell XT [Vm]12].

Figure 2 illustrates the lifecycle of such a project with the decision gates of V-Modell
XT-based methods.! Each decision gate, depicted by a left leaning parallelogram, marks
the end of a lifecycle phase, where the produced deliverables are examined.

Different from other domains, V-Modell XT has not been established as a standard for
ePassport system projects. Nevertheless, the scope and formality of the methods created
with V-Modell XT define a frame for the legal and commercial cooperation of acquirer
and supplier. The desirable characteristics include:
e the work division between acquirer and supplier, e.g., support of tender activi-
ties
e the definition of formal documents, e.g. for legal and commercial reasons

! As we use V-Modell XT as an illustrative example, we abstract from different project execution strategies.
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e the definition of formal handover activities, e.g., for legal and commercial rea-
sons
e coverage of the lifecycle presented in Figure 2

Requirements Request for \\ pfter submitted \\ Contract Awarded\ “‘;“P‘Ig“f
\Prop! omplete
o Delivery
System Specified
4 e Conducted

System Designed 'System Integrate
Detail Design System Elements
Completed Realized

Figure 2. Sequence of decision gates in V-Modell XT-based methods

According to experience, the document-centric philosophy of methods created with V-
Modell XT and their rigid formality are however also seen as the root for severe prob-
lems in practice. Typically, stakeholder are not familiar with ePassport technology and
do not understand the implications caused by “just an additional chip on the passport”.
Therefore, they have difficulties to formulate all their requirements upfront and the re-
quirements specification does not reflect the stakeholders’ real intends. However, by the
document-centric nature of a V-Modell XT-based method, the requirements specification
is the main and dominant source of information for the supplier during the specification
and development. Only little participation of the acquirer takes place during develop-
ment and the stakeholders often do not see the system before it is ready to be delivered.
Flaws uncovered then have to be removed at high costs.

In order to improve the situation, the method to use for the ePassport project shall there-
fore incorporate aspects of the agile software development philosophy [Bel2] that fos-
ters information exchange and collaboration. However, V-Modell XT is not designed to
create a method that exhibits the following characteristics:

e iterative and incremental development towards decision gates

e informal coordination meetings

e sharing of intermediate work results

Using the scenario as an example we illustrated the limitations of configuration-based
SME. Assembly-based SME, in contrast, allows incorporating method building blocks of
different methods, especially following different development philosophies, as requested
in our example. However, the available literature on assembly-based approaches pro-
vides no formal guidance for people without any particular SME knowledge during the
method construction (e.g., [GH9S, Fi09]). Additionally, if the effort to create a method is
too high, the project manager will not be able to timely create a method for the initiated
project. We therefore propose the concept of method patterns, which are used additional-
ly to method building blocks during the method construction. They encode methodologi-
cal aspects and quality constraints like the required presence and order of activities. In
our Scenario the project manager could use and combine these patterns to assure that the
method creates all the documents required by V-Modell XT and additionally shows the
desired agile characteristics. Violated constraints of method patterns provide him with
additional guidance during the method construction.
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3. Situational Method Engineering with Method Patterns

In this section we exemplify the use of method patterns by the assembly-based creation
of a method that incorporates the desired characteristics described in Section 2. On the
one hand we define two method patterns that embody the essential constraints of these
methods. For V-Modell XT we create a method pattern that reflects the development
process of V-Model XT with the order of its decision gates. For Scrum we create a
method pattern for the sprint loop. On the other hand we define method services, method
building blocks that reflect the software development activities and artifacts of these
methods. Recall that method patterns constrain the assembly of method building blocks
(method services). By combining the method patterns and respective method services we
could reconstruct the two original methods. However, we show how the combination of
method patterns from both methods guides the method engineer to create a hybrid meth-
od, which maintains the order of document creation conforming to V-Modell XT, but
ensures that they are developed in sprint loops.

3.1 Extraction of Method Patterns and Method Services from V-Modell XT

As stated in Section 2 methods created with V-Modell XT define a flow of decision
gates that have to be passed to accomplish the project (see Figure 2). In V-Modell XT at
each decision gate a set of documents has to be approved using the activity “Project
coming to a progress decision”. For example, Figure 3 shows on the right the three doc-
uments that have to be approved for the decision gate “System Specified” depicted on
the left. Consequently, these documents have to be produced before the decision gate can
be passed. Thus, in methods based on V-Model XT the sequence of decision gates indi-
rectly specifies the order of activities that have to be performed. For example, for the
decision gate “System Specified” the document “Overall System Specification” has to
be created with a software development activity called “Preparing Overall System Speci-
fication” and it has to be approved like every other document using the activity “Project
coming to a progress decision”.

Overall System Specification ]

System Specified Evaluation Specification Document ]

Evaluation Specification System Element ]

Figure 3. Decision gate “System Specified” and related documents of V-Modell XT

We now translate the flow of decision gates into a method pattern, by first creating a
method pattern for every decision gate and then combining them into an overall method
pattern that reflects the V-Modell XT development process. We later reuse this method
pattern when creating the hybrid method.

Figure 4 illustrates the relationship between the constituents of a method pattern and
method services. A method pattern consists of method compartments, denoted by dotted
rectangles. These are restricted by the attached pattern constraints, depicted by grey

439



boxes. Pattern constrains restrict their respective method compartment, because the host-
ed method services must fulfill these constraints.

Method Pattern

Method fulfill Method
Service ' Service

Method Compartment \
restrict
Pattern Constraints I

I Pattern Constraints / I

Figure 4. Overview of the relationship between method patterns, compartment, and services and
pattern constraints

Figure 5 shows a method pattern that encodes the concrete decision gate “System Speci-
fied”. The method pattern consists of two consecutive method compartments. The first
method compartment fulfills its pattern constraints, if it hosts a method service that has
the respective artifact among its outputs, for each of the three artifacts named in Figure
3. The second method compartment has to contain a method service that has the value
reviewing assigned to its attribute activity type. Thus, the method pattern de-
scribes, that method services have to create the three named documents and that they
have to be followed by a method service encapsulating a reviewing activity. Figure 6
shows a combination of method services that fulfills the constraints.

System Specified

NN RN NN RN EEEREEEEEERAEEEEERAEEEEEEEEEEE H AR R EEEEEEEEEEEENEE AR A AR

LLELTTS
T

3 x: contains(x.Out, ,Overall System Specification*)

3 y: contains(y.Out, ,Evaluation Specification Document") 3 w: w.ActivityType = ,reviewing"

3 z: contains(z.Out, , Evaluation Specification System Element)

Figure 5. Method pattern for the decision gate “System Specified”

Metainformation

Proepari“g Name: ,Preparing Overall Specification"
veral

[ Outputs: {,Overall System Specification“)]
ActivityType: ,Developing™

System Specified

B Preparing Preparing E " :
& Eiepaling ; Evaluation Evaluation H Projec}:Comm\ng H
Overall 1 fr gasa H to a Progress H

| Specificat it Specification Specification H Decision H
L‘ s ‘_’a_c.'f g" _ | |_System Element Document H H

3 x: contains(x.Out, ,,Overall System Specification“)] V

3 y: contains(y.Out, ,Evaluation Specification Document*) + =W WIS = Ot DS
3 z: contains(z.Out, , Evaluation Specification System Element”)

Figure 6. A method pattern with fulfilled pattern constraints

Each software development activity and its input and output documents are translated to
a method service with respective input and output artifacts. For example, the method
service “Preparing Overall Specification” encapsulates the equally named V-Modell XT
activity and its output “Overall System Specification” (see Figure 6). Additional metain-
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formation specifies that this is a development activity: the attribute ActivityType of
the method service has the value developing assigned to it. Thus the first method
service in the first method compartment “Preparing Overall Specification” fulfills the
first pattern constraint as it has the required artifact among its outputs. Similar, the other
three method services fulfill the remaining pattern constraints. Figure 6 is only an ex-
ample for a fulfilled method pattern; we do not combine method patterns and method
services yet.

To obtain a method pattern that reflects the development process of V-Model XT with
the order of its decision gates we chain the concrete method patterns of all decision gates
to an overall “V-Modell XT” method pattern. Figure 7 illustrates this for the three con-
secutive decision gates depicted on the left. The three method patterns are combined to a
new method pattern that has no pattern constraints on its own, but specifies the order of
the contained method patterns “System Specified”, “System Designed” and “Detail De-
sign Completed”.

Partial V-Modell XT Pattern

O .
System System Designed Detail Design Completed

N N (N >

b Z
Detail Design
Completed 7

Figure 7. Decision gate sequence reflected as a method pattern

3.2 Extraction of Method Patterns and Method Services from Scrum

Scrum is a widespread agile development method that we use in our example to define
agile method patterns and agile method services. One of the core aspects of Scrum is a
time-boxed execution loop called “Sprint” that is repeated throughout the duration of the
project. Figure 8 shows the method pattern “Sprint Loop”, which requires method ser-
vices that reflect agile activities. The method pattern consists of the three sub method
patterns “Sprint Planning”, “Agile Construction” and “Sprint Review” that are combined
to a loop. For example, “Agile Construction” describes that all the method services in the
respective method compartment have to either encapsulate developing activities or con-
tain the backlog artifact among their inputs. Additionally, the use of a method service
named “Standup Meeting” is prescribed and has to be present in the method compart-

ment.

Sprint Loop

Sprint Planning Agile Construction Sprint Review

v b: b.ActivityType = ,developing* v
contains(b.In, ,Backlog")
3 c: c.ActivityName = ,Standup Meeting*

3 a: aActivityType = planning* v
contains(a.Out, ,Backlog")

3d: d.ActivityType = reviewing" v
contains(d.In, ,Backlog")

Figure 8. The Sprint Loop pattern extracted from Scrum
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Based on the Scrum guide [SS11] the method services “Sprint Planning”, “Standup

Meeting”, “Update Backlog” and “Sprint Review ” are identified. They fit into the ap-
propriate method compartments of the method pattern depicted in Figure 8.

3.3 Creation of a Situational Method for ePassport System Development

For a typical method creation procedure, the previously constructed and presented meth-
od patterns and method services would have been identified and retrieved from the
method base instead of being defined from scratch (see Figure 1). The next step now is
their combination. Different from traditional assembly-based approaches we first com-
bine method patterns and then place method services into the method compartments of
these patterns. In our example the Project Manager picks the overall “V-Modell XT”
method pattern, to assure the conformance to the prescribed order of activities. In addi-
tion he adds a “Sprint Loop” method pattern into every decision gate method pattern,
because he wants it to be executed in an agile manner. Figure 9 illustrates this for the
decision gate “System Specified”. The combination of method patterns now prescribes
and ensures that the created method will contain a “Sprint Loop” in every decision gate
method pattern and that all necessary activities of V-Modell XT are executed in the right
order. Compared to other assembly-based approaches, with this frame of method pat-
terns it is much easier to decide, which method services to use and where in the process
to put them. Figure 10 shows the combination of method patterns after adding method
services to fulfill the pattern constraints depicted in Figure 9.

System Specified

Sprint Loop

Sprint Planning Agile Construction Sprint Review

3 a: aActivityType = planning’
contain:

v v b: b.ActivityType = developing* v
eta.ut, Backlogh) contains(b.In, ,Backlos

3 d: dActivityType = reviewing" v
contains(d.In, ,Backlog")

% contains(x.Out, ,Overall System Specification’)
3y: contains(y.Out, ,Evaluation Specification Document’)
3 2 contains(z.Out, ,Evaluation System Element’)

3 w: w.ActivityType
= reviewing"

Figure 9. Combined method patterns derived from V-Modell XT and Scrum

With the method creation state shown in Figure 10 there could be additional refinement
iterations. For example, in the method compartment of “Agile Construction” illustrated
in Figure 11 the “Sprint Loop” method pattern could be used again to model the daily
Scrum, which is a daily sprint loop, of the Scrum method. As this additional formality is
not desired for this ePassport project, the method creation procedure is finished by
(manually) connecting the method services with control flow. According to the practices
in the Scrum Guide the control flow specifies that the work is carried out in a loop,
where “Standup Meeting” precedes the parallel execution of the development method
services. “Update Backlog” is executed continuously in parallel.
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System Specified

Sprint Loop

Sprint Planning Agile Construction Sprint Review

Preparing
Preparing Evalusiion
fepit] ‘Specification =
Siasiicte Elemant Erepark
‘Sprint Planning Preparing Document Project Comring
= Evaluation Standup - toa Progress
Specification & Meeling - _| Decision

Figure 10. Combination of method services that fulfill the constraints of the method
patterns in Figure 8

Agile Construction

Preparing Evaluation
Specification System
Element

Preparing Overall
Specification

Preparing Evaluation
Specification
Document

¥ b: b.ActivityType = ,developing” v
contains(b.In, ,Backlog*)
3 ¢: c.ActivityName = ,Standup Meeting*

Figure 11. Method services of a method compartment connected with control flow

4 Conclusions and Future Work

Using a realistic example scenario from the ePassport system development domain we
exemplify that in some cases more rigid SME approaches are not flexible enough to
reflect the situational context, e.g., agile aspects in our example. Here, assembly-based
SME provides the required flexibility, however, we criticize that assembly-based ap-
proaches require too much method engineering knowledge and offer insufficient support
to create methods of good quality. We exemplified the use of method patterns and show
how they can guide in choosing and combining suitable method building blocks, sup-
porting the method engineer in his work. Doing so we also show how building blocks
from different methods can be incorporated. The resulting created method preserves the
flow of activities and the document-based approvals at specific decision gates known
from V-Modell XT. In addition, by incorporating sprints of Scrum, there are fixed cy-
cles, where results are planned, produced, presented, and discussed between the appro-
vals of two consecutive decision gates.
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Although we argue, that by the use of method patterns we have an advantage over pure
assembly-based approaches, the additional freedom compared to more rigid approaches
as configuration-based SME still requires more time and more skills to create the meth-
od. However, we will be able to gradually improve on the status quo in the future. We
continue our work in two directions. In this paper we focused on activities and control
flow. First, we work on formalizing other aspects of methods like roles, artifact lifecy-
cles and object flow. Second, applying this approach in practice is feasible only with
sufficient tool support. In a project with an industrial partner we work on an expert sys-
tem that supports the different activities of method creation. We are also evaluating how
such method specifications can be enacted in terms of a workflow engine, task manage-
ment and integrated tooling like version control and plan to evaluate the whole approach
in their industry projects.

References

[Bel2] Beck, K. et al.: Manifesto for Agile Software Development, http://agilemanifesto.org/

[Bo03] Boehm, B.W., Turner, R.: Observations on Balancing Discipline and Agility. In: ADC
2003, pp. 32-39. IEEE Computer Society, Los Alamitos, Calif (2003)

[Br96] Brinkkemper, S.: Method engineering: engineering of information systems development
methods and tools. Inf. Softw. Technol. 38, 275-280 (1996)

[BS98] Brinkkemper, S., Saeki, M., Harmsen, A.F.: Assembly Techniques for Method Engineer-
ing. In (Pernici, B., Thanos, C. eds.): CAiSE '98, pp. 381-400. Springer, Berlin (1998)

[Cm10] CMMI Product Team: CMMI for Development, Version 1.3. Improving processes for
developing better products and services Pittsburgh, Pennsylvania (2010)

[ES10] Engels, G., Sauer, S.: A Meta-Method for Defining Software Engineering Methods. In (
Engels, G., Lewerentz, C., Schifer, W., Schiirr, A., Westfechtel, B. eds.): Graph Trans-
formations and Model-Driven Engineering, pp. 411-440. Springer, Berlin (2010)

[Fi09]  Firesmith, D.G.: The method framework for engineering system architectures. CRC
Press, Boca Raton (2009)

[GH98] Graham, 1., Henderson-Sellers, B., Younessi, H.: The OPEN process specification. ACM
Press, New York (1997)

[GL98] Goldkuhl, G., Lind, M., Seigerroth, U.: Method Integration: The Need For A Learning
Perspective. IEE Proceedings Software 145, 113-118 (1998)

[HB94] Harmsen, F., Brinkkemper, S., J. L. Han Oei: Situational method engineering for infor-
mational system projects. In (Verrijn-Stuart, A.A., Olle, T.W. eds.): CRIS'94, pp. 169—
194. North-Holland Publishers, Amsterdam (1994)

[HR10] Henderson-Sellers, B., Ralyté, J.: Situational Method Engineering: State-of-the-Art
Review. j-jucs 16, 424—478 (2010)

[Kr99] Kruchten, P.: The rational unified process. An introduction. Addison-Wesley, Reading,
Mass (1999)

[Ro96] Rolland, C., Prakash, N.: A proposal for context-specific method engineering. In
(Brinkkemper, S., Lyytinen, K., Welke, R.J. eds.): Method Engineering: Principles of
method construction and tool support, pp. 191-208. Chapman & Hall, London (1996)

[Ro09] Rolland, C.: Method engineering: towards methods as services. Softw. Process: Improve.
Pract 14, 143-164 (2009)

[SS11] Schwaber, K., Sutherland, J.: The Scrum Guide (2011)

[Vm12] V-Modell XT (english version), http://v-modell.iabg.de/v-modell-xt-html-
english/index.html

444



S E SOFTWARE ENGINEERING

Traceability — Nutzung und Nutzen






Data Lineage goes Traceability -
oder was Requirements Engineering von
Business Intelligence lernen kann

Andreas Ditze
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Kressengartenstraf3e 10
90402 Niirnberg
a.ditze@mid.de

Abstract: Data Lineage ist als Konzept in Business Intelligence Systemen
unabdingbar, um z.B. die Verwendung bzw. Verfolgung von Attributen iiber die
verschiedenen Ebenen einer Data Warehouse Infrastruktur zu erméglichen.

Ausgehend von den Attributen des fachlichen Datenmodells iiber die Spalten des
physischen Datenbankmodells der operativen Systeme werden die Informationen
iiber die Data Warehouse Schicht bis zur Data Mart Schicht per Data Lineage
verfolgt.

Diese Konzepte, Mechanismen und entsprechende Werkzeugunterstiitzung lassen
sich nahezu 1:1 auf die Traceability-Anforderungen eines Requirements
Engineering & Management anwenden.

Der Beitrag zeigt anhand von kleinen Praxisbeispielen die Vergleichbarkeit der
beiden Konzepte auf und stellt eine entsprechende Werkzeugunterstiitzung vor.

1 Einleitung

Traceability ist extrem hilfreich, aber auch aufwendig aufzubauen und damit teuer in der
Erstellung und im Unterhalt. Deshalb miissen effektive und effiziente Methoden und
Werkzeuge zum Aufbau und Pflege der fiir eine Traceability notwendigen
Abhingigkeiten zwischen den Ergebnisartefakten aufgebaut und genutzt werden. Dabei
ist es besonders wichtig, dass die Abhéngigkeiten moglichst automatisch wéhrend des
Entwicklungsprozesses erstellt bzw. abgeleitet und gepflegt werden. Dieser Beitrag wird
anhand einer modellbasierten Vorgehensweise und einer Anlehnung an das Konzept des
Data Lineage aus dem Business Intelligence Umfeld aufzeigen, wie in der Praxis und
unter Verwendung eines entsprechenden Modellierungswerkzeugs Traceability genutzt
wird.
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Data Lineage (oder auch Datenherkunft) ist sinngemél die Fragestellung, zu gegebenen
(meist) aggregierten Datensédtzen die urspriinglichen Datensdtze zu bestimmen, aus
denen sie entstanden sind.

Fir Ergebnisartefakte in Softwareentwicklungsprozessen gilt &hnliches. Auch hier
mochte man wissen, aufgrund welcher Anforderung eine bestimmte Software-
komponente oder —funktion entstanden ist, bzw. welcher Testfall sich auf welche
Anforderung von welchem Stakeholder bezieht. Warum also nicht die gleichen
Mechanismen und Techniken dafiir einsetzen?

2 Data Lineage als Grundprinzip

Zur Verfolgung der Datensitze iiber die verschiedenen Ebenen einer Data-Warehouse-
Architektur werden die jeweiligen Attribute auf den unterschiedlichen Ebenen mit
Abhéngigkeiten verbunden. Zusitzlich kann die Abhidngigkeit noch mit einer
Transformationsregel erweitert werden. Mit einem einfachen Abhéngigkeitsgraphen
kann so die Datenherkunft jedes einzelnen Attributs eines Datensatzes bestimmt werden.

“ Wirfe Abrechnung
Betrag Geleistete Stund=n

Basis Kennzanlen
e Betrag Geleistete Stunden

[Ei gelStunden ]___%& HIST_GeleisteteStunden L
= stunden Stunden _—
j & Fact Abrechnung }_
' Betrag Geleistete Stund=n

gelStunden HIST GeleisteteStunden [
Stund ensatz Stundersatz

Abbildung 1: Data Lineage fiir die Basis-Kennzahl "Betrag Geleistete Stunden"

Die Abbildung 1 zeigt die Verfolgung der Zusammensetzung und Herkunft einer Basis-
Kennzahl ,Betrag Geleistete Stunden“. Ausgehend von den links dargestellten
Attributen ,,Stunden* und ,,Stundenstatz* aus der Ladetabelle ,,gelStunden® iiber die
historisierten Tabellen der Data-Warehouse-Schicht bis zur Faktentabelle und der
Kennzahl aus der Data-Mart-Schicht.

Dieses Grundprinzip ldsst sich auch in der Softwareentwicklung anwenden, nur das hier
die Art der Elemente vielféltiger ist. Es handelt sich nicht nur um Attribut von Entitéten,
Spalten von Tabellen oder Wiirfeln, sondern um unterschiedlichste Instanzen der
verschiedenen Metamodelle (uw.a. UML 2, BPMN 2). Meist sogar noch ergdnzt um
textuelle Artefakte wie funktionale Anforderungen, Abnahmekriterien, Risiken und
Testfélle. Dadurch ergeben sich eine Reihe von mdglichen Beziehungen und
Abhiéngigkeiten, die entweder von Hand im Rahmen der Modellierung explizit erzeugt
oder implizit durch die Metamodell-Bezichungen hergestellt werden.

Zwei Beispiele fiir implizite Metamodell-Beziehungen sind die ,,Owned Element*
Beziehung (Ownership) eines UML-Attributes zur UML-Klasse oder einem BPMN-
Task zum BPMN-Prozess. Diese Beziehungen werden nicht durch Abhéngigkeiten
modelliert sondern werden im Rahmen der Modellbildung erstellt.
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Beispiele fiir explizite Abhdngigkeiten sind die manuelle Zuordnung von Anforderungen
zu Anwendungsfillen, UML-Klassen zu BPMN-Datenobjekten oder Rollen bzw.
Organisationseinheiten zu BPMN-Lanes bzw. BPMN-Pools.

Beispielhaft soll dies an einem Ubersichtsschaubild (sog. Whiteboard-Diagramm) fiir ein
kleines Modellierungsprojekt gezeigt werden:

,
‘“I :

"
"

Abbildung 2: Ubersichtsschaubild mit allen Abhingigkeiten zwischen den Modellelementen

Die Abbildung 2 =zeigt die unterschiedlichen Modellierungsartefakte und die
verschiedene Beziehungen (explizit oder implizit erstellt) untereinander. Jede Beziehung
(Abhéngigkeit) kann in einer Traceability-Analyse zur Verfolgung {iber die
verschiedenen Modellierungsebenen genutzt werden.

So entsteht z.B. ein Traceability-Pfad von einer funktionalen Anforderung - UML-
Anwendungsfall - BPMN-Kollaboration - BPMN-Prozess > BPMN-Task >

BPMN-Datenassoziation > BPMN-Datenobjekt = Geschiftsobjekt > UML-Klasse >
ER-Entitit - DB-Tabelle 2 Datenbank.

Uber diesen Pfad kann direkt die Frage beantwortet werden, welche Datenbank von der
Anderung einer Anforderung betroffen ist (in Pfeilrichtung) bzw. welcher
Geschiftsprozess vom Ausfall einer Datenbank betroffen ist und welcher Stakeholder
informiert werden muss (entgegen der Pfeilrichtung).

Neben der Darstellung in Abbildung 2 mit vollstdndigen Diagrammen in der jeweiligen
Modellierungsnotation ist auch eine Darstellung als einfacher Abhédngigkeitsgraph
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moglich. Dieser Graph stellt nur die einzelnen Modellelemente (z.B. Anforderung,
Geschiftsobjekt, Klassenattribut, Entitétsattribut) mit ihren Abhéngigkeiten dar und
ermdglich damit eine schnelle Verfolgung der Auswirkung einer Anderung.
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Abbildung 3: Dynamischer Abhdngigkeitsgraph fiir beliebige Modellelemente

Mit Hilfe der in Abbildung 3 gezeigten Darstellungsmoglichkeit wird Traceability
sowohl beim Erstellen der Abhidngigkeiten als auch bei der Pflege und Auswertung
beherrschbar. Viele der Abhingigkeiten entstehen implizit beim Modellieren oder durch
einfache Drag-&-Drop-Aktionen bzw. automatisierte Modell-zu-Modell-
Transformationen.

Die nachfolgende Abbildung 4 zeigt eine spezielle Applikation (,,Beamer®), die zur
interaktiven Erstellung und Verwaltung von Abhéngigkeiten zwischen unterschiedlichen
Quellen und Zielen geeignet ist. Dabei konnen verschiedene sog. Abbildungsthemen
definiert werden, bei denen die Auswahl von Quell- und Zielelementen und der
dazwischen anzulegenden Abhéngigkeit vordefiniert wird.

Ein beispielhaftes Abbildungsthema ist das Mapping von Attributen der Entititen des
konzeptionellen Datenmodells auf Spalten von Tabellen eines physischen
Datenbankmodells. Dabei werden als Quelle die Attribute und Entititen des
konzeptionellen Datenmodells angezeigt und als mogliche Ziele die bereits vorhandenen
Spalten und Tabellen des physischen Datenbankmodell. Nun kann entweder eine
Verbindung (Abhéngigkeit) zwischen bereits vorhandenen Modellelementen hergestellt
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werden oder man erzeugt aus einem Quellelement ein neues Zielelement und verbindet
beide gleichzeitig mit einer entsprechenden Abhéngigkeit.

Vorhandene Abhédngigkeiten werden durch eine griine Verbindungslinie zwischen dem
Quell- und Zielelement im oberen Bereich der Applikation angezeigt und zusétzlich in
der Bearbeitungsliste (unterer Bereich) aufgelistet.
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Abbildung 4: Der "Beamer" - eine interaktive Applikation fiir Abhéngigkeiten

In der Bearbeitungsliste der ,,Beamer“-Applikation (unterer Bereich in Abbildung 4)
wird durch eine entsprechende Einfarbung der Eintridge deren Aktualitdt gekennzeichnet.
So werden Eintrdge, bei denen das Modellelement der Quelle ein jlingeres
Anderungsdatum hat als das Ziel-Modellelement rot eingeféirbt. Dadurch kénnen auch
bei einer grofen Anzahl an vorhandenen Abhéngigkeiten die notwendigen Anpassungen
nach einer Anderung des Quellmodells schnell ermittelt werden.

Hierzu kann die Bearbeitungsliste, |pearbeitungsiste Fit b [mgefitert =
wie in Abbildung 5 dargestellt, |auelie ungefillert Ziel
auch entsprechend gefiltert Urlaubsantrag Quelle unverkniiph

(3 U santrag | Quelle verkniipft
werden. Urlaubsantrag_Begriindung Coal raner AR T

E::? eatiaib vich Quelle abgeglichen ﬁ

Abbildung 5: Filterauswahl der Bearbeitungsliste
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Mit den im Beitrag gezeigten Beispielen sollen die  verschiedenen
Unterstiitzungsmoglichkeiten eines modernen Modellierungswerkzeugs beim Aufbau
und Pflege der Abhéngigkeiten zwischen Modellelementen vorgestellt werden.

Der Anwender erstellt im Rahmen des Modellierungsprozess durch verschiedenste
manuelle, teilautomatische oder vollautomatische Verfahren entweder implizit oder
explizit die unterschiedlichen Abhédngigkeitsbeziehungen zwischen den Quell- und
Zielmodellelemente. Diese  Abhidngigkeiten konnen mit den  dargestellten
Funktionalititen ausgewertet und gepflegt und damit nutzbar gemacht werden.

3 Fazit
Traceability ist in einer modellbasierten Vorgehensweise beim Einsatz von modernen

Modellierungswerkzeugen mit unterschiedlichen Darstellungs- und Auswertungs-
funktionalitdten effizient und effektiv einsetzbar.

Quelle fiir alle Abbildungen: Modellierungsplattform Innovator™
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Abstract: In MDE diverse modeling and model transformation languages are applied
to describe and derive the envisioned system. Traceability is a prerequisite for main-
taining consistency between different development artifacts. Thereby, the usefulness
of traceability links increases with their completeness and correctness. In practice,
automatic creation and maintenance of traceability links is required to be useful. This
is addressed by heuristic approaches that derive traceability information statically or
by model transformation technologies that provide traceability links as additional ex-
ecution result. However, the maintenance of traceability links for a set of diverse
languages and transformation technologies as combined in MDE is still a challenging
task. In this paper, we present a framework that provides and treats all traceability
information using the common format of hierarchical megamodels. Thereby, different
approaches for gaining traceability information can be combined. Information pro-
vided by transformation technologies is translated into this common format.

1 Introduction

In MDE diverse modeling and model transformation languages are applied to describe
and derive an envisioned system. Traceability is a prerequisite for maintaining consis-
tency between different development artifacts. Thereby, the usefulness of traceability links
increases with their completeness and correctness. In practice, a huge amount of develop-
ment artifacts is used to describe the envisioned system. Therefore, the manual creation
and maintenance of traceability links is not feasible and automatic creation and mainte-
nance of traceability links is required. This is addressed by heuristic approaches that derive
traceability information statically, e.g., [An02], or by model transformation technologies,
which provide traceability links as additional execution result, e.g. [Jo05]. Winkler et.
al [WP10] give a survey of traceability in requirements engineering and MDE. However,
the maintenance of traceability links for a set of diverse languages and transformation
technologies as combined in MDE is still a challenging task. First, many transformations
are performed manually or by transformation technologies, which provide no traceabil-
ity information. Second, the proprietary format of traceability links provided by different
transformation technologies prevents further treatment of this information for analysis of
the whole set of artifacts, e.g. for impact analysis or consistency checks. In the following,
we present a framework for maintaining traceability links that addresses the diversity of
modeling and model transformation languages in MDE. We developed the framework as
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a basis of a set of research projects that build on traceability, e.g. a model transformation
composition framework [Sell], a framework extension for version control capabilities'
and a corresponding model management build server [SHG12]. Thereby, we address the
two challenges by allowing a combination of different traceability approaches for gaining
traceability information and by providing and treating all traceability information using
the common format of hierarchical megamodels.

2 Model Management Framework

Barbero et. al [BBOS] introduce the concept of megamodels. Such megamodels capture
models and relationships between models. Thus, megamodels are well suited for captur-
ing, providing and maintaining diverse models and traceability links between them. Hier-
archical megamodels combine high-level traceability models (megamodels) and low-level
traceability models (models containing fine-grained traceability links) [SNG10]. Thereby,
hierarchical dependencies between high-level and low-level modeling artifacts and be-
tween traceability links are defined. Thus, traceability information is combined into one
common traceability model. In our case, a hierarchical megamodel provides a logical view
of the local workspace by capturing representatives for artifacts (e.g. models, model ele-
ments, source code). The framework? presented here a) supports an easily extensible set of
modeling and model transformation languages, b) monitors artifact changes and updates
the set of representatives within the hierarchical megamodel concerning the development
artifacts in the local workspace, and c) gains and maintains traceability links automati-
cally, based on monitored development artifact changes, model transformation executions
and available traceability approaches.
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Figure 1: Views of the hierarchical megamodel

Uhttp://www.hpi.uni-potsdam.de/giese/gforge/mdelab/?page_id=108
Zhttp://www.hpi.uni-potsdam.de/giese/gforge/mdelab/?page_id=63
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2.1 Type System

Information about physical artifacts, types, model operations and traceability links are
captured in a hierarchical megamodel. Development artifacts (e.g. models, model ele-
ments, code) in the local workspace are represented as artifacts within the hierarchical
megamodel. Correspondingly, all captured and retrieved traceability information is repre-
sented as relations. The framework includes an additional type layer, where metamodels
for used artifact types can be registered to improve the quality of the information in the
hierarchical megamodel. This type information is used to assign an artifact type to each
captured artifact. Thus, the framework can support arbitrary modeling languages. In ad-
dition, relation types can be specified to describe the signature of model operations and
traceability links (i.e. information about types of input and output artifacts of a relation).
To support an extensible set of model transformation languages a plug-in mechanism is
provided. Thereby, adapters can be plugged-in, which hide the model transformation tech-
nology internals. For example, we provide adapters to execute ATL? and Xpand* model
transformations. Adapters are used to trigger the execution of model transformations and
to retrieve traceability information about the execution. When executing a model transfor-
mation an executable relation is created within the hierarchical megamodel and the cor-
responding relation type is assigned. Traceability links are represented by non-executable
relations in the hierarchical megamodel, which connect input and output artifacts. Figure
1 depicts different views (artifact types, relation types, artifacts, relations) of the hierarchi-
cal megamodel. For example, the application of the model transformation SDL2U M L
and automatically created traceability links (e.g. C'lient2Client) are depicted.

2.2 Updating Artifact Representations

Development artifacts can be registered for being monitored by the framework. Changes
on these registered development artifacts are monitored and a notification mechanism pro-
vides change events when these monitored development artifacts change. Further, the
model transformation adapters may throw change events when model transformations lead
to a change, deletion or creation of models or model elements. Events are propagated to
the workspace builder, which is responsible to update the internal hierarchical megamodel
(i.e., create, update, or delete artifacts). Further, events are propagated to tools that base
on the framework.

2.3 Maintaining Traceability Information

Special kinds of the mentioned tools are traceability adapters, which enrich the hierar-
chical megamodel with statically derived traceability information implementing heuristic

3http://www.eclipse.org/atl/
“http://www.eclipse.org/modeling/m2t/?project=xpand
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techniques. Furthermore, model transformations are directly triggered via our framework
using model transformation adapters. Thereby, the execution of model transformations
can be monitored in more detail. For example, also proprietary forms of traceability links
that are created during the execution of model transformations (at runtime), e.g. [Jo05],
can be translated to be stored in our hierarchical megamodel. We implemented different
technology-specific model transformation adapters. Thereby, we experienced how strong
the quality of retrievable traceability information and also the control over execution con-
figuration parameters depends on the model transformation technology. For example, it
turned out that the very flexible model transformation technology Jet’ is hard to control
and provides only little traceability information. For example, the question which tar-
get artifacts are generated cannot be answered before executing the model transformation.
This circumstance makes the integration of Jet into model transformation chains unfea-
sible. In contrast, the less flexible and more restricted model transformation technology
Xpand, allows better control and traceability information can easily be retrieved during the
execution of the model transformation. For all gained traceability information traceability
links (non-executable relations) are created within the hierarchical megamodel. Trace-
ability links may become incorrect when a model transformation was executed or artifacts
were changed manually. Based on the automated update of the hierarchical megamodel the
framework recognizes such situations and identifies the need to update or delete specific
traceability links as well. Traceability links retrieved by monitoring model transformation
executions are deleted (or marked as invalid), since they can only be restored when exe-
cuting the model transformation again. However, traceability adapters can directly update
all traceability links, which they had created.

3 Related Work

The AM3Core [BB0S8] provides a metamodel for megamodels that includes the concept
of models, relationships between models and chains of relationships. The Model Manage-
ment Tool Framework (MMTF) [Sa07] is an environment that enables different software
developers to work on different related parts of models and their relationships with the
help of a Model Interconnection Diagram (MID). However, both approaches are suitable
for automatically maintaining and combining traceability links.

4 Conclusion

We presented a framework for capturing and maintaining artifacts and traceability links
between them within a hierarchical megamodel. Thereby, we showed that different trace-
ability approaches can be combined to establish a chain of traceability links within model
transformation chains. In addition, we showed using the examples of ATL, Xpand, and Jet
that the framework can be extended to support different technologies and that traceability

Shttp://www.eclipse.org/modeling/m2t/?project=jet#jet
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information can be extracted automatically. The traceability information stored within the
hierarchical megamodel and the events provided by the framework enable other tools to
use these traceability information. The framework was successfully applied in different
research projects. In future work, we focus on extending the set of model transformation
adapters, e.g. QVT Operational®.
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Abstract: Artifacts for requirements engineering, project management and code im-
plementation are usually stored in separate tools, which makes traceability between
these artifacts difficult. We developed the tool UNICASE Trace Client, which stores
the aforementioned artifacts in a single environment with full traceability between all
artifacts. In this paper, we describe the three traceability link creation process sup-
ported by our tool as well as its advanced features for traceability link usage.

1 Introduction

Requirements-to-code traceability reflects the knowledge where requirements are imple-
mented in the code. The simple creation of such links is very important for a development
project, as the manual creation can, for example, lead to higher development effort. In pre-
vious work [DNP12], we presented an approach that captures traceability links between
requirements and code as the development progresses by using artifacts from project man-
agement called work items. Based on this approach, we developed the tool UNICASE
Trace Client [UTC]. It is an extension to the model-based CASE tool UNICASE [UNI],
which is an Eclipse plug-in developed in an open-source project. UTC integrates itself
seamlessly in Eclipse and supporting plug-ins, e.g. Subversion, and supports three pro-
cesses for traceability link creation between requirements, work items and code. Based on
these links, it supports various features for traceability link usage.

The remainder of this paper is structured as follows: Section 2 describes the three trace-
ability link creation processes and features supported by UTC. Section 3 concludes the
paper and discusses future work.

2 UNICASE Trace Client

UTC incorporates artifacts from requirements engineering (features, functional require-
ments), project management (work items, sprints, developers) and code (code files, revi-
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sions). A feature is realized in a sprint and is detailed in one or more functional require-
ments. Work items describe work to be done to realize functional requirements, they are
assigned to developers, have a completion status and a due date. A work item must have
one or more linked functional requirements and is contained in a sprint. A feature can
be related to a work item, e.g. during bug fixing. One work item can create one or more
revisions. A revision contains one or more changed code files and is stored in a version
control system (VCS).

For using UTC, we presume the following situation in a development project and the used
development process. First, a list of features and functional requirements exists. Second,
a project manager has planned the implementation of the features in sprints and s/he has
broken down the implementation schedule of the functional requirements into work items
for the developers. Third, all work items are already assigned to developers.

2.1 Traceability Link Creation Processes

UTC uses work items to link requirements and code during development. As we presume
that the implementation of the requirements is planned in work items, UTC captures links
between the work item and the code that is created by its assigned developer. We identified
three possibilities of developers to select a work item that is related to their implemented
code. Developers can select a work item before they start the implementation of code
(Process A), during implementation when they have created code but have not yet stored
it as a new revision in a VCS (Process B), or after implementation when they have created
code that is already stored as a revision in a VCS (Process C). These three processes are
depicted in Figure 1. In general, developers should not perform any change in the code
without a work item describing the realization of a requirement.

Requirements, work items and revisions are stored as artifacts in UTC. However, revisions
only contain a subset of information (revision number, author, creation date and list of
changed code files) that is stored in the VCS. More detailed information, e.g. what lines
of code were changed in the revision, can be found in the VCS.

2.1.1 Process A) Select Work Item Before Implementation

First, the developer selects a work item from his/her list of assigned work items. While
working on the work item and implementing new code or changing existing code, all re-
quirements the developer looks at during implementation are automatically captured. For
example, s/he may look at requirements to know what to implement. When finishing the
implementation of the work item, the developer is asked to validate all captured require-
ments and new/changed code files, which means s/he confirms all related and removes
all non-related requirements or code files. The validated requirements are automatically
linked to the work item and the validated code files are stored in a new revision in the
VCS. A new revision artifact is automatically created and stored in UTC and linked to the
work item.

460



Process A: Select Work Item Before Implementation
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Figure 1: Traceability Link Creation Processes

2.1.2 Process B) Select Work Item During Implementation

In contrast to Process A, in Process B a developer does not need to select a work item
before implementation. Instead, s/he starts directly with implementation. After the im-
plementation of code and before creating a new revision stored in the VCS, the developer
validates the new/changed code files and selects a work item from his/her list of assigned
work items. A new revision with the validated code files is stored in the VCS. A new re-
vision artifact is automatically created and stored in UTC and linked to the selected work
item. In this process, no requirements are captured and validated.

It is important to note that Processes A and B do not force developers to select a work item
related to the current implementation. In case the developer implemented code that s/he
does not want to be linked to a work item, s/he can omit the linking of a work item, which
ends Processes A and B.

2.1.3 Process C) Link Work Item After Implementation

In contrast to Processes A and B, Process C occurs after implementation and it represents
an alternative way for the developer to link code to a work item. A VCS stores a history
of all previously created revisions with information by whom and when each revision was
created, as well as all changed code files. In case a developer has implemented code
without selecting a work item before implementation (see Process A) or without selecting
a work item during implementation (see Process B), s/he can manually select to link a
previously created revision to a work item from his/her assigned work items list. A new
revision artifact is created and stored in UTC and linked the selected work item. Like in
Process B, no requirements are captured and validated.
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Issue tracking systems (e.g. Trac) and project management applications (e.g. Redmine)
also support VCS integration like UTC, which means linking work items to revisions.
However, these tools do not support requirements as discrete artifacts. Tools supporting
the same artifacts as UTC are, for example, IBM Rational Team Concert or Polarion Re-
quirements. However, unlike these tools, UTC can capture links between these artifacts
during development. Moreover, UTC can automatically infer direct traceability links be-
tween requirements and code using work items, which is explained in the following.

2.1.4 Inferring Traceability Links Between Requirements and Code

The created traceability links of Processes A, B and C are used by UTC to infer direct links
between requirements and code based on the corresponding work items. In [DNP12], we
presented an algorithm for inferring links that is executed when the developer changes the
completion status of a work item from assigned to done. The algorithm connects in a brute
force manner all linked requirements of a work item with all the code files in the linked
revisions of a work item.

Changes in the code do not have a direct impact on the artifacts and links stored in UTC.
However, changes in the code can lead to new (inferred) links to requirements. Over time,
inferred links might become obsolete due to work on other work items. Thus, we are
currently working on intelligent algorithms to discard links not relevant anymore.

Summing up, the only manual work in UTC is to establish initial links between work items
and requirements (which is typical for issue management) and to validate the captured
links (which should be easy as the links refer to the work just finished). Besides this,
there is no other additional work required to achieve traceability between requirements
and code.

2.2 Features for Traceability Link Usage

Versioning: The EMFStore [EMF] is a repository and VCS for the Eclipse Modeling
Framework designed for collaborative editing and versioning of models. The EMFStore
is the foundation for UNICASE, and thus UTC. All artifacts in UTC are part of a model
that is versioned with EMFStore. This allows versioning all artifacts and the traceability
links between them and as a result, supports merging and conflict detection. For example,
one can follow all changes of a requirement and its traceability links over time as well as
revert to a previous version.

Graph Visualization: UTC supports graph visualization of all artifacts and the traceabil-
ity links between them. Advanced layout algorithms can be applied to the graph and one
can search within the graph.

Traceability between Requirements & Code: Using inferred links between require-
ments and code, UTC helps to analyze which code contributes to the realization of which
requirement.
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Requirements Context: During implementation, a developer can look at the require-
ments context that shows all requirements linked to the currently open code file. Due to
agile software development techniques, development teams can change quickly. This fea-
ture supports new developers joining the project trying to understand the purpose of the
implemented code.

Progress of Implementation: Work items have a completion status and are linked to
requirements. Thus, work items enable to identify not implemented requirements as well
as the progress of their implementation. UTC enables to see how far all requirements
are already implemented, as well as identifying not implemented requirements requiring
increased attention.

Requirements Impact Analysis: If a requirement needs to be changed to reflect changed
customer demands, all related artifacts potentially affected by this change can be identified.
Affected requirements and work items can be identified, e.g. if a change in a requirement
is comprehensive, related requirements and their planning of realization described in work
items needs to be adapted. An initial set of code files can be identified, which can be
a starting point for detailed impact analysis. The changes in the code files can result in
additional changes in other code files.

3 Conclusion

We developed UTC and it integrates requirements engineering, project management and
code implementation in a single environment with full traceability between all artifacts.
Currently UTC is used in an academic case study. We want to compare the effort and
quality of the created traceability links to the results of other conducted exploratory case
studies. Furthermore, we will work on intelligent algorithms to discard links between
requirements and code not relevant anymore due to work on other work items.
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Abstract: Domain-specific languages are designed and used to assist software devel-
opment in various domains. Safety-critical systems such as aviation systems, railway
control systems and nuclear power plants require certified software by law. This pa-
per focuses on domain-specific languages that are used to represent a physical reality
and to describe the behavior of a control software as a finite state machine. Further-
more we focus on domain-specific languages that are able to generate source code for
sensor/actor systems from a specified finite state machine model. The source code
is intended to be compiled and operated in a fixed time slot of a real-time operating
system of a safety-critical controlling hardware.

We give an example of a model that is expressed using a functional tree, a method
that is based on input and state space partitioning. We show that models expressed by
a functional tree are equivalent to deterministic and complete finite state machines. To
formally prove the equivalence we analyze a model in terms of automata theory. We
will furthermore show that omitting the properties of determinism and completeness
violates normative requirements when a model is used to generate software for safety-
critical systems.

The major contribution of this paper is the definition of formal requirements on
domain-specific languages employing formalisms of automata theory. The require-
ments are easily verifiable criteria for domain-specific languages to assess the suit-
ability in an engineering process of a safety-critical system. We analyze two example
modeling languages for their suitability to create a source code for safety-critical ap-
plications.

1 Introduction

Model-driven software development uses a formal description of a model and code gener-
ators to obtain an executable software for specific purposes. The base for a formal descrip-
tion of a model can be either a domain-specific language (DSL) or a universal modeling
language such as the UML. The design goal for a DSL is to cover specific problems and
properties of its domain such as track topologies and signaling layouts for railroad in-
frastructures [GHH™ 12]. Increased attention has to be payed if DSLs are used to create
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source-code to be used in safety-critical applications. Design properties of a DSL can lead
to a risks for legal assets like life, healthy and property.

Our goal is to define requirements for domain-specific languages from which source code
is generated for safety-critical applications. In Section 2 we present the scope of this paper.
We will illustrate the use of a Functional Tree (FT) and Finite State Machine (FSM) as two
possible ways to express a model of a signal processing system. In Section 3 we will give
a brief introduction into expressing a model using FT's with reference to [WH11].

We will compare the expression of a model as FT and show the weaknesses of the equiv-
alent expression as FSM. With an example model we show a simple method to obtain an
alphabet from physical states and inputs in order to transform a model expressed by FTs
into an automaton. We analyze in Section 4 which properties of a automaton are needed
to represent a model as a FSM with the same formal rigor as a representation with a FT
provides.

A formal definition of an automaton is introduced in Section 5 and an automaton type is
selected for our goal to define formal requirements for a DSL. The analysis in Section 4 is
the base for defining requirements on DSLs in Section 6. We will use the formalisms of
automata theory to define requirements on a domain-specific language as the contribution
of this paper. We will compare the defined requirements to legal requirements such as
normative regulations for the certification of software in safety-critical systems and show
potential violations.

Finally in Section 7 we analyze two languages based on our defined requirements. As
examples we use the DSL MENGES [GHH™T 12] as a representative of a highly special-
ized DSL. As representative for a general-purpose language we analyze state charts in the
UML. We show the weaknesses and which additional effort is needed for a suitable use of
these languages for modeling of safety-critical systems.

2 Scope

The scope of this paper is the development process for the software of a safety-critical
system as in Figure 1.

We assume that functional requirements for the software are defined and a DSL is used
for their formal expression. We furthermore assume that a selected DSL’s output model
can be expressed as a FSM or a FT. For both options a specific code generator can create a
source code that is passed to a target specific compiler. The finally generated software can
be operated in a safety-critical system. Our goal to define formal requirements on a DSL
for safety-critical systems is achieved with the following steps

1. We give an example and analyze (see 1 in Figure 1) the properties of a model that is
expressed using a FT

2. We transfer the analyzed properties to a model that is expressed as a FSM and show
that models without the analyzed properties violate legal requirements for software
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3. We define formal requirements on a DSL for model-driven software engineering
of safety-critical systems to create a model such that legal requirements are not
violated,(see 2 in Figure 1)

The reason for the choice of FTs is the method’s strength that formal uniqueness and
completeness of a designed model is implicitly given if it can be expressed by a FT. This
property is given by the mapping of physical values as intervals on defined input and state
space partitions of a model. Formal uniqueness and completeness of expressing functions
or models by FTs are proven with the set theory. The formalism of this method was first
time introduced in the context of a rail vehicle project in [WH11]. We will show that
a model expressed by a FT has an equivalent expression by a FSM, but only a limited
class of FSMs can be expressed by a FT (see Figure 1). We will furthermore show that
the classes of FSM’s that cannot be expressed by FTs violate normative requirements for
safety-critical software.

3 Background and formal basis

In a first step we design an example model of a function for the control of a diesel engine
as in Figure 2. We use a FT as expression method to explain the background of this
paper. We will present an equivalent expression of our designed model as FSM to show
the weaknesses of a FSM expression. Our goal is to find the differences of both expression
methods by an analysis of our model as an automaton. We will introduce the formal
definitions needed for the analysis of the designed model in terms of automaton type and
an alphabet. Finally we will analyze the properties of our model considering the following
aspects

e What kind of automaton is created if it is expressible by a FT ?
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‘ Variable ‘ Value Meaning

S Shalt Engine halted
(discr.) | Ssiart Engine starting
Srun Engine running
Sistop Engine stopping
Sao Unknown state
AS TRUE Switch ON
(bool) FALSE Switch OFF
ST TRUE Start
(bool) FALSE No Start
Tirpm Rro: Engine halted
(cont.) | nppm <1
Ry : Engine turning
1> nppm < 400
Ryr: Engine running
Nypm > 400

Table 1: Variable partitions

e Which is the alphabet of the automaton ?
e Which language is accepted by the automaton ?

e Which are the differences of a model expression by a FSM and by a FT ?

The system in our example in Figure 2
Q consists of an Engine Control Panel and

3.1 Example model design and functional trees expression
the engine. The input values for our model
are the activation switch (AS) and the star-

o e
OFF Engine
n ter button (ST) on the Engine Control Pa-

Engine Control Panel rpm  nel and the engine speed (1, ). Our de-
sign starts with the decisions which input
and state values we use in our model and
how the input and state values are repre-
sented and divided into partitions. For an expression of the model by a FT the partitioning
is the basic step.

Figure 2: Example of an Engine Control

We will design our model such that the starter button (ST) and activation switch (AS) are
represented by boolean values with the partitioning into TRUE/FALSE. The engine speed
(nrpm) 1s represented by a continuous value with a partitioning into intervals. We will
furthermore define that our engine can be in the states Sj;¢ if the engine is halted, Sgzqrt
if the engine is commanded to start, S;.,,,, if the engine is running and Sy, if the engine
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is commanded to stop. For any other state we define Sq, as the "unknown state’. The input
and state variables and their partitions for our model are shown in Table 1. To design the
model of our engine control function we have to define the conditions for the changes of
the state variable S from one of it’s partitions into another one. This step is equivalent to
the design of a FSM and the definitions of the transitions from one state to another. To
show the capability of using FTs as an expression for our model we use an example as in
Figure 3.

This FT shows an example of a model which starts by processing state variable S with
all of it’s partitions as in Table 1. The partitions are represented by the edges of the tree.
Depending on the partitions and the values of subsequent variables the edges are taken to
the subsequent nodes (circle) until a leaf (square) is reached. The leafs (squares) of the
tree contain the states into which our model changes after one computation step. So every
path in this FT is equivalent to a transition of a FSM.

S
halt

@ it

Sstan S S

S
run halt run

halt start

Cpatt Con start © ignite drop tun

Figure 3: Functional tree for Engine Control

We can see that the different paths in our FT depend on different input variables and
different processing orders. This is equivalent to different conditions for a transition of a
FSM. For example the transitions ts¢qnq and ¢, are valid for a stopping engine (Ss:op)
and only depend on the speed (12,,,,,) to determine if the engine is already stopped (1, €
R1,0) or still stopping(n,pm, € (Ro U Rur)). As second example the transitions ,q7
and t,,, are valid for a halted engine (Spq¢). It is started (¢,,) or remaining in standstill
(thait) depends on the inputs of the activation switch (AS) and the start button (ST). The
conditions for all transitions of this model can be found in Table 3 when we analyze our
model.
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Figure 4: Finite State Machine for Engine Control

Our example shows that if a variable is considered in a FT to determine a result then it
is considered with all it’s partitions (completeness). If a variable is not considered in a
FT then the result is the same for all of it’s partitions (independence). The characteristic
property of a FT is that every value of a variable has to be and can only be element of
exactly one of the variable’s partitions. For the expression of a model with a FT it means
that every combination of input and state space corresponds to exactly one path in the FT.
The consequence is that only models can have an expression as a FT which correspond
to a deterministic and complete automaton. We will formally prove this property in this
paper.

As shown in Figure 1 we assumed that a model expressed as FT can be also expressed as
FSM. For our example, the FT in Figure 3 is equivalent to the FSM in Figure 4. Note that
the expression as FSM shows the transition t.,..o to represent an unknown error that can
corrupt the state variable of the model (e.g. bad memory access, hardware error etc.). This
transition is not shown in the FT. The reason is that both expression FT and FSM cannot
specify a defined condition for this transition. Important is that both expressions show the
same reaction of the model if the state variable is in the unknown state’ Sq

The expression as FSM shows the states and the transitions of the model as shown in Table
3. The conditions for every transition can be defined, but there is no automatic mechanism
to ensure that all combinations of input signal are be processed by the FSM in every state.
There is also no automatic mechanism that ensures that determinism for the transition is
specified. To ensure uniqueness and completeness of a FSM additional verification effort
is required in the design process while using a FT implies these properties. If a DSL is
involved in the model design for a safety-critical system we demand that the DSL’s output
is a formally complete and unique model.
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With FTs a designer has to start the modeling process with a correct partitioning of input
and state variables for a model. Extensions, refinements and changes of the model design
are expressed as changes in the paths of the FT for the model. The properties of FTs as
expression method for a model ensure that for all combinations of input and state variables
the designed model is formally unique and complete. The method gives a designer the
choice in which context physical values are used to compute a result or not. This makes
the method easily scalable for higher numbers of physical values. Verification efforts and
finally development costs are only limited to verify the correctness of the designed model
to meet the functional requirements, as shown in in Figure 1.

The verification of correctness of a model expressed as FSM is often limited to only cover
the functional requirements. A verification of formal uniqueness and completeness of
all input and state value combinations is often not done. The reason is that no selection
mechanisms for relevant combinations of variables and states exists comparable to the
partitioning mechanism of a FT. A non-deterministic FSM can be in theory transformed
into a deterministic FSM by using it’s power set. Completeness and determinism can be
verified then, but this will increase verification effort and development costs significantly.

Our model is intended to be used safety-critical applications. Mistakes such as incom-
plete or contra-dictionary definitions during the model design can result in severe hazards
for human life or material assets. Normative regulations such as [CENOIb](see 8.4.2),
[IEC11](see 7.2.2 and 7.4.5) require a unique and complete functional specification of
software for safety-critical applications. We have demonstrated that expressing a model
with a FT is limited to models that correspond to a deterministic and complete automa-
ton, but this is exactly the type of model we need to meet the requirements of software in
safety-critical systems. Our goal will be therefore to define formal requirements for a DSL
such that the output model will have a defined behavior for every combination of inputs
and states and be expressible as a FT.

3.2 Functional tree expressed model as automaton

For the statement of formal requirements on DSLs we will analyze a designed model that
we expressed using a FT as an automaton. The automata theory uses sets of states and
symbols to describe alphabets and languages that are accepted by an automaton. The basic
elements of FTs are disjoint sets to describe the processed signals. We will connect both
concepts.

In a first step we will describe the relation between the disjoint sets of value partitions as
used for a FT and the sets of input symbols of an automaton, as in Table 2. We have listed
all input space partition combinations of our example model in Figure 4. Every input
space partition combination is assigned to one symbol s; to sj2. We obtain a bijective
function between our model’s input space partition combinations and the symbols of an
formal language. This approach can be extended to any number of input variables such
that we obtain a partitioning of the input space of a model and one corresponding language
symbol for every partition. Similarly the partitions of one or more state variables provide
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a partitioning of the states space of a model. Every partition of the state space of the model
will correspond to one state of an automaton.

The analysis of a model that is expressed as a FT

is based on the input space I, the state space S of | AS [ ST [ npm || Symbol |
the model and a definition of functional indepen- OFF | T | Rus s1
dence. The input and the state spaces are defined OFF | T Ry S
based on the signals that are processed in the compu- OFF | T | Rro S3
tation (note that variables over continuous domains OFF | F | Ryr Sq
are discretized by considering intervals): OFF | F Ry S5
OFF F R LO S6
IC (RxR) xZ/ x B ON | T | Rur 57
p » , ON T RO S8
SC(RxR)" xZ/ xBF ON | T | RLo 59
where I and S are finite and 7,4’ j, j/, k, k' are natu- gg 112 ig)l :(1)

rals. By common notation, R denotes the set of reals, ON F & 5

LO 12

Z denotes the set of integers, and B denotes a binary
set. Our example in Table 1 uses just one state vari-
able, namely S. We use three signals in our example,
namely AS, ST and 71,y .

Table 2: Symbol table

For the specification of a function in our context we use a set of n variables xg to x,,
of continuous, discrete or binary type. A function of an automaton (e.g. transition, out-
put) will be defined as f(xq...2,). We define functional independence of a function
f(zo...xp ... x,) from the variable x if the following holds:

Va: flzo.. @k .. .xn) = f(xo...x...2y)

This definition of functional independence is required for a formally correct split of the
input and state space S x I into partitions. The connection of a FT as in Figure 3 and the
symbols, states and transitions of an automaton is shown in Table 3. Each row of the table
represents one path of the FT. We can also see that each row represents one of the partition
Py to Py2 of our model’s input variable (AS, St, n,,,) and state variable (S) space.

Considering the functional table 3 as state and transition table of an automaton we can
find the automaton states as partitions of the state variable S of the functions tree. For
comparison see Figure 4. The automaton transitions correspond to paths of the FT. Note
that the transition tj,,;; is mentioned two times in Table 3 and two times in the FT, see
Figure 3 while it is only mentioned once on the FSM expression of the model, see Figure
4. Referring to our example model the technical meaning is that the start of the engine can
be blocked by two conditions, namely the activation switch turned off (AS=OFF) or the
starter button not pushed (ST=F).

Not all transitions from one state to another depend on all input variables while all input
variables have to be considered for a complete and unique design of the model. The V
symbol in a row means that an input variable has not to be considered, as the final result is
the same for any of it’s values. In the FT expression of a model the corresponding variable
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Partition H State S H Inp. AS | Inp. ST | Inp. nypy, H Transition | Symbol

P Shalt OFF v v thait 51,52,53
54,55,56

Py Shait ON F v thalt 57,588,589

Py Shait ON T v ton 510,511,512

P4 Sstart OFF v v tb'reak 51,52,53
54,55,56

P5 Sstart ON v RHI tignite 57,510

Ps Sstart ON v Rrojo Lstart 88,89,511,512

P; Sstop v v Ro a1 tstop 51,52,54,55
57,58,510,511

P8 Sstop v v RLO tstand 53,56,59,512

Py Srun OFF A \ toff S1,592,53
54,55,56

PlO Srun ON v RHI trun 57,510

Py Srun ON v Rrojo tarop 58,59,511,512

Pro So v v v tinit 57,58559
510,511,512

Table 3: Functional table

is not in the path that represents the transition. For example the transition ¢j;; of partition
P, is independent of the variable 7,.p,,. In the FT of the model Figure 3 the variable 1,
is not in the corresponding path. Considering the model as an automaton we need to select
the input symbols for transition ¢4;; such that we cover the corresponding input space
partitions as in Table 2. In our example the symbols s7,sg,59 have all in common the input
variables AS=ON and ST=F while all together cover all partition of 72,py,.

With the definition of functional independence we can use the symbols as in Table 2 for a
formally correct transformation of a model expression as FT into a model expression as an
automaton. Our assumption is proved that every model expressed as FT can be expressed
as a FSM. For the partitions P; to P, of the FT and the input and state space of our model
S x I holds:

n

U Pe=sx1

k=1

Furthermore for every partition of the state variable S we can find all input symbols of
the automaton as in the Symbol column in Table 3 exactly once. The formal definition
of functional independence says that not considering a variable in a computed result is
equivalent to a result that hold for all values of the variable. This proves that an automaton
that corresponds to model expressed as FT is deterministic and complete.
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4 Properties of an automaton obtained via functional trees

Our analysis starts on the base of a transition system (TS) as defined in [BKO08], Chapter 2.
We focus on the states and transitions of an automaton so the mentioned TS is an appro-
priate base. We will consider the processing of a new input symbol as a transition from
one state to another state.

The analysis is based on the assumption that an automaton is transformed into source code
that is finally compiled and executed in a safety-critical system. The execution of the
source code is steadily repeated in fixed time slots and potentially never terminates. We
will analyze the properties of an automaton that is obtained by designing a model using a
FT. The goal is to express the found properties in terms of automata theory [Sak09].

A FT model creates an automaton processing a finite length input
This property results from the fact that the automaton created by a FT runs for a
potentially infinite time. However in every processing cycle a new symbol of the
input space is processed which corresponds one transition of the automaton. The
finally processed sequence of input symbols keeps a finite length in every processing
cycle.

The automaton is deterministic
The determinism of the automaton is given by the uniqueness property of the FT.
For each input symbol and state there is at most one transition. The automaton has
therefore at most one transition for each input element at each state.

The automaton is complete
The completeness of the automaton is given by the completeness property of the
FT. For every input symbol and state combination there is exactly one transition. A
preserved state is expressed by a reflexive transition. The automaton has therefore
exactly one transition for each input symbol. In safety-critical applications the com-
plete behavior of an automaton has to be specified, verified and tested. That includes
implicit reflexive transitions.

The automaton provides a specified result for every processed input sequence
The FT formal base ensures that an automaton provides a specified transition for ev-
ery partition of the input and state space. The output of the automaton is a specified,
verified and tested function for every computation cycle. This property is required
for operation in a safety-critical system.

Note that, a notion of automaton is not yet given here, but will follow in the next section.
The property to provide a specified result for every partition of the input and state space
of the automaton is the key point for the definition. Our automaton can, in principle, be
operated with any sequence of input symbols. However it is required that the automaton’s
behavior is always within the specified scope. For the further analysis we therefore assume
that our automaton processes any sequences of input symbols. This assumption is the base
for our selection of an automaton model.
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5 Selection of automaton type

In Section 4 we have obtained the properties for an automaton is the output of a model de-
sign using a FT. The analysis showed that we require a complete, deterministic automaton
with output to describe the automaton investigated. A complete, deterministic automaton
A with output is defined as follows (see also [AS03]):

A:(E7X7Z720767f) (1)

where ¥ denotes the set of inputs, X denotes the set of possible outputs, Z denotes the set
of states, zp € Z denotes the start state, 6: X X Z — Z denotes the transition function
and f: Z — X denotes the output function of the automaton. As usual, we extend §
on the set of all finite sequences over ¥ as follows. Let ¢': ¥* x Z — Z be such that
0'(c'a,z) = 6(a,0'(c’,2)), where o/ € £* and @ € ¥ and z € Z. The output of the
automaton is taken by f from the state the automaton ends in after reading a sequence o,
formally, f(¢'(o, z0)). This type of automaton meets our key requirement to provide a
specified result for every combination of input symbol and automaton state. This rigorous
requirement result from normative regulations for software in safety-critical applications.
The behavior of software has to be completely specified and evaluated for potential safety
hazards. The use of the usual semantics of Mealy automata to ignore unspecified input
would provide the same result, but violate the requirement for a complete specification. It
is therefore not suitable for evaluation purposes of safety-critical software.

6 Requirements on DSLs for safety-critical systems

For the definition of the formal requirements on a source code generating DSL we refer
to an automation as in Equation 1 of Section 5. Based on our analysis of automaton
properties we define the following formal requirements for the use of DSLs and their
generated models in a safety-critical system. We refer to the output of a DSL as a model
as we have seen that a model can be expressed in different ways, namely FSM or FT.

A bijective function has to exist between the physical value and state space partitions
and a model’s input and state space partitions: A DSL has to provide a formal
mechanism for the transformation of physical input and state partitions (such as
intervals of sensor values, switch states, etc.) and a model’s input and state space
partitions. It has to be ensured that every partition of the input and state space of a
model has a physical correspondence — even if the correspondence is identified as
invalid.

The generated model has to be a non-terminating transducer: The generated model
has to process inputs of potentially infinite length. However every received new
input symbol since the start of the processing keeps the already processed word’s
length finite.
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Partition Physical

Reality

Rro : T < —273°C | Valid Temperature
Ry : T > —273°C | Sensor fail

Table 4: Example of bijective function between partitions and physical reality

The generated model has to be a deterministic automaton: For application in a safety-
critical systems the behavior of software has to have a unique description for the
assessment of potential risks. For any symbol of ¥ there has to be exactly one
transition.

The generated model has to be complete automaton: For application in a safety-
critical system the behavior of software has to have a complete description for the
assessment of potential risks. For every symbol of 3 there has to be an element in
0 : 3 X Z — Z. The state machine is in continuous computation in a running sys-
tem. We also require the the model for all states and inputs to be provide a specified
result to be suitable for the use in safety-critical systems.

These requirements are based on the established formalism of automata as theoretical
foundation and can be easily verified in practical use. Our defined requirements can be
well justified by normative regulations that are demanded by law for software in safety-
critical systems [CENO1b, IEC11]. The bijective function between physical input and state
space partitions and automaton symbols and states is a formal criterion for the transforma-
tion of a physical reality into a model.

An example for such a transformation is the representation of a temperature in °C as signed
integer as in Table 4. A value 7" > —273°C represents a valid temperature measured by
a sensor as physical reality while a value 7" < —273°C is the physical reality of a sensor
fail. We want to evaluate for every partition of our model whether the input and state
values have a physical sense. We want furthermore specify a reaction of the software for
every partition we identify as physically invalid, inconsistent or erroneous.

If a DSL’s output is an automaton that ignores an input (such as a Mealy automaton can do)
it violates the legal requirement for a complete specification. If the DSL’s output is a non-
deterministic automaton it violates the legal requirement for a unique specification that
can be evaluated for safety hazards. The safety of software should not rely on potentially
incorrect expectations about a physical reality and erroneous model design. Our approach
automatically covers effects of component failures (such as invalid sensor data, unexpected
data memory changes, etc.) that have to be evaluated during the system development
process [CENO1la]. The computation of a model itself has to be specified, verified and
tested with the required rigor for safety-critical systems.

The requirement for a non-terminating transducer results from the potentially infinite run-
time of an embedded system. However, in practice the time between a system start and
any processing cycle will be finite. This justifies to considers a signal processing system
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Listing 1: MENGES example

process SwitchChange{ start check_lock;
condition check_lock{
case this.locked: release_lock ()
default: start_SwitchMotion () }
action start_SwitchMotion () {

continue SwitchCheckPosition}}

as an automaton processing words of a finite length avoiding problems with processing
infinite formal objects.

7 Property analysis of existing modeling languages

We analyze two representatives of modeling languages based on our formal requirements
for DSLs being used in safety-critical applications. One modeling language (MENGES
project) is designed highly specific for the domain of rail signaling. Another example is
UML which serves as a general-purpose language to describe models.

7.1 DSL of the MENGES project

The DSL of the MENGES project [GHH12] was designed to describe rail signaling
infrastructures. This DSL is able to describe the topology of a specific installation based on
object instances of “interlocking elements” such as switches. The communication between
interlocking elements is based on a role model and defined interaction protocols. The logic
of interlocking elements is specified using finite state machines or processes. The elements
to describe a logic are actions and conditions.

For our analysis we take a closer look at a process at the example in Listing 1. This
example describes the process to change the position of a switch. It starts with a check if
the switch is locked. A locked switch triggers an action to release the switch otherwise the
motion of the switch is started. The motion is not mentioned in detail here. The process
terminates and a following process to check the switch position is started.

The presentation paper of the DSL of the MENGES project [GHH T 12] mentioned that
a process can block during evaluating a condition. To realize a non-blocking process the
definition a default-action is required. We have considered a process as a FSM. The
evaluation of conditions is equivalent to the processing of different input symbols. Our
analysis showed that the possibility of a process to block is equivalent to the processing
of an unspecified input. The requirement for a total finite state machine was violated. Our
analysis resulted in a change of the DSL design such that a default-action is mandatory.
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Based on our formal requirements for DSLs in safety-critical systems, we have identified
the model design as the critical point if the DSL of the MENGES project is used in a
software development process as in Figure 1. The challenge is a suitable choice of states
and input to represent rail infrastructure elements. The requirement for a bijective function
between the real rail infrastructure elements and their representation in a software is a
possible point for future work. Requirements for determinism, a total transitions function
and specified processing of all input and state space partitions can be fulfilled, but the
verification of these properties is not withing the scope of the language. Also this is a
challenge for future work.

7.2 State charts in the UML

The Unified Modeling Language [Oes12] is able to specify hierarchical state machines as
State charts. State charts contain states and transitions and represent an object life cycle.
Actions can be defined for state entry, exit and persistence in a state. Transitions are only
labels and can be described as external, implicit transitions or as so called “guards” to
detect a defined conditions.

UML was designed to be processed by other tools such as code-generators to transform the
models into other structures. This language was not explicitly designed to assist software
development for safety-critical applications, but is however used for this purpose. Addi-
tional effort such as definitions of subsets of the language and verification techniques are
needed to achieve a suitable usability of UML to assist the development of safety-critical
software. Our formal requirements can be criteria for a rigorous check of language subsets
or designed models. Future work can show how the formal requirements are realized with
UML.

8 Related Work

We have defined our requirements on a domain-specific language for safety-critical sys-
tems without using a formal language. The problems of obtaining complete models for
control systems and the limits of language parsing finite state automata are discussed in
[WWWO04]. This work identifies the problems without formalization, but in the context of
the tool StateWorks. Our work uses a formal definition of completeness based on the set
theory [WHI11].

Different to [Lat03] and [KLO6] we do not express “safety properties” as properties of a
formal language. We use the automata theory as in [Sak09] with focus on computation
mechanisms and the ability of a FSM to provide a specified result for any input. For
the suitability in safety-critical systems we require a FSM to generate an output that is
considered safe for every computation step. Our approach to achieve a safe behavior in
a project context is based on a formally complete specification of a model providing a
specified output.
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Similar to purposes of runtime verification [FFM09, BGHS04] and model-checking
[BBBT04, BK08] our work is focused on software with a potentially infinite runtime. We
however use different different types of automata for the design of a FSM model than
for the verification. Runtime verification and model-checking require decisions whether
formally expressed properties are fulfilled or not. Such decision making processes and
algorithms are based on infinite formal expressions and Biichi automata [Biic62]. The
focus of our work is the design of FSMs. Our intention is to introduce well-researched
formalisms, properties and methods for domain-specific languages to support the design
of FSMs for safety-critical systems in industrial settings.

9 Conclusions and Outlook

The base of our investigations was the design of model with the formalized method of
functional trees, that is already applied in industry [WH11]. We shown that a designed
model with functional trees has an equivalent expression as FSM, but is more suitable
for the use in safety-critical applications. The rigorous formalism of functional trees en-
sures that for every combinations of input and state values the model provides a specified,
verified and tested result.

We have demonstrated a method to express a functional tree designed model as an automa-
ton with an alphabet and states. The properties of the automaton are the base to define
formal requirements on domain-specific languages for model-driven software engineering
safety-critical systems. Our analysis showed that a model has to be able to provide a spec-
ified result for every element of it’s input and state space. If a domain-specific language’s
model output is a FSM it has meet the following formal requirements:

e There has to be a bijective function from physical input intervals and states to model
inputs and states — a simple realization is possible by space partitioning.

e The FSM has to be non-terminating, deterministic and complete. A rigorously spec-
ified, verifiable and testable reaction on invalid, erroneous or inconsistent input is
required.

Our defined requirements are based on well-understood properties and an established for-
malism: automatons and their expression as FSMs. The key point is that these require-
ments are easily verifiable. With our defined requirements, existing DSLs and modeling
languages can be evaluated whether they are suitable for the use in the development pro-
cess of safety-critical systems. For the design of future DSLs these requirements can be a
base and existing DSLs can be evaluated for their suitability using our criteria. Future work
furthermore addresses analyzing the impact of our work on model checking [BBBT04] and
source code instrumentation [FHRS07, vHKGH11] for runtime verification techniques.
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Abstract:

Smooth cross-border rail traffic is of important interest to commercial realizations
of ETCS'. Starting from the hypothesis that the traditional way of developing software
for safety-critical systems might be an obstacle to standardizing rail traffic, the ITEA 2
project openETCS has set out to pursue the idea of transferring an open-source devel-
opment style to this domain, taking the EVC? as a target. The goal is to formalize the
requirements in a functional model, derive, via design models, an implementation, and
demonstrate how the verification and validation activities necessary for certifying a re-
sulting product could be performed. All of this is to be done as an open-source project,
employing only open-source tools. One of the main motives behind the approach is
to use the potential of an open community to detect design and implementation flaws
much earlier than the resource-limited inspection in a traditional development setting.

This papers discusses the challenges this new approach faces from the legal re-
quirement of adhering to the standards, mainly the EN 50128 in this case, particularly
with respect to verification and validation. This comprises the interpretation and appli-
cation of the standard throughout all lifecycle phases for a open-source model-based
development and qualification issues for personnel and tools.

1 Motivation

Despite ongoing efforts and investments, cross-border interoperability has not yet been
achieved by the ERTMS (European Rail Traffic Management System) initiative. Two main
issues are costs and diverting functional implementations. As part of the ERTMS, ETCS
(European Train Control System) is the on-board system for signaling, control and train
protection. Within the train, its central component is the EVC (European Vital Computer).

ETCS OBUS? are currently expensive if compared to existing older systems. To give spe-
cific figures, the cost for equipping 50 ICE-T in 2010 was 365 t€ per unit, with additional
100 t€ per unit for estimated software maintenance over the next 15 years [Has12].

*This research has in part been funded by the German Federal Ministry of Education and Research as part of
the ITEA 2 initiative. The responsibility for the content lies with the authors.

!European Train Control System

2The European Vital Computer is the central constituent of the assembly On-Board

30n Board Unit, composed of the EVC and its peripherals
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For full interoperability, the ETCS on-board equipment has to be backwards compatible
with all ETCS track-side equipments, regardless of the manufacturer, year of build, re-
lease version, etc. This is not yet the case for all EVCs. One of the reasons is that most
requirements are not formally specified and thus open to being interpreted differently by
certifying authorities. To prove instances of interoperability, extensive tests are required.
If they fail, it is difficult to identify the responsible component (if the cause is not that two
manufacturers have interpreted (completed) the requirement specification in consistent yet
different ways)®.

The two issues cost and interoperability are accompanied by further phenomena com-
monly observed in complex electronic equipment in rail applications. Software generally
is error-prone, thus complex software will seldom be completely free of bugs (unless de-
velopment methods are drastically changed). Thus, it will need continuous service. Typ-
ical software is experienced to contain 1 to 10 bugs per KLOC (thousand lines of code)’
High quality, mature software may have 0.5 bugs per KLOC. Achieving a rate of less than
one bug per 10 KLOC will certainly be very expensive. With the ETCS kernel having an
estimated 100 to 500 KLOCs one may expect a number in the order of 50 to 1000 bugs.
This does not mean that the EVC will be unsafe or “wrong”. In fact, most of the bugs will
never affect the system at all. But it means that there is a high probability that some issues
will arise sooner or later.

Given that, and taking into account the long operation periods of rail equipment, it is to
be expected that the control software will need bug fixing and certainly updates for other
reasons for a long period. This results in several risks, from obsolescence of development
tools to vendors going out of business. In the world of proprietary, closed systems this
entails high risks (i. e. high expected lifetime costs) for the railway undertaking.

The ITEA 2 project openETCS [ITE12] approaches these problems by:

Standardization reducing the diversity of equipments and promoting one common kernel
for the EVC,

Formalization of requirements removing ambiguities,

Open development starting from requirements down to the software, and including all
activities within the open ecosystem.

Our paper is concerned mainly with this third step: What does V&V within an open devel-
opment mean, and how could it be implemented in the regulated domain of safety-critical
railway equipment?

An essential ingredient of the approach is to move into making the system open proof
[opee]: A software or a system is “open proof” if all of the following are FLOSS (Free
and/or Libre and/or Open-Source Software):

1. the entire implementation (requirements, design, code, required documentation for
use/maintenance, etc.)

4One indication of the diversity is the high amount of change requests set to be designer’s choice
SWe give commonplace figures for motivation purposes only. The topic of software and bug metrics is too
complex to be discussed here.

484



2. automatically-verifiable proofs of at least one key criterion, and

3. all required tools needed for use and modification of the above (e.g., compilers,
editors, proof-checkers, proof assistants, etc.)

Given an open proof implementation of the software kernel, it can freely be used, studied,
modified and redistributed. So bugs can be identified and corrected in an early devel-
opment state. This sounds very attractive, though it is by no means already an answer
to the problems faced by railways and manufacturers since e. g. the specific verification
obligations and the clear separation of roles required by the EN 50128 are not reflected.

[Whe06] makes a case for the superiority of FLOSS development, which he summarizes
in the sentences:

“Normal” mathematicians publish their proofs, and then depend on world-
wide peer review to find the errors and weaknesses in their proofs. And for
good reason; it turns out that many formally published math articles (which
went through expert peer review before publication) have had flaws discov-
ered later, and had to be corrected later or withdrawn. Only through lengthy,
public worldwide review have these problems surfaced. If those who dedicate
their lives to mathematics often make mistakes, it’s only reasonable to suspect
that software developers who hide their code and proofs from others are far
more likely to get it wrong.

Again, the argument sounds good while its range is somewhat limited. For a successful
application in the rail domain, the “open” approach must be made consistent with cur-
rent regulations, in our case the CENELEC standards, most prominently the EN 50128
describing how software for safety-critical rail systems is to be developed.

The standards are geared towards producing a system of proven high quality, not one that is
to be expected to be changed often. This contrasts with the observations made on present-
day software-intensive systems, where patches and new versions are not that rare. This
manifests itself in exemplifying the development in the form of a waterfall process or in
form of the V model. The process has of course provisions for maintenance updates, but
does not emphasize this aspect.

And it is geared towards a company or fixed organization performing the development,
with requirements on the organization and personnel structure having a clear separation in
roles.

2 open Approach Versus CENELEC

In this section, we discuss problems and options for reconciling an open development
approach with the existing legal framework. We present the current view we have on that,
it is not an agreed position of the project consortium.
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2.1 Overview of the CENELEC Requirements

The main goal of the CENELEC standards EN 50126, EN 50128 and EN 50129 is to con-
trol the safety risks caused by information-processing railway applications. Risk is defined
as the product of the damage resulting from some event and its occurrence probability. As
it is extremely difficult to compute the risk caused by some equipment, the regulations
address the development process to reduce the probability of unsafe or critically erroneous
applications being produced. Concerning the questions related to the suitability of an open
development, mainly three different categories of regulations are relevant. We concentrate
here on the software regulations (EN 50128).

Management and organization The equipment is built by an entity, called the supplier.
Personnel responsibility for different roles in the development must be assigned, and the
persons must be demonstrably qualified for their respective tasks. There are restrictions
on the organizational structure, e. g. which tasks must be performed by different persons
or organizations. All of the development must be planned and documented in detail.

System design The design shall be documented in a top-down form, with clearly de-
fined steps and interfaces between those steps. As a general principle, it must be verified
that each step achieves its goals, and the end result must be validated against the orig-
inal requirements. Verification is a general term not to be confused with proof in the
mathematical meaning of the word, neither the one of formal logic with (in principle)
machine-checkable results. A particular instance of the V model illustrates an acceptable
lifecycle, any deviating approach shall be established as being equally suitable. Activities
to be performed in the steps and documentation to be produced are defined in detail. The
adopted lifecycle must make provisions for iterations, with the general idea of achieving a
consistent and consistently documented development through impact analyses and change
management.

Design means Tools that are used in the design are classified according to their role
according to the impact they may have on the safety of the resulting software. T1 tools
like requirements editors have no direct contact to the code produced. T2 tools may be
involved in checking or testing software but not produce or modify code — their failure
may lead to errors not being revealed but not to create errors. T3 tools finally produce
or modify code or data to be used by the code. All tools used in the design must be
qualified with respect to their role, T3 tools in particular have to be validated or their results
extensively checked. Furthermore, the tool set used in development must be coherent.
Further restrictions concern the verification activities to be performed, e.g. structure-
dependent tests. Again, a consistent set of measures must be selected, where the standard
defines some accepted combinations and lists a lot of (other) techniques to chose from.
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2.2 Matching openETCS

One of the goals of moving to “open” is to have the development artifacts and results
inspected by a large set of people, to discover errors or things which could be solved in
a better way. And then, of course, have corrections or improvements performed by the
“community”. We discuss where this approach collides with the process prescribed (or at
least recommended) by the standard.

General The EN 50128 makes provisions for changes to a software after deployment,
and does so in a sensible way (impact analysis, review of only the impacted things). But it
remains in the responsibility of the supplier to organize the development so that a change
can be made without too much effort. This general observation becomes more virulent
when revisions are envisioned to become more frequent and come from different parties
as in the open approach.

Management and organization Partly implicitly, but also explicitly, the standards as-
sume a fixed organization carrying out the development. All plans for all activities have
to be fixed, and changes to a plan entail a number of regulated steps. Personnel may of
course change in the course of a project, but responsibilities have always to be clearly as-
signed. An open community from the very idea does not satisfy these requirements, so an
organizational answer to this demand has to be found.

System design openETCS goes for a model-based development of the software. Though
the 2011 version of the EN 50128 includes model-based design as a highly recommended
approach for SIL-4 software and lists appropriate techniques, the decision how this can
be instantiated is largely left to the entity performing the development. In particular the
role models may take as or in artifacts is not defined. An explorative design style, which
is very common in model-based design, with parts of the system being modeled in detail
while other remain only rudimentarily considered is ad-hoc not conformant. The artifacts
corresponding to the phases of the proposed (illustrative) process of the standard would
have to be constructed later, when all system parts have been detailed sufficiently.

Design means Model-based development comes usually with a higher degree of formal-
ization than traditional styles. This is in accordance with the standard, which would also
accept rigid (mathematical or formal logic) proofs for verification steps. The state of the
art is albeit still quite far from what Wheeler advocates as “open proof”. In particular,
the tools themselves while complying to open proof are far from being readily usable.
Among other issues, frequent updates—what is more the rule than the exception in an
open community—entail many difficulties from qualification to repeatability.
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2.3 Detailing the “Open” Concept

The “Open” concept implies a high degree of freedom in terms of possibilities to contribute
and review given by the hosting platform Github [opeb]. Within this freedom openETCS
sets out to have publicly available proofs for the source code licensed under FLOSS®.

General Within openETCS, the source code of the EVC is categorized as “Source Code”,
“Qualified Source Code”, “openETCS Source Code” and “Approved Source Code”. Start-
ing out with the initial openETCS partners [opec] providing qualified trusted developers,
an initial contribution of “Qualified Source Code” is deployed into the openETCS repos-
itory, making it “openETCS Source Code”. This deployed contribution becomes public
after an incubation phase and is then available to the public and can be picked up by a de-
velopment community, which itself can contribute “Source Code” to the group of qualified
trusted developers. The “Source Code”, in case of approval by the qualified trusted devel-
opers, becomes the “Qualified Source Code” as part of the openETCS trusted repository
and after further approval by verification and validation at the end of the development cycle
becomes the “Approved Source Code” and thus ready for integration by the suppliers.

Organization The “openETCS Eco System”, one of the projects running inside the
openETCS container [oped], describes the development and release process and gives
detailed instructions on how to participate. Two roles, the contributor and the commit-
ter are defined. While the contributor can change his forked repository and apply for his
changes to be inserted into the openETCS repository by a pull request, the committer di-
rectly writing to the repository is responsible to take the decision on accepting or rejecting
the pull request. As a gatekeeper to the intellectual property container on the repository,
the committer needs to be aware of intellectual property rights clearance.

Process Anticipating ways to profit from the potentials of an open community, the fol-
lowing central characteristics for the process were identified:

Modularity of Approval by enabling small and independent proofs for verification and
validation, to lower the complexity and ease review.

Executability by having automatically executable tests, to speed up testing procedures
and achieve high test throughput.

Formalized Impact Analysis with reporting for each occurring issue, vital for channel-
ing and tracing the changes to the software during the full process.

Traceability up to the requirements, mandatory for SIL-4 software development and
specifically important in an open project, as one needs to trace V&V verdicts to
trigger decisions for changes that have a direct impact on committed software.

Ofree-libre open source software
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Means Concerning V&YV, the first step is to work out the verification and validation plan
covering the following central topics:

Executive Summary giving an overview of the major elements from all sections.

Problem Statement describing the challenges to be answered by V&V as well as the
decisions to be taken based on the V&V results as well as how to cope with po-
tentially faulty output. It further describes the accreditation scope based on the risk
assessment done on V& V-level.

V&V Requirements Traceability Matrix links every V&V artifact back to the require-
ments to measure e. g. test coverage and to directly link V&V results to the require-
ments.

Acceptability Criteria, as the direct translation of the requirements into metrics to mea-
sure success, are used e. g. for burndown charts within the process.

Assumptions that are identified during the design of the verification and validation strat-
egy and how these assumptions have an impact on the verdict by listing capabilities
and limitations.

Risks and Impacts that come across the execution of V&V tasks together with the im-
pacts foreseen.

V&V Design states how the V&V process builds up including data preparation, execution
and evaluation.

V&V Methodologies giving a step-by-step walkthrough of all possible V&V activities
including the assumptions, and verdict-relevant limitations and criteria for, e. g.,
model verification, model-to-code verification, unit testing, integration testing and
final validation (according to the standard, this involves running the software on the
target hardware).

V&V Issues describing unsolved V&V issues and their impact on the affected proof or
verdict.

Peer Reviews going into details on how the community can take part and how official
bodies and partners are integrated into the development and review process.

Test Plan Definition going into the details of testing by describing among other things:

Title as a unique identifier to the test plan.

Description of the test and the test-item giving information about version and revi-
sion.

Features to be tested and not to be tested in combination are listed together with
information background.

Entry Criteria which have to be met by the EVC before a test can be started, e. g.
that the EVC has to be in level 3 limited supervision with the order to switch
to level 2.

Suspension criteria and resumption requirements are the central key to a smooth
automation of the tests covering topics like when exiting this test before step
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10, which entry criteria does it comply to or which resumption sequence has
to be executed to continue testing.

Walkthrough covering a step-by-step approach of the test plan.

Environmental requirements going into the details of what is needed concerning
the test environment, e. g. tools, adapter, data preparation.

Discrepancy Reports identifying the defects.

Key Participants describing the assignment and task for each role involved.

Accreditation of Participants is a crucial point inside the open community since
the EN 50128 requires e. g. the assessor to be outside of the project or orga-
nization. Thus the role of the assessor of an open community still has to be
defined since per definition everybody can participate.

V&V Participants listing the partners participating in V&V activities,

Other participants including other interest groups such as reviewer by affiliate

partners’ .

Timeline giving the timeline for the baselines as input to the V&V process and identifying
when each artifact should be created.

To ease contribution from different parties and to reduce the testing effort, a high degree
of formalization is targeted.

In realizing V&V, the selection, qualification and improvement of tools will be a central
topic for research in the project. It will draw on outside results like the TOPCASED [Top]
or the Project P [opea], and partners of the project will contribute some of there own tools
to the openETCS pool for V&V. It will be considered to which extent the second criterion
of “open proof”, automatically verifiable proof, can be achieved with those means. There
are mainly two ways to verify automated proving: Either by achieving trust in the prover,
that is in effect verifying the tool, or by checking the evidence. The former is obviously
very hard for tools which are continuously enhanced, which happens usually in open com-
munities. And it will also be difficult for heavy weight tools like model checkers with high
performance requirements which employ advanced algorithms and use sophisticated data
structures.

Independently verifying the results seems more attractive. An example would be a proof
engine like Coq [INR] which has a small “certification engine” to check proofs. Also
approaches for model checkers [ZM03, NamO1] have been proposed, where the checkers
produce evidence for verification (which might consist of huge amounts of data) on de-
mand. An application scenario might use the checkers in the ordinary way for all usual
development work, and turn on evidence generation and subsequent independent checking
just for producing the safety case. Testing activities itself lend themselves much better to
independent verification. For instance, one may measure test coverage with a small, val-
idated tools. A demonstration of the viability of such approaches will have an important
impact on the success of the openETCS project.

Taffiliate partners are non-funded companies who signed the project cooperation agreement and with it get
read access to the repositories starting from incubation phase to contribute e. g. by reviewing
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3 Conclusion

Reconciling the idea of an open development with the strictly regulated world of safety-
critical rail systems is an ambitious endeavor, and its concepts are not yet detailed. Yet in
view of its potential, it is certainly worthwhile to try. Both from a conceptual as well as an
economic point of view, making it real seems highly desirable. In this paper we sketched
the approach taken by the openETCS project.

The next steps in contributing to its realization are detailing the verification and validation
plan for the EVC software and selecting tools and methods, and also outlining what needs
to be done to make them suitable for being used for developing part a system which in the
end has to be certified.
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Abstract: Software-intensive systems that perform safety-critical tasks are
increasingly prevalent and pervasive in today’s world. Driven by the incessant
increase in the number of integrated control units, communication systems and
software, managing architectural complexity, let alone mastering it, is becoming an
increasingly difficult task.

Safety standards recommend (if not dictate) performing many analyses during the
concept phase of development as well as the early adoption of multiple measures at
the architectural design level, most of which has become part of the day-today
business of safety-critical development, yet has to receive adequate tool support.
This is particularly true if one wishes to front-load these aspects into an integrated
solution environment, in which these (mostly) repetitive tasks can be automated.
Model-based development techniques are increasingly used and well suited for
these parameters.

Combining argumentation logic used for safety cases and safety concepts with
abstract reasoning using model-based system description [ argue about
architectural optimization for safety-critical development. My approach allows
reasoning about the system through the use of compositional description, which
integrates physical environment models with system functional description models,
and links problem-solving patterns with component model libraries which include
nominal as well as faulty behavior.

1 Background and Motivation

1.1 Background

From advanced driver assistance and hybrid drives over autonomous high-speed rail and
high precision medical equipment to Unmanned Aerial Vehicles: software-intensive
systems that perform safety-critical tasks are increasingly prevalent and pervasive in
today’s world. Driven by the incessant increase in the number of integrated control units,

493



communication systems and software, managing architectural complexity, let alone
mastering it, is becoming an increasingly difficult task. This difficulty in turn translates
into a heightened possibility of design and implementation errors going undetected with
hazardous consequences. This challenging situation is further exacerbated by the
coupling of new development methods being employed for innovative technologies with
increasingly complex international safety standards.

Non-functional requirements [La09] (the moniker under which safety is also bundled)
should be dealt with from the beginning and throughout the software development
process [CNOO]. Ineffectively dealing with NFRs has led to a series of failures in
software development [BLF99], [Li93]. Numerous literature examples have long existed
[Br87], [CL99], pointing out these requirements as the most expensive and difficult to
deal with. Functional requirements are naturally expressed in discrete, logic-based
formalisms, which facilitate arguing about them at the architectural level. However, to
express many non-functional requirements, software designers need to be able to
integrate real-valued quantities representing physical constraints and probabilities into
architectural description [HS06].

Safety standards recommend (if not dictate) performing many analyses during the
concept phase of development as well as the early adoption of multiple measures at the
architectural design level [ENOS], [TIEC09], [ISO11], [ARP11], [DO92], [DO12], most of
which has become part of the day-to-day business of safety-critical development.

Because these analyses and architectural measures have to be conducted during the
design phase of the systems, they cannot be based on physical prototypes and
implemented software, and, hence, have to rely on the design information in terms of
requirements, the structural design, functional specifications, and the principled
knowledge about the (nominal and potential deviating) behavior of the components used
[Bo11]. The complexity of such systems (regarding both structure and behavior) makes
this a sophisticated task for experts and combined with the repetitive nature of the
analyses carried out calls for computer-based automation and support. Any computer
tool for this task that goes beyond editors and calculations and aims at supporting the
core inferences, namely determining the consequences and risks implied by assumed
faults based on design information and 1st principles knowledge, has to be knowledge-
based, or, more specifically, model-based.

1.2 Related Work

Indeed, there exist results from previous work that form a good starting point for such an
attempt. The field of model-based problem solving [St11] has generated theoretical
foundations, prototypical solutions, and products for modeling artifacts and natural
systems and for using models to solve a variety of tasks, with a major focus on
automated diagnosis, but also solutions for failure modeling as well as for automated
software FMEA [PS08], [SF12]. Several projects also exist which target the inclusion of
reasoning about safety into the foundation of software development activities at the
meta-modeling level in industry wide efforts, such as the AUTOSAR software reference
architecture or EAST-ADL as well as the many research projects addressing these areas
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(on the European scene alone, MAENAD, ATTEST2, TIMMO-2-USE, AMALTHEA,
SAFE... etc.), which have shown progress but are far from a comprehensive solution.

On the other hand, there is extensive work on formalized reasoning about safety-cases
and safety concept argumentation [PM99], [KE04], [KW04], which culminated in a
standardization of the structured notation known as GSN [KHI11]. An analysis of
industrial safety-cases yielded a finite set of patterns [WS10] from which we plan to
construct a pattern library of problem types and their respective solutions and use it to
automate the generation of and argumentation about safety concepts as well as safety
cases in our research CASE tool AutoFOCUS3 [AF3].

Several works exist on architectural benchmarking and design space exploration for
architectural constraints. Works seeking to structure and facilitate the selection of
architectural patterns and measures adequate for safety-critical requirements have
already been presented [Ar10], but the selection process is still highly manual and case
dependent.

1.3 Motivation

Yet there is no unified systematic approach to integrate safety-critical architectural
constraints into the early phases of product development, before functions are divided
unto logical or hardware components (such as all UML based approaches), while
approaches that attempt to describe functionality free from component attachments are
mostly limited to ADLs (e.g. feature models in EAST-ADL) and as such do not yet offer
a seamless development capability. More specifically there is no approach that derives
this integration from a solid argumentation about the selected solution pattern, its
validity or the effects on software architecture correctness. Various approaches rooted in
architectural design principles have tried to practically handle this discrepancy by
recommending patterns which achieve many of the architectural constraints
recommended by the standards, such as freedom from interference, usually by
partitioning (separation of critical from non-critical software), and multiple redundancies
(multiple version, dissimilar or independent software). Indeed, robust software
architectures and efficient algorithms are still designed individually, not automatically
generated, and this will likely remain so for some time. The emphasis, therefore, shifts
from design synthesis to design verification—the proof of correctness. In summary,
integrated models, methods and systems for fault analysis and risk assessment of cyber-
physical systems are lacking, which is why I propose to develop coherent modeling
formalisms and inference engines covering both physical and software systems, allowing
the selection of and argumentation about architectural suitability and optimization and
starting from the foundations stated above. Adequate tool support is central to the
proposed approach, more so to deal with the highly repetitive nature of the complex
tasks involved (e.g., FMEA), especially when dealing with variants, as most analyses
have to repeated for every (even seemingly trivial) change, which would otherwise
increase complexity and costs dramatically.
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2 Solution Proposal

As previously mentioned, an approach based on compositional elements using which
new or modified system variants can be (semi-)automatically (re-)configured and
generated. More precisely; a model-based approach based on the consistent use of
problem solving patterns and model element libraries.

2.1 Rationale

The proposed approach will be supported by a tool implementation based on an (deeper
than hitherto achieved) integration of the physical system modeling and software
component modeling which exploits the synergies between classical engineering, model-
based problem solving and model-based software development paradigms. This
approach is based on the following reasoning.

1-

2-

3-

4-

Hazard definition and avoidance is solely inferred by the interaction of the
vehicle - as a physical system - with its physical environment (e.g., Vehicle
under-braking results in an increased stopping distance which increases risk of
collision.) A possible exception is an erroneous display of critical information
to the driver, which leads to a critically wrong decision.

The behavioural model of the physical parts of the system and its interaction
with the environment thus provides the primary inferences governing the
requirements, analysis and function of the embedded software.

The embedded software thus only interacts with the physical system through
this interface. Moreover, software errors do not directly lead to hazards in the
environment per se, but rather must first lead to hazardous behaviour in the
physical system by erroneous manipulation of the interface signals. As such, an
incorrect vehicle speed display is not necessarily hazardous, while the severity
of a false braking signal can only be determined by its impact on the physical
system and its interaction with the environment. This view will govern the
approach’s handling of analysis for software components.

The functional and safety requirements for the embedded software are as such
initially determined by the interaction model of the physical components with
the environment. This model focuses the requirements and essential functions
of the software: functional requirements are limited to the physically possible or
relevant input and output combinations at the interface description, while the
safety requirements are determined by the safety-critical scenarios and the
physical actions leading to them.
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2.2 Goals and Requirements

Thus a clear and concise understanding and representation of system functions, their
relationships and dependencies as well as their their effect in the real world is essential.
To manage complexity and because many (especially implementation) details are still
unknown in early project phases; this representation must maintain a suitable level of
abstraction, preferably at the functional network (functionality specification) level and
before deployment to logical components. Furthermore, this representation must not only
offer an abstract view of the system functionality during nominal component behaviour,
but must support linking or deriving error models from them.

To master the complexity of current and future systems, the representation of complex
operation modes and varying (partial-) functionality should be supported. This includes
functional degradation and fall-back solutions..

By integrating hazard and risk analyses into the development environment, this approach
provides a basis for the systematic and automated derivation of requirements, including
relevance and completeness checks, for the safety concept and subsequent solutions as
well as possibly enabling a synthesis of functional component description based on the
physical models.

2.3 Summary

Underlying the approach is the consistent use of patterns from the categorization of
hazard types, over the abstract modeling of the respective safety concepts, and down to
their implementation in the system architecture description, with a focus on providing
argument chains. The use of component model libraries that include with integrated
behaviour descriptions for nominal and faulty conditions plays a central role. This could
allow, for example, the automation of safety-critical optimized architecture pattern
selection, based on the work in [Ar10] and in a later step, possibly a (semi-) automated
architecture generation for each (sub-) system according to the selected safety concept.

This submission represents a work-in-progress, with several research project results still
in various stages of completeness, and is meant to serve as a starting point for further
discussion. A more detailed overview of the approach used and first results and
prototypes are the subject of a future paper.
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Abstract: Safety becomes a critical aspect for software-intensive systems in differ-
ent applications areas. Many hazard analysis techniques are proposed and used to
investigate system design models to elicit hazards and design flaws. STPA (System-
Theoretic Process Analysis) is a modern hazard analysis technique, which is based
on a new systems-theoretic model of accidents for large and complex systems. With
STPA, the system is viewed as interacting control loops and the accidents are consid-
ered as results from inadequate enforcement of safety constraints in design, develop-
ment and operation. STPA still needs appropriate diagrammatic notations to represent
the relation between the process model variables, control actions and hazards. For
this purpose, we propose to integrate state machine analysis with STPA to provide a
suitable notation of arguments between the states of controllers, control actions and
hazards.

1 Introduction

A great challenge today in the development of software-intensive systems is how to de-
velop a safe system that fulfills safety requirements and ensures safe functions of a system
under all safety conditions. Thus, the safety analysis of a system needs to provide an
understanding about the possibility of accidents occurring in the system. Safety analysis
supports examining and investigating systems or subsystems to identify and classify each
potential hazard according to its severity and likelihood of occurrences. It is also extremely
important to prevent the hazards which can lead to injury and even loss of life. Increasing
complexity and size of modern systems makes system safety a great challenge on how to
design such system with acceptable level of risk.

A number of hazard analysis techniques have been proposed to perform system hazard
analysis. Traditional hazard analysis techniques such as Fault Tree Analysis (FTA) and
Failure Mode and Effects Analysis (FMEA)[EriO5] address only the failure of individ-
ual components and view the accidents as resulting from a chain or sequence of events.
Instead, STPA analyses the complete system and addresses the component interaction fail-
ures and component failures as well. STPA is an efficient hazard analysis technique which
has been developed by Leveson based on system theory [Lev12]. The main purpose of
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STPA is to identify the new causal factors such as design errors, including software flaws,
component interaction accidents, cognitively complex human decision-making error and
social, organisational and management factors contributing to accidents that are not ad-
dressed by traditional hazard analysis techniques[Lev12, Thol2, Lev04].

Indeed, the hazard analysis techniques cannot describe well the dynamic behaviour and
state transition of complex system. State machine models have emerged as one important
modelling perspective on the reactive behaviour of complex systems. They represent the
complete behaviour of the system using states and transitions and can easily define the
constraints on transitions.

Problem Statement The safety analyst during STPA must augment the control structure
with process models and examine the controller with process model variables to see if this
process path can lead to unsafe control actions or not. STPA does not show, however, how
to make these arguments.

Research Objectives The overall objective of this research is to fill this gap and find
ways for including and better analysing the dynamic behaviour of systems during STPA
hazard analysis. We plan to investigate various modelling and analysis techniques. In this
paper, we focus on proposing the integration with state machine models.

Contribution For that, we integrated the state machine analysis with STPA to show
how this formal modelling technique can be used to support the safety analysis practices
carried out with STPA. The resultant methodology can assist safety analysts during STPA
step three to investigate inadequate control actions and verify each path in the control
loop with process state variables. Furthermore, we applied the proposed methodology to
Anti-lock Braking System [Gmb07] to explore its advantages and limitations.

2 Background
2.1 STPA Hazard Analysis

STPA is a top down analysis approach that considers the dysfunctional interactions be-
tween software, hardware, operators, management and regulatory bodies. We summarise
the main steps of STPA below [Lev12]:

1. Step 1: Establish the fundamentals of STPA before beginning the analysis by iden-
tifying system accidents or unacceptable loss events. Next, identify the hazards for
the system and translate them into top-level system safety constraints. Next, draw
a preliminary (high-level) safety control structure which depicts the components of
the system and the paths of control and feedback.
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2. Step 2: Use the control structure defined in step 1 as guide for investigating the
analysis; identify the potentially unsafe control actions that could lead to a haz-
ardous state. Then, refine system safety constraints according to these unsafe con-
trol actions. STPA uses control structure diagrams and system hazards to generate
the system and component safety constraints and safety requirements.

3. Step 3: Determine how each potentially hazardous control action, which was iden-
tified in step 1, could occur. Next, identify the process models of the controllers.
Finally, augment the control structure with process models for each control com-
ponent and examine the paths of the control loop to see if they could cause unsafe
control action. Recommendation for the system design should be developed for
additional mitigations.

2.2 State Machine Analysis

Finite State Machines (FSM) are a formal model for describing the dynamic behaviour of
a system by using states and state transitions. It shows how the input drives changes in
the state of a system and how output is produced [NRJA11]. It consists of a set of input
events, a set of states, an initial state and a set of transitions.

Finite state machines are known as event-driven models which have been widely used in
different areas for representing discrete events of systems. They can be used to model
both functional and dysfunctional behaviours of system. FSM can be used also to analyze
the trace of the accidents and it takes the occurrence of system failure as trigger event
where the accidents arose as the result of inadequate enforcement of constraints on system
behaviour [FGZZ11, AP11]. Therefore, using the characteristics of the event driven state
transition of FSM in the safety analysis can aid effectively in providing a way to notate
and assess the process model paths of system and whether they lead to hazards.

3 Proposed Methodology

As stated in the previous section, STPA shows the system behaviour as a set of inter-
connected boxes that represent the sub-components of system model and their relations.
STPA addresses component interaction failures and component failures. FSM can model
the dynamic behaviour of components and complete systems and, hence, enable the as-
sessment of both. According to our experience with STPA hazard analysis, we found that
the integration between FSM and STPA could assist the safety analyst in identifying and
evaluating dysfunctional behaviour of a system. The goal of analysing the behaviour of a
system is to identify the hazardous control actions by considering the operating modes of
the system and mitigating the catastrophic effects. Our proposed methodology (as shown
in Figure 1) aims to:

e Use STPA to identify the potential for inadequate scenarios of the system that could
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Figure 1: The integrating of FSM with STPA.

lead to a hazardous state.
Identify the process model of each controller and identify its process state variables.

Use FSM to model the dynamic behaviour of the controllers and show how the
behaviour changes over the history of its inputs.

Use FSM to model the safety constraints identified using STPA with states and state
transitions of the system.

Assess each part of the control loop of the system with FSM and analyse each part
for identifying the hazardous control actions based on all the possible states, which
have an effect on the control action.

Extend the control action table, identified using STPA in step 2, to include the
operating modes (system states) and its effect on the control action as additional
columns.

Refine the safety constraints and design decisions.

4 The Integration of FSM with STPA

An illustrative example is given here, which considers an Anti-lock Braking System (ABS)
for modern automobile, to show the hazard analysis with STPA and how to integrate FSM
with STPA. First, we applied STPA to ABS to identify unsafe control actions and causal
factors. Then, driven by the STPA results, we mapped these results to an FSM. Finally, we
refined the control action table and the safety constraints.
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Figure 2: The ABS architecture [Cle12].

4.1 An Illustrative Example: Anti-Lock Braking System (ABS)

ABS is now becoming a standard in the automotive world and it assists the driver by
preventing the wheels from completely locking during an emergency stop by applying the
optimum braking pressure to the individual wheels, thus ensuring the vehicle can still be
steered and shortening braking distances on slippery surfaces [Cle12, AZHS11, Gmb07].

Typical ABS components (as shown in Figure 2) include[Cle12, AZHS11]: Electronic
Control Unit (ECU), which acts as controller unit and receives information from the
sensors, determines when a wheel is about to lockup and controls the hydraulic control
unit;Hydraulic Control Unit (HCU), which is also called hydraulic pump and controls
the pressure in the brake lines of the vehicle; Modulator valves, which are presented in
the brake line of each break and are controlled by the hydraulic control unit to regulate the
pressure in the brake lines; and Wheel speed sensors (up to 4), which measure wheel-speed
and transmit information to an electronic control unit.

4.2 Hazard Analysis of the ABS

In accordance with the proposed methodology, we start the hazard analysis process with
STPA based on the high-level control structure model of the system. Our analysis focuses
specifically on the hazards that arise due to the interaction between electronic control unit
and hydraulic control unit. For example, the ECU reads signals from the electronic sensors
which monitor wheel rotation. If a wheel’s rate of rotation suddenly decreases, the ECU
orders HCU to reduce the line of pressure to that wheel’s brake. In the following, we will
describe in details the STPA hazard analysis process and the integration of FSM with it:

Step 1: The safety analyst must establish the following fundamentals:
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System Level Goals:

— G.1: Prevent wheel lockup during an emergency stop.

— G.2: Provide controlled stopping by maintaining maximum tire to road fric-
tion.

— G.3: Permit the driver to maintain steering while braking.

Accident: The accident to be considered is the ABS vehicle crashes with a vehicle
and the occupants are injured while ABS is involved (A.1).

System Level Hazards:

— H.1: Loss of steering control during braking operation (A.1).
— H.2: ABS did not manipulate optimal wheel slip and stop in the shortest dis-
tance (A.1).

Safety Constraints:

— ABS must engage automatically when rapid deceleration are detected.
— ABS must sense the motion of each wheel to detect a skid condition and be
able to pulse the braking hundreds of times per second.

Design Constraints:

— ABS must be engaged after brake pedal is pressed.
— ABS must prevent wheel lock-up in hard braking situations (e.g. when the
speed of vehicle is over 15 mph) when lockup may occur.

Design Requirements:

— ABS shall stop the vehicle in the shortest distance.

— ABS shall maintain the safe stop distance on loose road surface (e.g. snow-
covered, gravel-roads, etc.).

Functional Control Structure: Once the hazards to be evaluated have been re-
viewed, the safety analyst develops a control structure diagram of the system. Fig-
ure 3 shows the control structure diagram which depicts the interacting control loop
between ECU and HCU in ABS system.

Step 2: Identify potentially unsafe control actions: Based on the control structure in Figure
3, we can identify the potentially unsafe control actions, which can lead to a hazardous
state. A hazardous state is a state that violates the safety constraints that are defined for
the system. Each control action should be analysed in four ways (shown in Table 1) to
determine if it is hazardous as defined by the system-level hazards or not. For example,
if we consider the situation that the brake pedal is pressed during an emergency stopping
situation in which wheels lock up but the ABS does not engage. This situation can be
considered as hazardous because it can lead to hazard H.1 in our example.
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Figure 3: The control structure of ABS (ECU-HCU).

Step 3: Causal factor analysis: This step of STPA is first to augment the control structure
(Figure 2) with process models and then to determine how hazardous control actions (Table
1) could occur. Figure 4 shows the process models for the ECU and human operator as an
example. In this process model, the ECU senses the brake pedal’s situation and receives
the information about the wheel rotational speed from speed sensors. If it detects wheel
locking, it reduces the braking force repeatedly until the wheel starts rotating again. Based
on the process models developed, the next step is to identify the causal factors for the
hazards. The causal analysis starts with each hazardous control action identified in Step
2 to determine how it could happen. In the control structure diagram of ABS, an unsafe
behaviour can be resulted from either a missing or an inadequate constraint on the process
or inadequate enforcement of the constraint that leads to its violation. As an example,
consider the unsafe control action of not braking when the brake pedal is pressed. In this
case, the hazard in the controller component could result if the information from the wheel
sensors or the brake pedal command is not provided or is not implemented correctly or the
process model is incorrect. Consequently, there are three cases which can be considered:
1) the brake pedal command is sent but not received by the ECU; 2) the ECU received the
brake pedal command but it does not execute it. After the causal factor analysis is done,
more details can be performed and 3) the brake pedal command is not sent to the ECU
(component is defect).

4.3 FSM Construction

So far, there is no diagrammatic notation to represent the relation between the process
model state variables (system states), control actions and safety constraints. Moreover,
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Table 1: Examples of potentially inadequate control actions of the ABS system

Control Not Given Given Incor- Wrong Timing Stopped  too
Action rectly or Order Cause soon or applied
Hazard too long
Brake Brake event ap- Brake event is Brake provided Brake stopped
pedal plied but notre-  too short too late too soon
command | ceived by ABS
[see H.1]
Wheel Wheel speed Wrong current Current wheel Wheel speed
speed data does not wheel speed speed updated sensors stopped
Sensors provide [see provided [see too late [see too soon [see
H.1, H.2] H.1] H.1] H.2]

STPA does not include the operating modes of components, which will have an effect on
the causal factors analysis and may determine the safety of the action or event. There-
fore, FSM can be used to determine the system states that affect the safety of the control
actions. In our example, the ECU controller has four operating modes: inactive, handel-
Lock, applyBrakePedal and reducePressure. For the valve actuator component, there are
three modes: open, block and release and for HCU actuator, there are three modes: inac-
tive, stopPump and openPump. Next, we model the dynamic behaviour of the system by
constructing a finite state machine which visualises the system states, control actions and
safety constraints to support the safety analyst during STPA step three. Figure 5 shows the
finite state machine of the controller in the ABS system. By using FSM, we are able to
show the relations of potential combinations of relevant process state variables and accord-
ing to these states we can identify the control action and determine whether issuing that
control action leads to a hazardous state. As an example, if we consider the control action
brake pedal command that can be a hazardous control action, it consists of the values of the
following process model state variables: the brake pedal is pressed, the deceleration rate
exceeds a preset maximum level, valve is close, wheel is locked and hydraulic pressure is
reduced. Table 2 specifies the modified control action table for the brake pedal command
based on our proposed methodology as an example.

Each row in the table 2 should be evaluated to determine whether it is hazardous as defined
by the system-level hazards. We can notice that, there are some combinations which cannot
be hazardous; therefore it should be neglected from the table. This process will continue to
combine other potential states which are related to specified control action. Consequently,
the safety constraints will be refined and documented.
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Figure 4: Control structure of the ABS with the process model of the electronic control unit

5 Discussion

To determine the usefulness of our proposed methodology to support safety analyst during
STPA, we compared the results which are achieved by STPA (Table 1) with our results in
Table 2. As we can see in Table 1, each control action has been analysed in four ways,
which consider only the timing information of the control action (i.e. not given, too short,
too late, too early, out of sequence-wrong timing). There is no systematic way to let the
safety analyst know how to evaluate each control action and determine which can lead to
a hazardous state and it is not clear how he or she can perform it. That means the safety
analyst’s professional knowledge and experience play a critical role in this step to evaluate
the control actions. In most cases, the control actions in the control loop can depend on
a number of relevant factors such as system states, human behaviour and environment
conditions which have effects on determining the safety of the control action. Therefore,
it is important to have a modelling method that allows considering all relevant factors.
The FSM can visualise the actual behaviour of the system and can be used to examine the
hazardous behaviour. We used FSM to examine each control action in the loop to detect
hazardous situations based on the potential combinations of system states that are relevant.
It is important to note that we do not consider the human behaviour and environment
conditions (e.g. road surface) in our example, we only consider the system operating
modes (states) that are relevant to control actions.

Many systems may exhibit behaviour much more complex. Thereby, in the evaluation
process of control actions, it will be hard to determine unsafe control actions and it may
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Table 2: The control action table for the brake pedal command based on the potential combination
of system states

Control Action Wheel Status  Wheel Speed ~ Valve Status  Hazardous?
Brake pedal command Locked slow open Yes
Brake pedal command Locked fast open Yes
Brake pedal command Locked slow close No
Brake pedal command Locked fast close No
Brake pedal command  rotating slow open Yes
Brake pedal command  rotating fast open Yes
Brake pedal command  rotating slow close No
Brake pedal command  rotating fast close No

take more time and effort. Moreover, the control loop of the system may have one or
more controllers which control one process. Therefore, it is possible to find the different
kind of control actions in the control loop such as conflict control actions or overload
control actions or dependent control actions. In this case, the safety of such control actions
will rely on the multiple controllers’ behaviours. We found STPA does not provide a
description on how to detect the hazardous situations among multiple controllers.

Consequently, the benefits which can be gained by integrating FSM during STPA are,
first to model the complex system behaviour. Even though FSM of complex system
will become more complex, it provides an understandable notation of dynamic behaviour
and states of complex systems. A second benefit is to prove the consistency, correct-
ness and completeness of the STPA analysis based on FSM by using model checking
[EKO00, DAC99, TS03]. Model checking is an efficient verification technique for models
expressed as finite state machines. Model checking can help the safety analyst to auto-
matically check if the FSM of system has the desired properties. We believe that model
checking can be helpful in evaluating control actions based on our proposed methodology.

According to our proposed methodology, the safety analyst have to determine the possi-
bilities combinations of states which are related to the control action and investigate how
the system behaves in presence of different types of hazardous control actions. For this
purpose, the safety analyst will use FSM to determine these relevant combinations. In fact,
formal methods, such as FSM, are accepted best, if verification can be automated. Model
checkers can do this for the finite state machines. For these reasons, we plan as future
work to use model checkers in our proposed methodology for proving the corresponding
correctness properties of finite-state machines and use existing commercial modelling tool
such as Simulink [DHO04] for simulating and analysing multidomain dynamic systems. Fi-
nally, in this paper, we identified important research challenges that need to be resolved to
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Figure 5: Finite state machine of ECU controller in the ABS system.
Where: SO = inactive (brake not pressed), S1=handellock, S2= applyBreakPedal,
S3= pressureReduction, S4= MonitorDeceleration and WL= WheelLocked.

make the hazard analysis with STPA practical.

6 Related Work

There a large body of existing work about integrating formal methods with hazard analysis
techniques. Here we discuss some of the most closely related methodologies and tools
which are used.

Thomas [Tho12] presents a formal mathematical structure underlying STPA and describes
a procedure for systematically performing an STPA analysis based on the formal structure.
He also presents a method for using the result of the hazard analysis to generate formal
safety-critical, model-based system and software requirements. He points out that he is
working on exploring potential ways in which similar kinds of detailed procedures can be
created to assist the safety analyst during STPA step two.

Ariss et al. [EAXW11], present an approach for integrating fault-tree-based safety analysis
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into statechart-based functional modelling. Their resultant model from the integration
shows how the system behaves when a failure condition occurs and acts as the basis model
to ensure safety through requirements validations.

The work of Fan et al. [FGZZ11] is closely related to the topic of safety analysis for
complex systems based on the finite state machine theory. They introduced a formal mod-
elling method based on finite state machines and proposed a safety analysis and assessment
method of complex system based formal model. They did not show how to use finite state
machine with any hazard analysis techniques.

Using formal methods during safety analysis would be a useful way in which the dynamic
behaviour of complex system is presented. Therefore, our proposed solution aims to inte-
grate FSM during the third step of STPA to visualise the relations between system states
and control actions identified by STPA to help a safety analyst to examine the control
actions based on system states whether it can lead to hazardous state.

More past work has been a large amount of work in the integration of FSM with traditional
hazards analysis techniques such as FTA and FMEA which address only the component
failure. Our proposed methodology is based on STPA which creates a set of scenarios that
can lead to a hazard, is the same as FTA but STPA includes a set of potential scenarios in
which no failures occur but the problems arise due to unsafe and unintended interactions
among the system components.

7 Conclusion

In this paper, a solution is proposed to assist in evaluating the control actions identified
during STPA step two based on the system states using formal method. We integrated state
machine analysis with STPA to provide a suitable notation of arguments between states of
system and control actions. The proposed solution uses the result of STPA to notate the
relations between system states and control actions. We selected the anti-lock braking
system as an illustrative example. By applying STPA to ABS, we determined the control
actions, process model and state variables of our example. Next, we constructed an FSM of
the controller with state variables and examined each potentially hazardous control action
by examining each potential combination of relevant system states. These combinations
are related to the system-level hazards identified by STPA step one. Finally, the control
action table as well as safety constraints are refined and updated. The scalability of our
methodology largely depends on the scalability of STPA and finite state machine. STPA
has been successfully applied to different systems with a wide range of complexity in
different areas such as Space Shuttle Operations [OHD08] and the Darlington Shutdown
System [Sonl2]. The finite state machines also have been widely used in different areas
for representing the dynamic behaviour of systems.
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7.1 Limitations

There are two main limitations of our methodology. The first is getting an appropriate finite
state machine of real system. We have constructed the finite state machine of our example
from various published sources. The second is a larger number of states of complex system
that may forces the safety analyst to devote much of his effort and time to construct the
potential combinations of relevant states to control action.

7.2 Future work

As future work, we aim to extend the scope and depth of analysis with the proposed
methodology and try to identify systematic procedures for it. Future work is needed to
further refine this method by applying it to other cases. Therefore, we aim to apply this
methodology to both adaptive cruise control and anti-lock braking system which work to-
gether in a vehicle and investigate their interactions, control actions and causal factors as
a single study object. In addition, we will work on comprehensive tool support which will
be the starting point for the proposed methodology to be automated. Furthermore, we also
aim to investigate applicability of STPA to security problems to identify and mitigate the
threats that could emerge in systems.
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Abstract: Die CORAS-Methode [LSS11] unterstiitzt eine systematische, defensive
Risikoanalyse, die insbesondere zur Ermittlung von IT-Security-Anforderungen ein-
gesetzt wird. Sie ermoglicht eine Risikobeurteilung auf Basis einer Systemanalyse
und der Identifikation der zu schiitzenden Werte. Dafiir wird ein System schrittweise
in sogenannten Bedrohungsdiagrammen auf Schwachstellen untersucht. Danach er-
folgt die Risikobewertung auf Grundlage des moglichen Schadenausmafes und der zu
erwartenden Haufigkeit von Angriffen.

In einer Fallstudie zur Risikoanalyse von IT-Security-Bedrohungen in sicherheits-
relevanten Systemen haben wir festgestellt, dass sich das Schadenausmaf3 durch die
genaue Identifikation der Schutzziele mit der CORAS-Methode gut ermitteln lésst,
wihrend sich die Bewertung der Angriffshiufigkeit als schwierig erweist. Wir schla-
gen daher vor, die Angriffshiufigkeit durch eine semi-quantitative Klassifikation in
mehreren Aspekten zu bewerten. In diesem Beitrag beschreiben wir eine derartige
Bewertung, die die Aspekte Motivation, Mittel und Gelegenheit beriicksichtigt, und
diskutieren verschiedene Funktionen zur Kombination der Klassifikationen. Anhand
der Fallstudie aus der Eisenbahnsignaltechnik zeigen wir, dass aus dem abgeleiteten
Klassifikationschema eine sinnvolle Risikobewertung von IT-Security-Bedrohungen
fiir sicherheitskritische Systeme resultiert.

1 Einleitung

In der Eisenbahnsignaltechnik riickt die IT-Sicherheit zunehmend in den Fokus der Ent-
wicklung. Durch die intensive Vernetzung und neuartige Dienste der Komponenten ent-
stehen neben den zahlreichen Vorteilen, wie neue Funktionen, erhdhte Verfiigbarkeit und
geringere Kosten, insbesondere auch neue Risiken, die analysiert und behandelt werden
miissen. Zusitzliche Schnittstellen, z. B. fiir die Fernwartung, und die Nutzung offener
Kommunikationsnetze (Funkverfahren, 6ffentliche Netze usw.) bergen neue Moglichkeiten
fiir IT-Security-Angriffe, die auch die funktionale Sicherheit beeintrichtigen konnen. Da-
her werden neue Ansitze fiir entwicklungsbegleitende Risikoanalysen beziiglich der (IT-)
Security benétigt.

Der Rahmen fiir die Security-Analyse wird durch die bahnspezifischen Risikostandards
und -normen EN 50129 [CENO3], EN 50159 [CEN10] und den Entwurf eines Schutzpro-
fils in der VDE 0831-102 [VDE13] vorgegeben. Konzepte und Methoden bleiben jedoch
dominenspezifisch, so dass viele verschiedene Verfahren mit ihren individuellen Vorteilen
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und Nachteilen zum Einsatz kommen. Ein Beispiel sind diverse tabellarische Ansitze, die
aber bei groBeren Systemen schnell an Ubersichtlichkeit verlieren.

Hier wollen wir CORAS [LSS11] einsetzen, eine universellen, modellbasierten Ansatz
zur Riskoanalyse. CORAS bietet zwei entscheidende Vorteile: zum Einen eine strikte
Methodik mit acht Schritten und einem Leitfaden zur Bearbeitung. Zum Anderen eine
graphische Analyse mit spezialisierten Diagrammtypen und Symbolen, die vergleichs-
weise libersichtlich und leicht verstindlich sind. Insbesondere gegeniiber tabellarischen
Ansitzen werden so die Einfliisse und Wechselwirkungen besser verdeutlicht.

Eine generelle Schwierigkeit bei Risikoanalysen zeigt sich beim Ubergang von der in-
formellen Analyse zu einer quantitativen Auswertung. Fiir die analysierten Ereignisse
miissen Eintrittswahrscheinlichkeiten oder -hdufigkeiten abgeschitzt werden. Eine direk-
te Abschitzung ist jedoch, wie auch die CORAS-Autoren feststellen, aus verschiedenen
Griinden hiufig nicht moglich (vgl. [LSS11] S. 207f.), etwa wenn es keine Erfahrungswer-
te gibt, weil das System neu oder substantiell veridndert ist oder die Einsatzbedingungen
abweichen. Ebenso ist es schwierig, wenn ein unerwiinschtes Ereignis sehr selten auftritt,
gravierende Konsequenzen hat oder sein Eintreten nicht (zuverlissig) detektierbar ist.

Ein weiterer kritischer Punkt im Bereich IT-Security ist der Umgang mit den ,technisch-
abstrakten” GroBen der Wahrscheinlichkeit oder Hiufigkeit an sich. Anders als bei Safety-
Analysen miissen menschlich-psychologische Aspekte einflieBen. Die Bandbreite einer
moglichen Motivation hinter Security-Angriffen ist gro; teils sind sie von rationalen
Kosten-Nutzen-Abwédgungen geprigt (z. B. Wirtschaftskriminalitit), teils extern motiviert
oder gar irrational (z. B. ,,Spieltrieb* bis hin zu Terrorismus).

Daher verfolgen wir in diesem Beitrag einen Ansatz, der Einflussfaktoren wie etwa die
Motivation, die Gelegenheit oder die notwendigen Mittel fiir einen Angriff explizit in die
Abschitzung von Security-Risiken — auch in der Systementwicklung — einbezieht. Die
Wahrscheinlichkeiten werden aus verschiedenen Einflussfaktoren abgeleitet, die separat
qualitativ abgeschitzt werden, z. B. durch begriffliche Einordnung in eine von mehreren
Stufen (Levels). AnschlieBend erfolgt die Verrechnung der Einflussfaktoren mit einer ge-
eigneten Gewichtung zu einem Héufigkeitslevel.

Ziel dieses Beitrags ist es dariiber hinaus, die Anwendbarkeit von CORAS auf Systeme
der Eisenbahnsignaltechnik zu demonstrieren. Dabei soll, im Hinblick auf die typische
Anwendung bei Neuentwicklungen, ein auf ,,Human Factors™ basierender Ansatz in die
quantitative Risikoanalyse von CORAS integriert werden. In Abschnitt 2 wird zunéchst
die CORAS-Methode vorgestellt. Abschnitt 3 erldutert die Anwendung von CORAS und
die benotigten Erweiterungen. In den Abschnitten 4 und 5 folgt eine Fallstudie und eine
Diskussion der Ergebnisse.

2 Risiko-Analyse nach CORAS

Die CORAS-Methode [LSS11] wurde entwickelt, um die Analyse von IT-Security-Risiken
und -Bedrohungen zu erleichtern. Die Schwerpunkte sind einerseits einfache Kommuni-
kation und Dokumentation, andererseits eine Formalisierung der Analyse.

516



2.1 Der CORAS-Ansatz

CORAS orientiert sich an den zu schiitzenden Werten (Assets), ist defensiv! ausgerichtet
und implementiert den ISO 31000 Standard [Int09] zum Risikomanagement. Die Durch-
fiihrung setzt auf ,strukturiertes Brainstorming™ und intensive Modellierung.

Der CORAS-Ansatz hat drei Bestandteile: (1) die (graphische) Sprache, die mehrere Dia-
grammtypen fiir die Risikomodellierung zur Verfiigung stellt, (2) die iibergreifende Me-
thode, um Risiken zu identifizieren und zu bewerten, und (3) ein erstes Modellierwerkzeug
(Editor) auf Eclipse-Basis.

Die Methode definiert insgesamt acht Arbeitsschritte, die sich wie folgt in drei grobe Pha-
sen einteilen lassen:

1. Kontext-Ermittlung (Schritte 1-4): Gegenseitige Einfiihrung in Methode und Ziel-
system durch Analysten und Auftraggeber. Erstanalyse der Schutzziele (assets).

2. Risikoanalyse (Schritte 5-7): Risiken identifizieren, abschitzen und bewerten.

3. Risikobehandlung (Schritt 8): Gegenmalinahmen finden und bewerten.

CORAS bietet eine eigene Diagrammsprache, die sich an UML-Use-Case-Diagramme und
die Idee von Misuse-Case-Diagrammen anlehnt. Insgesamt fiinf Diagramm-Typen stehen
zur Verfiigung: Asset, Threat, Risk, Treatment und Treatment-Overview. Die Diagramm-
typen bauen aufeinander auf, d. h. sie werden in den Arbeitsschritten sukzessive abgeleitet
und ergénzt. In den Diagrammen werden kausale Zusammenhinge und Abfolgen model-
liert, wie urspriingliche Bedrohungen auf die zu schiitzenden Werte einwirken konnen.
Abbildung 1 zeigt die zur Verfiigung stehenden Modellierungsmittel im logischen Zusam-
menhang. Im Einzelnen sind das:

Human

threat A Party
{acﬁnm N \ ~.., i

- 2 . -
Threat scenario ) — | Unwanted” | ———m- é —_— C$\

fdglibara% \ sl \ Direct Indirect
1 L asset asset
@I Vulnerability " Traatment
Mon-Human seanario

threat

Abbildung 1: CORAS-Symbole im Uberblick (©): CORAS [LSS11])

o Alle Bedrohungen (threats) gehen von Angreifern aus und sind entweder absichtli-
cher, unabsichtlicher oder technischer Art.

e Angreifer nutzen Schwachstellen (vulnerabilities), um sich Zugriff zu einem System
zu verschaffen.

!'Schutz von vorhandenen Werten, im Gegensatz zur Abwigung von Handlungsoptionen (,.offensiv*)
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e Ein Bedrohungsszenario (threat scenario) beschreibt die Art oder den Ablauf eines
Angriffs. Es fasst eine Folge von Ereignissen zusammen, die von einer Bedrohung
ausgelost wird und einen Beitrag zu einem unerwiinschten Ereignis leistet. Sze-
narien konnen weiter zu einem Netzwerk aufgesplittet werden, um das mogliche
Zusammenwirken genauer zu erfassen.

e Durch den Angriff wird ein unerwiinschtes Ereignis (unwanted incident) ausgelost,
z.B. eine Gefidhrdung tritt ein. Unter Beriicksichtigung einer Wahrscheinlichkeit und
eines Schadensausmalfies erwachst daraus ein Risiko (risk).

e Durch das unerwiinschte Ereignis sind unmittelbar die direkten Schutzziele (assets)
wie Vertraulichkeit, Systemintegritit, usw. bedroht und mittelbar aber auch indirekte
Schutzziele (z. B. Reputation).

e Eine Partei (party) entspricht einem Stakeholder, der ein besonderes Interesse an
einem oder mehreren Schutzzielen hat.

o Gegenmafinahmen (treatment szenarios) reprisentieren die Mittel und Abldufe, um
Schwachstellen zu behandeln.

Verschiedene High-Level-Modellierungskonzepte und eine formale Semantik komplettie-
ren die CORAS-Methode.

2.2 Behandlung von Wahrscheinlichkeiten in CORAS

CORAS unterstiitzt die qualitative und quantitative Bewertung der modellierten Bedro-
hungen. Ziel ist es, die Risiken zu bewerten, die von den unerwiinschten Ereignissen aus-
gehen. Dazu muss fiir jedes dieser Ereignisse das zu erwartende Schadensausmal} und
die Wahrscheinlichkeit oder die Eintrittshdufigkeit bestimmt werden. In Anbetracht der
schwierigen Direkt-Abschétzung wird vorgeschlagen, die quantitative Bewertung anhand
einer schrittweisen Berechnung auf Basis des Bedrohungsdiagramms vorzunehmen (siche
[LSS11], Kap. 13). Als Best-Practice wird Folgendes vorgeschlagen:

e Den Kanten (initiates-/leads-to-Beziehungen) im Threat-Diagramm soll jeweils eine
Wahrscheinlichkeit zugeordnet werden. Der Wert gibt die bedingte Wahrscheinlich-
keit fiir eine erfolgreiche Fortsetzung des Angriffs entlang dieser Kante an.

e Fiir die Knoten, die Bedrohungsszenarien und die unerwiinschten Ereignisse, kann
dann die Wahrscheinlichkeit oder Hdufigkeit abgeleitet werden. Dabei gibt der er-
rechnete Wert an, wie wahrscheinlich - unter den gegebenen Kantenwahrschein-
lichkeiten - das Erreichen eines Knotens iiber einen beliebigen gerichteten Pfad im
Threat-Diagramm ist.

Randbedingungen fiir die Wahrscheinlichkeitsberechnung sind die statistische Unabhingig-

keit oder der wechselseitige Ausschluss der Szenarien auf eingehenden Pfaden. Auch die
(Un-) Vollstindigkeit der Analyse ist zu beriicksichtigen. Abbildung 2 zeigt ein Beispiel.

518



/1
a g
A [Unwanted” Unwanlad
- |nc|dent g::;%?s- P
04.08] /Jahr ./ P=03 . ..-'a!:- .

bestimmt
asbgeleitet

F: Frequenz(-intervall)
F: bedingte Wahrscheinlichkeit

Abbildung 2: Beispiel fiir die Berechnung von Wahrscheinlichkeiten nach CORAS

3 Einflussfaktoren fiir die Hiufigkeitsbewertung

Die CORAS-Methode ist ein allgemeiner Ansatz zur Risikoanalyse, der in vielen Doménen
einsetzbar ist. Allerdings verlangt diese Allgemeinheit auch methodische Verfeinerungen
bei der Anpassung an spezielle Aufgabenbereiche.

3.1 Strukturiertes Vorgehen bei der Risikoidentifikation

Im Prozess der Risikoanalyse werden mogliche IT-Security-Bedrohungen fiir das unter-
suchte System identifiziert. CORAS verwendet in dieser Phase Threat-Diagramme, um
den Verlauf und die Auswirkungen auf die festgelegten Schutzziele darzustellen.

Fiir die Anwendung im Bereich der Eisenbahnsignaltechnik, in der hidufig komplexe und
verteilte Systeme vorhanden sind, bietet es sich an, den Verlauf eines Signals zu verfolgen:
Beginnend an dem Ort des Entstehens (z. B. Sensor am Gleis, siehe Achszéhler-Fallstudie
in Abschnitt 4) bis zur Verarbeitung der Informationen (z. B. im Achszihlrechner). Bei je-
der zwischenzeitlich durchlaufenen Komponente muss hinterfragt werden, ob und — wenn
ja — wie eines der festgelegten Schutzziele verletzt werden kann. Diese Pfade werden im
Threat-Diagramm festgehalten, das als Basis fiir eine Bewertung dienen kann.

3.2 Ein neuer Klassifikationsansatz zur Hiufigkeitsbewertung

Das Ziel der Risikoanalyse ist eine Klassifikation fiir vorhandene Risiken. Das Risiko ist
wie auch in risikobasierten Ansétzen zur funktionalen Sicherheit [Int06] definiert als

Risiko = Schadensausmaf} x Haufigkeit.

Die CORAS-Methode fordert entsprechend, dass jedes unerwiinschte Ereignis (Unwanted
Incident) in einem Threat-Diagramm mit einer Wahrscheinlichkeit oder Haufigkeit (Like-
lihood) und einem Schadensausmalf} zu versehen ist. Eine Klassifizierung der zu erwarten-
den Schéden bei bestimmten Ereignissen ist relativ leicht moglich und ist im Bereich der
Safety-Analysen bereits etabliert.
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Es gibt auch in der Eisenbahnsignaltechnik bereits Ideen, die Risikoberechnung statt auf

Wahrscheinlichkeiten auf mehreren beitragenden Faktoren aufzubauen [BS12]. Diese Idee

wird hier tibernommen und ein neues Bewertungsmodell entworfen, das sogenannte Hdufig-
keitslevel definiert. Die Bestimmung erfolgt durch Abschétzung von drei Parametern:

e Parameter Motivation (m): Beschreibt die Motivation eines potentiellen Angrei-
fers, eine gewisse Handlung auszufiihren, um ein bestimmtes Angriffsziel zu errei-
chen. Damit ist auch ein personlicher Gewinn verbunden, den sich der Angreifer von
seinem Handeln verspricht.

o Parameter Werkzeuge (w): Kategorisiert die fiir die Handlungen des Angreifers
erforderlichen Gerdte, Mittel oder auch Fihigkeiten, die fiir die Umsetzung seines
Vorhabens erforderlich sind. Das beinhaltet auch finanzielle Mittel und Know-how.

e Parameter Zugang/Gelegenheit (z): Bewertet die Zugénglichkeit des Systems
fiir einen Angreifer, der ein bestimmtes Threat Scenario ausfiihren will. Dazu zihlen
eventuelle Zugangskontrollen, Hindernisse, Zeitbedarf, Entdeckungsgefahr und an-
dere Risiken fiir den Angreifer.

Die qualitative Bewertung kennt fiir jeden dieser Parameter sechs Stufen (von 0 bis 5), wo-
bei hohere Zahlen fiir wahrscheinlichere Angriffe stehen. Die Null ist ein Sonderfall und
bedeutet ,,nicht vorhanden® oder ,,unmoglich®. Die Motivation wird dabei ausgenommen,
da sie niemals giinzlich ausgeschlossen werden kann. Die Tabelle 1 gibt einen Uberblick
tiber die Stufen. Die Kalibirierung der Kategorien fiir die einzelnen Parameter (,,Wann
spricht man von einer hohen Motivation oder einer unwahrscheinlichen Moglichkeit?)
ist pragmatisch fiir jede einzelne Anwendung vorzunehmen. Fiir andere Anwendungsbe-
reiche oder vertiefende Analysen sind durchaus weitere Einflussfaktoren oder alternative
Interpretationen denkbar.

Kategorie/ Motivation/Ziele Mittel, Werkzeu- | Gelegenheit (Zu-
Hiufigkeitslevel (personl. Gewinn) | ge, Fihigkeiten gang, Moglichkeit)
0 - unmoglich unvorstellbar

1 sehr gering sehr schwierig unwahrscheinlich

2 gering schwierig selten

3 mittel mittel mittel

4 hoch einfach gelegentlich

5 sehr hoch sehr einfach wahrscheinlich

Tabelle 1: Kategorien der einzelnen Parameter zur Likelihood-Bewertung

3.2.1 Berechnung eines Gesamthéiufigkeitslevels
Von diesen Parametern ausgehend wird ein Gesamthiufigkeitslevel h(m, w, z) abgeleitet,

der fiir die Risikoberechnung (s.0.) genutzt werden kann. Der Wertebereich von & soll
dazu wieder sechs Stufen umfassen (0 bis 5). AuBlerdem sollen die Parameter in gleicher
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Gewichtung eingehen, d. h. dass kein Einfluss dominant hervorsticht. Schlie3lich soll eine
Einzelbewertung von Null (,unméglich®) zu h(m, w, z) = 0 fiithren, was die Sonderstel-
lung dieser Stufe betont.

Fiir die Gewichtung h wurden verschiedene Varianten untersucht [Saal2], u. a. Mittelwert-,
Min/Max- oder Wurzelfunktionen. Am besten geeignet fiir die Fallstudie scheint der qua-
dratische Mittelwert (s. Eq. (1)) mit Sonderregelung fiir die Stufe 0, der durch die Beto-
nung von Ausreiflern eine leicht ,,pessimistische” Einschidtzung bzgl. der erwarteten Ge-
samthdufigkeit aufweist. Fiir andere Anwendungen ist die Gewichtung h anzupassen. Das
Ergebnis wird in einer Risikomatrix (Haufigkeitslevel x Schadenslevel) genutzt, um zu
bestimmen, ob das Risiko noch akzeptabel ist.

0, fallsw=0V 2=0

h(m,w, z) = ; 1
(m w Z) { /m2+t§2+z2-‘ , sonst M

3.2.2 Anwendung im Threat-Diagramm

Fiir die Risikoberechnung mittels CORAS-Threatdiagrammen bedeutet unser neuer An-
satz, dass die Kausalkette eines Angriffs, von der Bedrohung iiber eine Folge von Bedro-
hungsszenarien zum unerwiinschten Ereignis, nun anders bewertet wird. Fiir die Knoten
im Netzwerk wird statt einer Wahrscheinlichkeit oder einer Eintrittshdufigkeit jeweils ein
Hiufigkeitslevel bestimmt, was durch Abschétzen der drei Parameter Motivation, benétigte
Werkzeuge/Mittel und Zugang/Gelegenheit erreicht wird. Auf (Ubergangs-) Wahrschein-
lichkeiten an Relationen (vgl. Abschnitt 2.2) wird bei dieser Erweiterung verzichtet.

Die Bewertung lduft iterativ ab. In jedem Schritt muss ein lokales Tupel der Einflussfakto-
ren (Mg, Wy, z4) bestimmt werden, und zwar relativ zu den Bewertungen (m;, w;, 2;) der
unmittelbaren Vorgingerknoten (i € [1..n]). Dazu findet zunéchst eine ,Initialisierung”
statt: jedem Threat wird eine spezifische Motivation (m) zwischen 1 und 5 zugewiesen
(sofern zutreffend, sonst ,mittel”). Die Anforderungen fiir benotigte Werkzeuge/Mittel
(w) und Zugang/Gelegenheit (z) sind anfangs minimal (hochste Stufe 5). Die eigentli-
che Bewertung beginnt bei den ersten Threat Scenarios, die direkt mit einem Threat in
Verbindung stehen und nur eingehende initiates-Kanten haben.

Dabei lautet die intuitive Bedingung, dass der Angriff durch die Fortsetzung nicht leichter
werden kann. Folglich diirfen die Bewertungen des vorhergehenden Knotens nur iibernom-
men oder reduziert werden. Mehrere eingehende Kanten werden als Oder-Verkniipfung
interpretiert.> Die Bewertung sollte sich am leichtesten Pfad (mit den hochsten Einstufun-
gen) orientieren. Uneindeutige Fille miissen abgewogen werden, wobei die Maxima der
Parameter m/w/z eine theoretische Obergrenze (siche Abb. 3) vorgeben. Unabhéngig da-
von ist immer eine situationsabhidngige Korrektur nach unten moglich, wenn der Angriff
in der Fortsetzung als ,,signifikant schwieriger bewertet wird.

Am Ende der Iterationen besitzen alle Unwanted Incidents eine Bewertung in (m, w, z)-
Form. Aus diesen Parametern wird mit der im Abschnitt 3.2.1 aufgestellten Formel der

2Ein Angriff verlduft nur auf einem der Pfade. Parallele/koordinierte Angriffe werden nicht betrachtet.
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Abbildung 3: Iterative Bestimmung der Level fiir die Einflussfaktoren

Gesamthiufigkeitslevel errechnet. Im Anschluss werden — wie in der CORAS-Methode
vorgesehen — die Schadensausmale festgelegt und fiir die verbundenen Assets die Risiken
eingestuft (mittels Risikomatrix).

4 Fallstudie ,,Achszihlsystem*

Im Folgenden wird exemplarisch ein Achszihlsystem hinsichtlich seiner Security-Eigen-
schaften mit der vorgestellten Methode untersucht.

4.1 Uberblick

Das Achszihlsystem ist eine wichtige Komponente, die im Zusammenspiel mit ande-
ren Einrichtungen die Sicherheit des Eisenbahnverkehrs gewihrleistet. Mit diesem Sys-
tem wird das Freisein von Gleisabschnitten — den sogenannten Gleisfreimeldeabschnitten
(GFM-A) - iiberpriift, so dass das Befahren eines besetzten Gleises durch die Stellwerks-
logik verhindert werden kann. Das untersuchte Achszihlsystem besteht grundsétzlich aus
zwei Teilsystemen:

e AufBlenanlage: Am Gleis befinden sich ein Radsensor (RS), ein Gleisanschluss-
gehiduse (GAG) und die Kabelverbindung zum Stellwerksgebidude. Anschlussgehiduse
und Sensor heiflen zusammen auch Zihlpunkt (ZP).

e Innenanlage: Dieser Teil ist im Stellwerksgebidude angeordnet und setzt sich aus
einem oder mehreren Achszihlrechnern zusammen. Diese verarbeiten die iiber die
Kabelverbindung der Sensoren eingehenden Signale und werten daraus den Bele-
gungszustand eines GFM-A aus.

In einer Bachelor-Arbeit [Saal2] wurde das Gesamtsystem untersucht. Hier soll die Au-

Benanlage in Ausziigen betrachtet werden, um die Anwendbarkeit der vorgestellten An-
passungen der CORAS-Methode darzulegen.
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4.2 Modellierung der Aufenanlage in einem Threat-Diagramm

Die Kontext-Ermittlung (Phase 1 der CORAS-Methode, siche Abschnitt 2) liefert die zu
schiitzenden Assets, hier die Systemverfiigbarkeit (availability) und Systemintegritét (in-
tegrity) bzw. Korrektheit einer Funktion. Die Vertraulichkeit (confidentiality) spielt im
vorliegenden Fall keine Rolle. Danach werden die méglichen Bedrohungen (Angreifer),
Bedrohungsszenarien und unerwiinschten Ereignisse identifiziert.

In Vorbereitung auf die auf Einflussfaktoren basierende Bewertung zur Hiufigkeitsabschit-
zung konnen bei Bedarf noch die Parameterstufen angepasst werden. Die Stufe 2 soll
u. a. fiir spezielle, aber beschaffbare Werkzeuge/Mittel stehen, die Stufe 5 u. a. fiir lingeren
ungehinderten Zugang. Die Stufe 0 entspricht hochsten Anforderungen oder Hindernissen,
die die Umsetzung eines Szenarios (nahezu) unmoglich machen.

Die Bewertung wird fiir ein generisches Achszihlsystem durchgefiihrt. Fiir exponierte In-
stallationen unter extremen Bedingungen (z.B. bei Castortransporten) ist ggf. eine ge-
sonderte I'T-Security-Analyse durchzufiihren, wobei einer starken politischen, und damit
hoheren Motivation einerseits, aber auch einem drastisch verstirkten Anlagenschutz ande-
rerseits, Rechnung getragen wird.
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Abbildung 4: Threat-Diagramm der Auf3enanlage
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4.2.1 Identifizierte Bedrohungen

Das Verfahren, dem Signalverlauf in der Anlage zu folgen (s. Abschnitt 3.1), liefert — unter
Beriicksichtigung der Schutzziele Korrektheit und Verfiigbarkeit — ein Threat-Diagramm
wie es in Abbildung 4 zu sehen ist. Der Signalverlauf ist dabei so, dass das Signal im
Radsensor entsteht — durch eine erkannte Achse — und durch Kabel zum GAG und dann
weiter in Richtung Stellwerk (Innenanlage) geleitet wird.

Im Diagramm erkennt man einen , kriminellen* Angreifer, der beabsichtigt, die Au3enan-
lage zu manipulieren. Zunéchst muss die Auenanlage (Bahnstrecke) betreten werden, um
Zugriff zum System am Gleis zu erhalten. Von hier aus gibt es mehrere Pfade zu verschie-
denen Szenarien.

Der Angreifer konnte eines der Anschlusskabel durchtrennen oder von einem Anschluss
abklemmen. Die Lage des Kabels — meist neben den Schienen oder in einem oberirdischen
Kabelkanal — begiinstigt diese Handlung. Die Nicht-Verfiigbarkeit des Zdhlpunktes (ZP)
fiir das Achszihlsystem (Unwanted Incident ,kein Signal vom ZP*) fiihrt zu einer Besetzt-
meldung angrenzender Gleisfreimeldeabschnitte, da das System in den sicheren Zustand
tibergeht. Dies ist eine Beeintrachtigung der ,,Verfiigbarkeit der Achszéhlung™.

Der Angreifer konnte aber auch weitergehen und, Kenntnisse vorausgesetzt, mit einem
selbst hergestellten Gerit die Signale eines Zidhlpunktes imitieren (Beeinflussungszustand).
Letzteres ermoglicht beliebiges Ein- und Auszédhlen von Achsen fiir einen Gleisfreimel-
deabschnitt, sofern der GFM-A nach der Verbindungsunterbrechung durch den Fahrdienst-
leiter im Stellwerk grundgestellt wurde. Begiinstigt wird dieses Szenario dadurch, dass
sowohl zwischen Radsensor und dem Anschlussgehiuse als auch auf der Ubertragungs-
strecke zum Achszéhlrechner ein unverschliisseltes, analoges oder digitalisiertes Signal
verwendet wird.

Weitere Angriffspfade, die sich zum Teil auch iiberschneiden, konnen aus dem Diagramm
abgelesen werden.

4.2.2 Zuweisung der Haufigkeitslevel

Im vorliegenden Diagramm (s. Abb. 4) sind die Parameter zur Bestimmung des Héufig-
keitslevels sowie die Schadensausmaf-Kategorien bereits eingetragen. Die Notation der
Parameter folgt dem Schema:

[Motivation - Werkzeuge - Gelegenheit --> errechneter Hiufigkeitslevel]

Die Bewertung folgt dem Ablauf aus Abschnitt 3.2.2. Dem Kriminellen (Threat) wird
eine mittlere Motivation (Stufe 3) zugewiesen. Werkzeuge und Zugang werden jeweils
mit Stufe 5 initialisiert. Links beginnend wird zuerst das Szenario ,,Zugang zum Zihlpunkt
(ZP) erlangen‘ bewertet:

Das Betreten der AuBenanlage (Bahnstrecke) ist vergleichsweise leicht moglich, da sie nur
einfache Barrieren besitzt (Absperrungen, Warn- und Verbotshinweise). Fiir den Zugang
ist eine gewisse ,,Agilitit” (w=4) notwendig. Das System am Gleis hat keinen zusétzlichen
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Schutz gegen unberechtigten Zugriff. Die zu erwartende Zugfrequenz schrinkt jedoch die
Gelegenheit (z=4) ein. Verbot und Gefahr erzeugen nur eine leichte Abschreckung (m=2)
relativ zur Ausgangsmotivation. Insgesamt wird das Szenario mit (2-4-4) bewertet.

Mit dieser Bewertung wird nun die Betrachtung nachfolgender Threat Scenarios moglich,
wovon wir ,,Anschlusskabel RS — GAG oder (...) wird durchtrennt® auswéhlen. Es bedarf
keiner grolen Kenntnis der Eisenbahnsicherungstechnik, um zu erkennen, dass eine mit
Kabeln angeschlossene Einrichtung wichtig fiir den Betriebsablauf sein wird. Allerdings
wird zum Trennen des Kabels ein Hilfsmittel (w=3) benétigt. Der Zeitaufwand und die
Arbeit direkt am Gleis erschweren den Zugang (z=3). Die Motivation @ndert sich nicht
(m=2). Das fiihrt zu einer Bewertung des Szenarios mit (2-3-3).

Anders verhilt es sich beim ndchsten Szenario ,,Fremdes Gerit sendet Signale (...). Fiir
diese Aktion ist die Fertigung eines speziellen Gerits notwendig, das die gesendeten Da-
ten eines Zdhlpunktes imitiert. Dieser Angriff erfordert erheblich mehr Vorbereitung und
technische Kompetenzen als die vorausgehenden Szenarien, u.a. Expertenwissen iiber die
Anlage und den Betrieb (w=1). Die Gelegenheit wird herabgestuft, da die Installation ei-
nes eigenen Gerites einige Zeit in Anspruch nehmen wird (2=2). Wihrenddessen besteht
die Gefahr, von einem vorbeifahrenden Zug gesehen oder gar erfasst zu werden. Auch ein
durch den Fahrdienstleiter herbeigerufenes Instandsetzungsteam die Manipulation entde-
cken (nach dem Verlust des Signals vom ZP und dem Ubergang in den sicheren Zustand
und nach erfolglosen Grundstell-Versuchen des Gleisfreimeldeabschnitts).

Die Motivation fiir das Threat-Scenario wurde auf 1 reduziert. Es ergibt sich zwar die
Moglichkeit fiir einen Angriff auf die Korrektheit der Achszdhlung — mit einem ,,mani-
pulierbaren Zihlpunktimitator* kann nach dem Einfahren eines Zuges in einen Gleisab-
schnitt dieser scheinbar am Ende ausgezihlt werden — die Achszidhlung gibt dann nicht
mehr den realen Belegungszustand wieder. Allerdings wird die Manipulation an einem
einzelnen Zihlpunkt® durch verschiedene Konsistenzpriifungen (Signalverliufe, Abgleich
mit benachbarten Zdhlpunkten) sicher aufgedeckt. Insgesamt wird das Szenario daher mit
(1-1-2) bewertet.

Analog wird bei der Bewertung der Haufigkeitslevel der anderen Threat Scenarios ver-
fahren. Es verbleiben noch die Unwanted Incidents: Hier wurden die Bewertungen un-
verdndert ibernommen, da in dieser Fallstudie die unerwiinschten Ereignisse stets eine
direkte Folge der vorangehenden Szenarien sind. In zwei Fiéllen wurden die leichteren
Pfade (mit den hoheren Bewertungen) ausgewihlt.

4.2.3 Schadensausmale

Fiir das Achszihlsystem werden folgende Kategorien fiir das Schadensausmaf festgelegt:
0 entspricht einer korrekten Meldung des Ist-Zustands, 1 beschreibt kurze Inkorrekthei-
ten, die zum sicheren Zustand fiihren, und Kategorie 2 eine linger anhaltende, inkorrekte
Achszédhlung, die auch in den sicheren Zustand fiihrt und ggf. kleinere Reparaturen erfor-
dert. Die hoheren Kategorien 3 und 4 sind einer inkorrekten Achszéhlung vorbehalten, die
in einen unsicheren Zustand fiihren (k6nnen).

3Fiir die Security-Analyse der iibergeordneten Gleisfreimeldung ist auch die Manipulation von hintereinan-
derliegenden Zihlpunkten zu betrachten.
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Fiir alle Unwanted Incidents, die die Verfiigbarkeit betreffen, wurde die Kategorie 2 gewihlt.
Diese Ereignisse verursachen Schidden, die innerhalb der Reparaturzeit behoben werden
konnen, da sie vergleichbar mit einem moglichen technischen Defekt und dem damit ver-
bundenen Austausch von Bauteilen sind.

Das SchadensausmaB fiir das Ereignis ,,Beliebige Ein-/Auszéhlvorginge ohne Zugwirkung
moglich, das die Korrektheit der Achszidhlung beeintrichtigt, ist auch in der Kategorie 2
angesiedelt, da — wie zuvor beschrieben — das Auszéhlen von Achsen und die Freimeldung
eines besetzten Abschnittes auf Ebene des einzelnen Achszihlers nicht zu einer weiterge-
henden Gefihrdung fiihrt und die inkorrekte Achszéhlung aufgedeckt wird.

4.3 Analyseergebnisse

Die Beurteilung der Risiken erfolgt aus den Kategorien fiir das zu erwartende Schadens-
ausmal und den Hiufigkeitslevel, wie in Tabelle 2 dargestellt. Diese Risikomatrix ist als
provisorischer Entwurf zu verstehen, da es diesbeziiglich in der Eisenbahnsignaltechnik
noch keine einheitlichen Vorgaben fiir IT-Security gibt und die fundierte Ableitung einer
solchen Matrix weit iiber den Rahmen dieses Beitrags hinausgeht. Eine Validierung auf3er-
halb der Fallstudie steht noch aus.

In der iiblichen Interpretation gilt das Risiko fiir die griinen Felder als akzeptabel, fiir die
roten als inakzeptabel und fiir die gelben ist es eine Ermessenentscheidung im Einzelfall.
Da die Schadensausmafe 1 und 2 nicht in einen unsicheren Zustand fiihren, wurde ent-
schieden, dass das Risiko auch fiir hohere Hiufigkeitslevel noch im gelben Bereich ist
oder akzeptiert werden kann. Die Bewertungen aller vier Unwanted Incidents liegen hier
im griinen Bereich (Schadensausmaf} 2 und Haufigkeit 2 bzw. 3, siehe Abbildung 4)

Schadensausmaf}
0 \ 1 \ 2 \ 3 \ 4

Hiufigkeitslevel

DN B RN =D

|

Tabelle 2: Entwurf einer Risikomatrix zur Fallstudie Achszihlsystem

Das interessanteste Ergebnis ist die Bewertung des unerwiinschten Ereignisses ,,Beliebige
Ein-/Auszihlvorginge ohne Zugwirkung moglich: Der Wert 2 fiir die Haufigkeit und das
Schadensausmalf spiegelt wider, dass trotz des hohen Aufwands fiir einen Zéhlpunktimitator
kein groBerer Schaden erreicht werden kann. Dieser Teil der Analyse rechtfertigt, dass auf
weitere Schutzmafinahmen wie die Verschliisselung von Signalen verzichtet werden kann.
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5 Diskussion

Zur Berechnung des Risikos fiir die Schutzziele miissen, wie in Abschnitt 3.2 beschrieben,
neben dem zu erwartenden Schadensausmalf} auch die Auftrittshiufigkeiten der moglichen
Bedrohungen bestimmt werden. Mit quantitativen Wahrscheinlichkeiten bzw. Frequenzen
sind seltene Ereignisse (nicht nur in der Eisenbahnsignaltechnik) schwer abzuschétzen.
Leichte Variationen der Randbedingungen oder alternative Interpretationen konnen schnell
zu Abweichungen von mehreren Zehnerpotenzen fiihren, welche sich durch die Multipli-
kation von Einzelwerten noch verstiarken. Obwohl die Plausibilitit des Gesamtergebnisses
kaum iiberpriift werden kann, entsteht ein triigerisches Gefiihl ,,exakter Berechnungen.

In Verbindung mit CORAS haben wir uns mit den auf Einflussfaktoren basierenden Haufig-
keitsleveln fiir einen qualitativen Ansatz entschieden, der sich mit seiner groben Stufenein-

teilung an den Grad der Genauigkeit und Verfiigbarkeit von Referenzdaten anpasst. Dabei

haben wir uns auf drei Hauptfaktoren (Motivation, Werkzeuge/Mittel, Zugang/Gelegenheit)
konzentriert, wie sie z.B. auch von der OCTAVE-Methode fiir IT-Security-Risikomanage-

ment verwendet werden (siehe [AD02] Kap. 9.5) Andere Ansitze, z.B. fiir die Netzwerk-

sicherheit, verwenden spezialisierte Faktoren wie die Reproduzierbarkeit oder Detektier-

barkeit von Angriffen auf bekannte Schwachstellen. Unsere Methode kann bei Bedarf um

neue Einflussfaktoren und eine neue Gewichtungsfunktion erweitert werden.

Nach einer Normalisierung konnen positiv-antreibende Faktoren (Motivation (+)) und
negativ-hindernde Faktoren (benotigte Werkzeuge (—), Zugang (—)) zu einem Hiufig-
keitslevel verrechnet werden. Das heif3t, dass wihrend des Bewertungsprozesses die ver-
wendeten Parameter jeweils von hohen Stufen (sehr gro3e Vorteile, sehr geringe Nachteile)
iterativ nach unten (sehr geringe Vorteile, sehr grole Nachteile) angepasst werden. Eine
umfangreiche Abwégung wird auch in [BS12] verwendet, wo der Nutzen (aus Sicht des
Angreifers) aus den Erwartungen bzgl. Gewinn (+), Aufwand (—), eigenem Risiko (—)
und weiteren Faktoren bestimmt wird. Im Rahmen der Fallstudie hat sich gezeigt, dass der
auf Einflussfaktoren basierende Ansatz die Bewertung deutlich transparenter macht, und
die Auswahl und Priorisierung von Schutzmafinahmen erleichtert.

In der praktischen Anwendung iiberwiltigt CORAS zunichst mit seiner Vielzahl an Dia-
grammtypen (Asset-, Risk-, Treatment-Diagramme usw.), wovon hier nur das wichtige
Threat-Diagramm verwendet wurde. Bei den anderen Diagrammtypen handelt es sich im
Wesentlichen um alternative Sichten mit gemeinsamer Symbolik. Mit der graphischen Mo-
dellierung lassen sich Abhidngigkeiten zwischen Bedrohungen, Szenarien und Assets gut
visualisieren. Ab einer gewissen Systemgrofie wird jedoch eine Aufteilung auf mehrere
Diagramme notwendig, z. B. getrennt nach Schutzzielen. CORAS besitzt bereits eine Se-
mantik zur hierarchischen Dekomposition von Szenarien. Eine echte Modularisierung der
Analyse steht aber noch aus.
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6 Zusammenfassung und Fazit

In diesem Beitrag haben wir die Anwendbarkeit der graphischen CORAS-Methode zur I'T-
Security-Risikoanalyse auf Systeme der Eisenbahnsignaltechnik demonstriert und durch
ein alternatives Verfahren zur Abschitzung von Héufigkeiten ergénzt. In einem iterativen
Prozess werden Haufigkeitslevel auf Basis von qualitativ abgeschitzten Einflussfaktoren
bestimmt, wodurch die Nachvollziehbarkeit der Gesamtergebnisse verbessert wird. Fiir
den Praxiseinsatz ist eine spezifische Kalibrierung der Parameter und ihrer Bewertung so-
wie eine weitergehende Integration mit existierenden Methoden und Standards notwendig.
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Abstract:

In today’s software development process, security related design decisions are
rarely made early in the overall process. Even if security is considered early, this
means that in most cases a more-or-less encompassing security requirements analysis
is made. Based on this analysis best-practices, ad-hoc design decisions or individual
expertise is used to integrate security during the development process or after weak-
nesses are found after the deployment. This paper explains the SecFutur security en-
gineering process with a focus on Security Building Block Models which are used to
build security related components, namely Security Building Blocks. These Security
Building Blocks represent concrete security solutions and can be accessed via SecFu-
tur patterns on the level of domain-specific models for particular application domains.
The goal of this approach is to provide already defined and tested security related
software components, which can be used early in the overall development process, to
support security-design-decision already while modeling the software-system. Secu-
rity Building Blocks are discussed in the context of the SecFutur Security Engineering
Process with its requirement analysis and definition of security properties.

1 Introduction

Considering security in all phases of a system development process means to introduce
an additional view in all phases including among others requirements specification, de-
sign decisions, implementation or documentation. Further, in many cases expert knowl-
edge on security topics is essential for the development of secure systems. The SecFutur
project [SF] develops a process that provides this additional view through UML-based se-
curity models of a system and combines these with support for design decisions based on
security building blocks that are also modeled using UML.

Large parts of the SecFutur process use domain-specific artifacts. The domain-independent
parts are a core security meta-model defining the concepts used in modeling security and
the rather technical security building blocks describing how to use concrete implementa-
tions of security functions. Domain-specific parts include domain-specific security mod-
els, specific system models and security patterns that describe how security building blocks
can be used and combined within a particular application domain to satisfy specific secu-

*This work was supported by the EU FP7 project SecFutur
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rity requirements.

The Goal of SecFutur is to provide a modular modeling framework that allows the creation
of precise and pluggable representations of the specialized knowledge of different appli-
cation domains. The design of the representation mechanisms must also take into account
the different roles involved. The specialized knowledge must serve different purposes. Of
course, it should increase the security of the system. Further, documentation of security
requirements and security design decisions is very important in the engineering process
and should be tool-supported. Finally, the framework should provide useful knowledge
to system engineers (security requirements, threats to consider, available solutions, trust
models,...) and help developers to correctly implement and / or integrate security solu-
tions, do optimization, testing, assurance, etc.

This paper describes the SecFutur security engineering process and focuses on the model
for security building blocks (SBBs). These SBBs are a core element of the SecFutur
process, as they represent domain-independent security functions and help developers to
understand how to securely use particular security functions. Furthermore, in addition to
interfaces, conditions and information on the functionality, SBBs also provide information
on the set of assumptions that needs to be satisfies in the system. These assumptions can
then either be realized by additional building blocks or can be subject to risk analysis and
concrete threat analyses.

2 State of the Art

A large variety of security technology and individual security solutions exists that can
be used by system developers to support security in their systems. Thus, in principle, a
developer should be able to take security design decisions early in the development process
and just choose from the large set of available security solutions this idealized view of
development processes is only valid in very rare cases. The usual approach is a mixture
of more-or-less systematic security requirements analysis, ad-hoc design decisions, some
best practices, individual security expertise and finally step-by-step improvement after
weaknesses have been found either by security testing or in the deployed product.

Another interesting aspect is that only a rather small set of available security solutions is
actually used in real-life products and is obviously not available in the current design pro-
cesses. One prominent example is the Trusted Platform Module (TPM) as specified by the
Trusted Computing Group (TCG) [Gro]. A very interesting work [Pea02] describes TPMs
as the future elements for security. This security chip is already available in thousands
of notebooks and laptops. A TPM potentially can provide various security functionalities
that can be used to secure network connections, monitor the security of devices, securely
store data, etc. However, only a very small subset of installed TPMs is actually activated
and used. Furthermore, if it is used only a very small subset of available functions of the
TPM is involved. Experience with developers interested in applying the TPM has shown
that one of the reasons for the missing uptake of this technology is the complexity of the
specifications. It is not clear how combinations of TPM commands (or TCG software
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stack commands) can actually implement some particular security services. Thus, making
advanced security functionality available for development processes is a challenge.

A different approach for security solutions are security patterns. Usually, technical details
and implementation details necessary for development are not included in the concept of
security patterns [Ste06, RoeO1]. Some interesting works are the one presented by H.
Lohr et al. [LSW10] where he presents patterns for secure boot and secure storage in
computer systems, the security patterns for mobile ad hoc networks developed by Jayraj
Signh et al. [SSS11], security patterns for agent systems defined by Paolo Giorgini et al.
[MGSO03] or the work for architecting software with security patterns done by Riccardo
Scandariato et al. [SYHJOS]. Although there exist more works for using security patterns
as security solution of systems one problem they have is that they do not cover all the
different phases of the creation of a system, as they are used for design or implementation
but not in the modeling phase. This can create several problems, being one of them the
outdating of the models of the system. For example, if, after modeling the system, an
engineer uses a security pattern that needs additional elements such as a database or key-
store the system will be modified with elements not defined in the modeling phase. These
new elements can create new configurations or security flaws that were not expected. For
that reason, our approach uses the idea of security patterns and extends it with Security
Building Blocks (SBBs). They are represented by UML models in order to describe the
functionality and characteristics of security properties in a real world scenario. These SBB
models reflect security related software components, which are encapsulated abstractions
of program functionalities. Software abstraction, encapsulation and information hiding
build the basis of those SBBs. The main focus of using Building Blocks has always been
reusability, maintainability and documentation. An interesting work [LSW87] describes
these basic concepts with relation to General Building Blocks used in software develop-
ment. Consequently, this work tries to refine those general concepts and apply them in the
field of security, to model and build more secure systems.

The security patterns are not used directly with the security requirements of the system.
They are connected to them by means of the security properties defined in the Domain Se-
curity Meta-models (explained in the following section). Each security property provides
the solution as a security pattern and this one provides a set of SBBs for the implementa-
tion of the solution. Thus, the security patterns are not related to the security requirements
of the system but to its security properties. This way the modeling phase and implemen-
tation phase of a system are related in a direct way and it is naturally embedded in the
system.

3 Security Engineering Process

The development of systems composed of embedded components is a very complex task
due to their specific characteristics and nature. Many systems of embedded components
are composed of a lot of different embedded devices, such as the smart metering system. In
these systems, many smart metering devices obtain the information of metering from many
houses, process and send it to a different node. This node checks, processes, stores, etc. the
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information and sends it to another node, which works with the information provided from
many nodes as that one. The systems of embedded components has a reactive nature too.
When they process information they may need to react in a specific way, e.g. activating
other systems, sending information, etc. One example is the forest control system, where,
if they detect a fire, they have to send an alarm. Following this last example we can see that
these systems have a real-time nature. They obtain the information, process it and work
in real-time. For example, in the Mobile ad-hoc Network (MANET), the nodes enter and
exit the system without warning, so the system must react in real-time to these changes
and act accordingly. These systems use many components and resources, being hardware
or software. For example, they can work with external components such as transmitters,
video cameras, sensors or resources such as key-stores, databases, APIs, TPMs, etc.

Through some research done by the companies involved in the SecFutur project and others
related to the development of TPM systems, real-time systems, etc. it was learnt that
companies usually do not follow a clearly defined engineering process for the development
of these systems. Their way of work is start developing and implementing as soon as
they can. They sometimes follow a methodology but their focus is to start developing
and adding functionalities as they find it necessary. This implies that security is either
implemented later in the process as an extra feature or just ignored. Sometimes, when the
functionality of the system is almost complete they start adding security. Obviously, in this
stage, security is not naturally integrated in the system. Of course, this observations does
not hold for systems with strong safety regulations, where strict waterfall development
models are in place. In such a clearly structured development process, current threat-
based approaches are also not suitable, because the detection of threats and high risks later
in the development process requires to start-over and go back to the requirements phase.

SecFutur proposes a security engineering process that allows to develop and use security
solutions in order to satisfy the security requirements of systems of embedded components.
It integrates, in a flexible way, security solutions in a framework for the development of
systems composed of embedded components. Its main objective is to help developers
and engineers in the management of security aspects and its use in System Models. The
process can be applied to existent processes, improving the security functionality of any
process used to model a scenario. Due to size limitations it is not possible to explain all the
details and characteristics of the SecFutur Security Engineering Process. A more complete
description of the process itself can be found at [RHM11].

Some of the most important characteristics of the process are:

o It helps system developers in making design decisions for finding the best solution
for their systems

o It facilitates the certification and the national / international regulations of the secu-
rity artifacts

e [t satisfies the specific requirements of the systems

e The implementation solutions are provided by means of SecFutur Patterns (SFPs)
and Security Building Blocks (SBBs), where domain-specific SFPs define how do-
main -independent SBBs are used and composed within a particular domain.
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SecFutur Loyers

Figure 1: SecFutur Layers

3.1 Artifacts

The different artifacts of the security engineering process have specific objectives and
functionalities. Figure 1 describes the artifact structure.

The SecFutur layers go from more to less abstraction and specification. The upper one, the
Core Security Meta-model (CSM), is the most abstract. It is based on the UML Standard
Meta-model. This meta-model is used as basis for the definition of the different UML
elements used in the creation of the CSM such as classes, relations, attributes, etc. The
CSM defines the grammar and language for the definition of the domain-specific security
artifacts. Because of that, the CSM is domain independent and only defines the abstract
architecture. The specification of the security properties and characteristics of each domain
is done in the Domain Security Meta-model (DSM). This one uses the CSM as basis
because it defines the language. Finally, the System Model is the most specific layer. It is
the model of the use case. In this model the system engineer imports a DSM (or various
DSMs) and apply its security properties in order to fulfill the security requirements of the
system. As we said before, due to the size limitations the reader can find more information
of these layers in [RHM11].

The DSMs, as we explained before, define the specification of the domain security knowl-
edge. It allows experts to capture their security knowledge (properties, solutions, threats,
etc.) related to specific scopes (standards, company policies, etc.) in a specific domain
(Mobile ad hoc Network, Smart meters, etc.). The security properties defined in a DSM
are related to implementations by means of SecFutur Patterns (SFP) and Security Build-
ing Blocks (SBBs). The security properties define the characteristics and attributes of the
solution and the SFP and SBBs their implementation using software / hardware elements.
A SecFutur Pattern is a evolved version of the traditional security patterns [Ste06, Roe01],
adapted and extended to the SecFutur Engineering Process. It provides information such
as the security properties provided and the elements of the system where they can be ap-
plied, some examples of use (with support for computer-processing), the elements of the
system model that must inter-operate with the pattern elements, a list of restrictions and
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metrics of the pattern with regards to the security properties defined before, the elements
that must be added to the system in order for the pattern to work (this part is done by using
the Security Building Block Models (SBBMs), a series of rules (in OCL format) used to
verify the sound integration of the pattern in the system, a series of assumptions that apply
to the system once the pattern has been integrated, some known uses and finally related
patterns. Due to size limitations we only do a superficial description of this element. Thus,
each security property is attached to a SFP, which defines its implementation by means of
a SBBM and SBBs. The Security Building Block Models define the structure, relations
and elements of the solution. Its basic elements are the SBBs. A SBB (or the aggrega-
tions of several SBBs) can provide the implementation solution for a specific property in
a specific DSM. Resuming, each security property of a DSM has a SFP that describes its
solution, which is implemented by means of SBBs. Following we describe these elements,
its characteristics and functionality.

The creation of a DSM involves two different steps. First the analysis of the domain and
second the definition of the different security properties. Although the two steps are out
of scope of this paper we describe them briefly so the reader can understand better how
the Security Building Block Models and the Security Building Blocks provide solutions
to a great number of security properties of different domains. Briefly, the analysis of the
domain checks the possible security threats and security properties of the system. This
analysis provides the necessary information for the definition of the security properties.
Once the security domain expert has the information of the domain, she starts modeling
security properties. Each security property is composed of several elements such as its
threats, assumptions, certifications, V&V (Validation & Verification) elements, etc. After
the security domain expert defines a security property she searches for the SBB model that
can provide a solution. The search of the solution is done by checking the characteristics
of the security property in the list of SBB models. The SBB models are defined by the
security property they fulfill, some requirements of the system (such as the elements they
need in order to work correctly), the domain, etc. When the SBB model is found, it is
attached to the SFP and then linked to the security property. If a combination of SBBs is
needed, a more complex SFP needs to be build and validated / verified within the context
of the DSM.

4 Security Building Blocks

In contrast to a security pattern, one single Security Building Block does not describe a
complex integrated security solution. SBBs should be seen as encapsulated components
that are domain-independent and can interact with other components in order to provide
a clearly defined security service. The concept of abstracting software functionalities in
SBBs can use other SBBs and can also interact with other components in a clearly defined
way. In principle, a SBB can be just a concrete implementation of a security solution.
However, in order to integrate a SBB into the engineering process, a description of the
SBB is required. Here, this description is done in terms of a UML model. Thus, a so-
called SBB Model represents one (or several) instantiations (i.e. implementations) of the
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SBB.

As SBBs may reflect concrete implementations of a Security Solution, they also need to
provide an interface which defines method names and data types used by the SBB. On one
hand this is documentation for the system modeler, to better understand how the SBB can
be integrated in the system model. On the other hand it serves as a concrete specification
how the SBB may be implemented in a concrete realization. In addition to the security
properties (or security service) provided by the SBB, this model also needs to provide
information on preconditions and constraints, as well as on postconditions on the system
that need to be fulfilled after the SBB was applied.

The SBB Meta-model, which is described in detail in Section 4, defines all the different
artifacts and their relationships which were concisely presented in this section.

4.1 The Security Building Block Meta-model

Se = Componsit

composed_of extended by

o SBB_Component_Operation .

apply
SBB_External_Com ponant

use i SBB Interface |

 «Metaclasse
use | | create SBB_Postcondition
0.°] j0."
SBB_Datacontainer
aMetaclasse
inclade 0.° | BB Precondition

Figure 2: SBB Meta-model

The Security Building Block Meta-model (SBB Meta-model), as shown in Figure 2, de-
lineates artifacts and relationships to construct Security Building Block Models (SBBM).
More concretely, the SBB Meta-model acts as a determining factor to depict one or more
Security Building Blocks and their interactions with other artifacts to build a SBBM.

Different artifacts enable the SBBM designer to describe their SBBMs in a concrete way
(as a detailed view of internal SBBM components), but also leave the possibility to de-
scribe interfaces which may be used from a system model. Although a concrete SBBM
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and its SBBs may be used in concrete implementations, its main purpose is helping to
represent Security Properties at the implementation level. These implementations provide
the solutions of the security properties defined in the Domain Security Meta-model. The
solutions are specified by means of Security Patterns.

Each SBBM and so their SBBs comes with its own dependencies and conditions. These
dependencies may be whole system components (databases, key-chains, TPMs or other
external components), simple data structures (cryptographic keys, plain-text / encrypted
data, etc.) or even other SBBs. In a later stage of the development of the SecFutur tools,
all these dependencies should be resolved automatically and imported into the concrete
system model after a Security Pattern is selected as a solution for a specific Security Prop-
erty.

The following presents a more detailed explanation of the artifacts shown in Figure 2.

4.2 Artifacts and Interactions

4.2.1 SBB_Datacontainer

The SBB_Datacontainer artifact is the most general type in the SBB Meta-model. It
is used as a container for any kind of data which needs to be processed by a SBB. It
may appear in the model as an output value of an external component (SBB_External_
Component creates SBB_Datacontainer) or of a SBB (SF_BBM_Building Block creates
SBB_Datacontainer). Additionally a SBB may use it as a input value (SF_BBM _Building
Block uses SBB_Datacontainer).

4.2.2 SF_BBM Building Block

The SF_BBM _Building_Block artifact (SBB) is the key components of any SBBM. SBBs
are used to represent any kind of security-related system components and encapsulate
them in a single artifact which is used in the SBBM. A SBB may be defined broadly in an
early stage of the SBBM and refined more detailed as soon as more information is needed
or provided. Since a SBB may be composed of other SBBs the level of detail may be
increased during the SBBM development process when it is needed or required. On the
other hand it is also common that SBBs are used to compose a more complex SBB. This
is also independent from the level of detail of any single involved SBB and depends only
of the desired level of abstraction of the SBBM. Any artifact from the SBB Meta-model
has at least one direct relationship to a SBB.

4.2.3 SBB_Precondition
A SBB_Precondition is an requirement which specifies under what conditions a SBB may

be applied successfully (SBB expects SBB_Precondition). A single SBB_Precondition rep-
resents exactly one requirement, which may be formal or informal. It is designated that
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for any different requirement a single artifact instance is used. For example if an input
value of a SBB is a cryptographic key the SBB_Precondition may determine that its size
must be at least 128Bit. Additionally another SBB_Precondition may determine that a ran-
dom number for the key generation may only come from a source considered secure (e.g.
”/dev/random” instead of “’/dev/urandom” in Unix Systems). Preconditions can be either
satisfied by other SBBs (to be defined in a SecFutur Pattern) or remain as assumptions for
the final system that need then to be evaluated for the environment the system should run
in. This evaluation of remaining assumptions will be part of a risk analysis. In security
certifications, these assumptions express policies for the operational environment.

4.2.4 SBB_Postcondition

A SBB_Postcondition is a statement that is valid if a SBB is applied successfully (SBB
provides SBB_Postcondition). A successful application implies that any SBB_Precondition
was obeyed. For example a SBB which encrypts confidential data under a given key may
assert that the output data may be protected against eavesdropping. If a SBB has multiple
assertions which become valid after a successful application, each different statement must
appear as a single artifact instance. Again a SBB_Postcondition may be formal or informal.

4.2.5 SBB_External Component

A SBB_External_Component is a system component which must be available for a SBB
to function properly, but lies out of scope of the current SBB or even the SBBM. A
SBB may use the functionality of the external component either by using its function-
ality directly (SF_BBM _Building_Block uses SBB_External_Component) or by using data
structures that are produced by it (SF_BBM _Building_Block uses SBB_Datacontainer cre-
ated_by SBB_External_Component) . If a Security Pattern is selected which involves exter-
nal components the system engineer is informed about what specific external components
are needed. Either the system engineer must provide these components from within their
own system model or they are created automatically represented by additional interfaces
or even concrete implementations. Another possibility is that a SBB_Datacontainer is
used by a SBB_External Component as an input value (SBB_External_Component uses
SBB_Datacontainer).

Additionally an SBB_External_ Component may apply functionalities of an SBB_Internal
Component, by using its SBB_Component_Operations (SBB_External_Component applies
SBB_Component_Operation). For example using a SBB implementation which involves
a TPM, many functionalities are based around the reporting of a system state. To keep
track of the system state, an external component, namely IMA (Integrity Measurement
Architecture) is used. IMA applies an operation of the TPM, which modifies internal
registers in the TPM. These registers, which reflect the current system state, are later used
in SBBs which need this system state for their own functionality. In consequence it is
mandatory to distinguish between external and internal components. Both components
must be available, but an external component represents a part of the system where the
SBBM or a concrete SBB has no direct influence.
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4.2.6 SBB_Internal_Component

The SBB_Internal_Component represents a part of the SBBM which is directly associated
with a SBB over its SBB_Components_Operations. Any internal component consists of
SBB_Component_Operations, which represent a concrete functionality of the component.
A SF_BBM _Building_Block may modify a SBB _Internal Component (SF_BBM _Building -
Block modifies SBB_Internal_Component), which is considered as an unspecified usage of
a SBB_Component_Operation within the SBB.

Additionally a SBB may modify a internal component (SBB_Internal_Component extended
_by SF_BBM Building Block) such that it enhances the functionality of the component.
This operation is also not precise and should be explained in detail depending on the
enhancement (e.g. with additional diagrams or textual).

4.2.77 SBB_Component_Operation

A SBB_Component_Operation is an operation of an internal component which may be ex-
ecuted by a SBB (SF_BBM _Building_Block uses SBB_Component_Operation). This usage
is handled internally in a SBB and is mostly a call of a function or method, provided by a
library of the internal component, which executes the components real operation.

4.2.8 SBB_Interface

The SBB_Interface describes the public interface which may be used by a system engineer
or other SBBs which need to integrate the current SBB. The application of the SBB is
limited to just this specified operations and thus the only way to communicate with the
SBB. The SBB_Interface serves as documentation for the input and output values as well
as the description of the functionality. This information is mandatory for a system engineer
who wants to use SBB in a concrete system model. Additionally the SBB_Interface is
used when SBBs are combined with each other. This aspect is described in more detail in
Section 5.3 and 5.4.

5 Example Model

Assuming there exists a SBB which simply encrypts data by using a symmetric cipher!,
as shown in Figure 3. This SBB needs at least data which should be encrypted (Data) and,
additionally, a key (Key) that is used to apply the encryption. After the data is encrypted
by the SBB, an output value is created which contains the original data encrypted under the
given key (EncryptedData). A system engineer, who wants to integrate SBB_Encryption
in a system model, needs the information about all input and output values of a SBB.

!For the used example a concrete encryption algorithm was intentionally left out. An encryption SBB which
is used in a real world scenario must always specify a concrete algorithm (like AES-128 in CBC mode) or provide
a mechanism to select / propose a proper algorithm.
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Figure 3: Combining SBBs

Although the SBB Meta-model defines the general type SBB_Datacontainer, it is necessary
that the specific supplied input and output data to any SBB is specified concretely in a
SBBM.

5.1 Interfaces for SBBs

Each SBB consists of an interface which may be used in a system model to apply the func-
tionality of that specific SBB. In this example the input values dat a and key are parame-
ters to the encrypt () method. This method results in the output data EncryptedData.
Figure 3 shows the EncryptionInterface of the Encryption SBB. More details on
interfaces can be found in Section 5.4.

5.2 Preconditions and Postconditions

Describing a SBB only with its input and output values is insufficient in most cases. There-
fore two additional artifacts are used to describe so-called Preconditions and Postcondi-
tions. Both conditions are optional and should only be used if there are concrete conditions
for the described SBB. Using conditions to describe under which circumstances a software
component may be executed and what it provides, is based on the concepts of Design by
Contract. Two interesting works [Mey92, Mey97] describe how these conditions can be
applied in software design and development.

A Precondition always describes restrictions, which need to be fulfilled, before the SBB
may be applied successfully. Thus they represent a requirement information for the system
engineer. In this example, as shown in Figure 3, the SBB_Precondition states that the key
used for the encryption must be at least 128 Bit. If the system uses a key that does not meet
this precondition the successful application of the SBB is not guaranteed and therefore the
postcondition is not provided. In consequence this means that the system engineer is
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forced to fulfill all the preconditions of any used SBB in order to obtain the postconditions
they provide.

On the other hand a SBB_Postcondition describes what the SBB provides if applied suc-
cessfully. In this example the SBB_Postcondition_Confidentiality states that Encrypted-
Data is now encrypted under a specific key and may only be decrypted if the same key is
used. Furthermore it states that an external observer is not able to gain any information
about the submitted original data.

If a system modeler now uses EncryptedData (e.g. send it to another system component
or over a network device), he is assured that no one without the specific key is able to use
the submitted data in any way to gain access to its original plain-text content.

5.3 Combining SBBs

It is also possible that SBBs are combined with other SBBs to enhance and encapsulate
functionalities. There are different ways to express such a combination. One way is to
use domain-specific SFPs to define the combination. If the combination results in another
domain-independent security functionality, it can be useful to describe the combination as
another (more complex) SBB. In all cases, the combination needs to be be validated or
verified by security expert. If detailed enough and if a formal (or operational) semantic is
provided, the SBB model can be the foundation for a rigorous verification. The following
paragraphs concentrate on the creation of new SBBs by combining existing SBBs.
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Figure 4: Combining SBBs

Figure 4 shows the case where the output of the Encryption SBB is used in another SBB
(SignedEncryption) which generates a signature for that data. The include statements
states that the interface for SignedEncryption also accepts the input values from the En-
cryption SBB. Additionally both SBBs are bound through the EncryptedData data-
structure. .

Another approach to combine SBBs, as shown in Figure 5, is to use two independent SBBs
and include both in an additional SBB. There exist two SBBs, one (Signature) generates
a signature of any arbitrary data and the other one (Encryption) encrypts any arbitrary
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Figure 5: Creating new SBBs by Inclusion

data. Both SBBs may be used independently from another. Both SBBs are included
in a third SBB called SignedEncryption. This SBB now uses the SBBs (Signature and
Encryption) to generate also an SignedEncryptedData data-structure. While in both
cases the resulting data-structures are semantically the same, both modeling approaches
are different. In the latter case the SignedEncryption SBB is not directly bound to the
EncryptedData data-structure, which means that EncryptedData is no valid input
parameter for this SBB by default. (In this example it might be legal to add a separate
method which also accepts EncryptedData as an input parameter. This decision is left
to the SBBM designer and depends on the concrete SBB.)

5.3.1 Aggregation of Conditions

Another important aspect while composing SBBs is that postconditions are aggregated.

Figure 6 shows a general architecture of SBBs and how the aggregation takes place in
deeper and nested hierarchical structures.

Whenever a SBB is aggregated of one or more SBBs (SBB_3 includes SBB_1 & SBB_2
and SBB_4 includes SBB_3) the including SBB (aggregate) also provides all postcondi-
tions of its included SBBs (parts). The table from Figure 6 shows all SBBs and their

provided postconditions, where ”0” marks an indirect aggregated postcondition, ”x” a di-
rectly aggregated postcondition and ”-” that no postcondition is adopted.

An aggregate itself may always add additional postconditions, as shown for SBB_3 in
Figure 6, but these direct postconditions do not affect the postconditions of its parts.

When working with SBBss in a specific system model, this means that a SBB may be
substituted by a SBB which is deeper nested in the same hierarchical aggregated struc-
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Figure 6: Conditional Aggregation

ture (covariant behavior [Car88]). For example SBB_2 may be substituted by SBB_3, but
SBB_3 must not be substituted by SBB_1 or SBB_2.

Moreover, it is also possible to substitute a SBB with another independent SBB that is not
even in the particular hierarchical aggregation structure (the one of the original SBB). The
explanation for this property is that if two distinct and independent SBBs provide the same
postcondition, they can be substituted by one another.

For preconditions the same methodology may be used. As long as a particular hierarchical
aggregation structure is observed the preconditions of any SBB in that structure stay the
same. As soon as a distinct and independent SBB is able to substitute a SBB (by satisfying
the original postcondition), the preconditions may be different to any of the preconditions
of the substituted SBB. This means that if a SBB provides the same postcondition, but
with totally or partially different preconditions, it may be used though.

While composing SBBs it is possible that postconditions are aggregated which contain
contradictions. Assuming that the postcondition P_3 is the contrary of P_1 (P_3 =!P_1).
This would mean that SBB_3 has both P_1 and !P_1 as a postcondition.

In general, SBBs provide a process to systematically aggregate postconditions and prop-
erties. However, as security is not composable in general it cannot be concluded that
the aggregated set of postconditions is actually satisfied for the combined SBB. There
is no generic approach to verify these postconditions as this verification strongly depend
on the particular properties expressed and on the character of the security functionality
represented by the SBB. The SBB expert is responsible to provide evidence that the com-
bination is correct. This evidence can range from best-practice or knowledge of the expert
to results of a formal verification.
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5.4 Interface from System Model to SBBM

A crucial part in the modeling of SBBs is the definition of an interface. This interface is
used either from a system engineer who integrates a SBB into the system model or used
to interconnect SBBs within the SBBM itself. The interface is the only visible part and
thus the only way to communicate with the SBB. This means that if a SBB is applied in
a system model the system modeler may only interact with the specified methods of the
building block. While this is the standard procedure how interfaces are used in general,
it is a crucial requirement as a SBB expert has to consider the interfaces when designing
SBBs.

While a SBB itself provides a solution for a specific security requirement, there may also
exist different SBBs solving the same requirement but with different other components
involved. As long as the interface of any different SBB is equal, the SBB is easily ex-
changeable during the development process.

6 Conclusion

The creation of a security model for a system is a very complex task due to the different
security requirements, constraints, functionalities, etc. The security engineering process
and security building blocks described in this paper helps developers in creating a security
model that fulfills all the security requirements of a domain-specific system using security
properties and the security building blocks that implement them. Currently, the process
is been applied to several use cases of different domains in the SecFutur project, showing
good results in each of them.

The SBB Meta-model and the SBB Models as provided in this paper provide one possible
approach towards exact specifications of security solutions and their integration into secu-
rity engineering processes. A validated security solution can be described in a way that
preconditions, constraints, dependencies, etc. are exactly expressed and considered in the
integration of the SBB into a system.

The next step in this work is to enhance and update the security engineering process with
security patterns (that will describe how to create a solution for complex security proper-
ties), create certification for the models and increase the DSM online repository with more
artifacts. Regarding the SBBs, the next steps are to integrate the concept of SBBs with
the SecFutur CSM and DSM and describe domain-specific integrations of SBBs for the
realization of more complex security properties.
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Abstract: Product line engineering and safety engineering for software address
current challenges in the development of software-intensive, safety-critical
embedded systems. The two engineering disciplines have different goals and the
approaches for achieving these goals have been created independently from each
other. For this reason traditional safety engineering methods do not fit to
traditional methods for software product line engineering. The research project
“Safe ReSA (Safe Reusable Safety Artifacts)” between the Fraunhofer IESE and
Siemens AG has the goal to extend traditional safety engineering methods so that
safety engineering can be applied to the reusable artifacts that are created in
product line engineering. Sequentially, we present how we extended methods for
analyzing cause-effect relation between failures, for developing a safety concept
and a safety case. Additionally, we present lessons learned from industry projects
and our tool for applying the extended methods to complex real world systems.

1 Introduction

Product Lines Engineering (PLE) is an important development paradigm allowing
companies to realize order-of-magnitude improvements in time to market and other
business drivers. All PLE approaches have at least three things in common. First, they
try to maximize the benefits of reuse. Second, they try to support reuse by separating and
modularizing development artifacts. Third, they use model-based methods in order to
achieve a certain degree of formality in the modularization of development artifacts.

545



Safety PLE focuses on reuse and modularization of artifacts from safety engineering.
The safety artifacts include safety analysis results, the safety concept and the safety case.
Safety analysis results describe cause-effect relations between failures. They are the
input for deriving a safety concept because the safety concept explains all safety
measures for breaking cause-effect relations between failures. The safety concept is in
turn the input for the safety case, i.e., a defendable argumentation why the system is safe.
Due to the dependencies between the three types of safety artifacts, we started with the
modularization of safety analyses. In a next step, we integrated the modular safety
analyses into development artifacts in order to apply them in a PLE context. Afterwards,
we modularized safety concepts in order to support reuse. In the ideal case, it is possible
to reuse some “safety element out of context”-safety concepts in order to build a new
safety concept. The modularization of the safety concept is the basis for the
modularization of the safety case because the safety case is an extension of the safety
concept. It extends the safety concept with some evidences for the correct
implementation of safety measures. In order to get from a modular safety concept to a
modular safety case, it is necessary to formalize evidences and to attach them to the
safety concept. The formalization and modularization of safety cases is the basis for
checking automatically whether a composition of components is safe in a certain
context. For a system with a predefined limited context this could enable a generation of
a safety case at design time. Further, it is a powerful means for assuring safety in spite of
openness. New technologies enable Car2Car communication or other things that make it
impossible to safeguard all possible interaction scenarios at design time. A formal
modular safety case could generate at runtime safety assurances according to the
concrete runtime situation. However, “safety element out of context”-safety concepts,
modular safety cases and safety cases for open adaptive system belong so far to
challenges of future work.

This article presents results from our project “Safe Reusable Safety Analysis and
Arguments” (“Safe ReSA”) which aims at a holistic approach for safety PLE. It explains
the evolution of our safety PLE approach and our lessons learned from applying the
approach in industry projects. It is structured as follows. First, it presents the
modularization of the fault tree analysis technique. Second, it explains how we
integrated the modularized fault trees into system models in order to apply the modular
fault tree analysis in a PLE context. Third, it presents how we formalized and
modularized safety concepts. Based on this, it discusses challenges concerning the
formalization and modularization of safety cases. Finally, it concludes with our lessons
learned from applying safety PLE in industry projects and summarizes the benefits from
our work.

2 Modularization of fault tree analysis
A popular safety analysis technique in safety engineering is Fault Tree Analysis (FTA).
The modularization of FTA started in 2003 [KLMO3]. The modularized fault trees are

called component fault trees (CFTs). A CFT describes the relation between some output
events and some input events. The relation is modeled in the same way as a normal fault

546



tree. CFTs can be composed by connecting the output events of one CFT with the input
events of another CFT.

For implementing the CFT approach, we choose the UML-tool “MagicDraw” (MD, see
[Mal3]) as modeling front end. MagicDraw supports the definition of domain specific
modeling languages by adapting typical Unified Modeling Languages. We choose
MagicDraw, because it is easy to change the modeling approach if it turns out that it
does not fit to the capabilities of the modelers. In [ADH10], it is described in more detail
how we integrated CFTs in MagicDraw.

Figure 1 shows a screenshot of a CFT in MagicDraw. The black triangles are output
events. The yellow triangles are input events. If one goes into the CFT, the internal view
shows how the two output events are caused by the input events and some internal
events which are not visible from the external view.

For evaluating CFTs, we implemented interfaces to different calculation engines. For
instance, we implemented a backend to the Siemens’ proven-in-use calculation engine
Zusim. This enables us to apply novel modeling concepts in industry projects.
Additionally, we implemented an own calculation backend in order to add calculations.
For instance, we added calculations for weighing minimal cutsets according to their
criticality, for considering the systems’ lifetime, for handling loops in models and for
differentiating between several instances of one component and repeated elements. The
enhancement of calculations was supported by the flexibility of MagicDraw, because it
was easy to adapt the modeling language in cases where additional calculation input was
required.
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Figure 1: FTA component

3 Application of modular fault tree analysis in product line
engineering

In industrial projects, we observed that modelers structured CFTs according to the
system. A CFT typically referred to a function, a hardware component or a software
component. For instance, the CFT in Figure 1 refers to the function processing in
Figure 2. The two inputs events of the CFT refer to failure modes of the input signal
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fet_proc_in and the two outputs events refer to failure modes of the output signal
fct_proc_out.

fet_proc_in «Componentinstances fot_proc_out
processing

Figure 2: Functional component

The relation between a CFT and development artifacts helps to understand the CFTs and
to keep them consistent to the system model. However, we observed that it was effort-
intensive to keep the CFTs consistent to the system model. For this reason we integrated
CFTs into the blocks of a block definition diagram. The blocks have input ports and
output ports. As illustrated in Figure 3, the integration of CFTs was achieved by
connecting every input event to exactly one input port and by connecting every output
event to exactly one output port. Every event describes a failure mode of the signal that
is exchanged via the port. The semantics of the signals depend on the semantics of the
blocks. The blocks can represent functions, software components, or hardware
components.
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Figure 3: CFT of the functional

If blocks refer to functions then the block definition diagram explains how a composition
of functions realizes some “features”, i.e., user-perceivable pieces of functionality.
Features are an important aspect of PLE, because a product in a product line is often
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considered a set of features. In order to apply the Component-integrated Component
Fault Trees (C’FT) in a PLE context, we developed a C*FT modeling method for
modeling the cause-effect relation between failures of functions and failures of features
[AKS12].

We applied the C’FT approach in many different industry projects. The integration
reduced the modeling effort because the information about the system structure does not
have to be modeled. Once the components are defined, analysis about the propagation of
failures can be based on the interfaces defined in the functional model. This method may
not only present interactions that would not have been obvious without the functional
model, but can also help identify assumptions of failure propagation that are incorrect
since for example the needed interface to enable this kind of failure is not existing
according to the model. The result can be a highly complex fault tree providing a rather
detailed representation of the analyzed system. Because of the different layers of
representations of the system, the complexity becomes easier to manage than if only a
single fault tree was used. For this reason, the integration of CFTs contributes to the
comprehension of the cause-effect relation between failures and to the consistency
between the cause-effect relation and the system models.

4 Modularization of safety concepts

After solving safety PLE issues concerning FTA, we focused in the project SafeReSA on
the concept of safety validation. Safety validation covers all aspects of the safety
process. It starts with the definition of safety goals and ends with the verification
showing that the goals are met. In addition, not only technical aspects are considered, but
also the process of quality and safety management itself has to be documented. Usually,
the documentation of the safety validation is realized with Word files and Excel lists.
Plain text is suitable for arguing the appropriateness of process quality and safety
management. It is, however, very complex to explain the implementation of the safety
goals with plain text. For coping with this complexity, one can use the Goal Structuring
Notation (GSN, see [ACC11]). The GSN makes it possible to model how safety goals
are iteratively broken down to safety sub-goals. However, the GSN provides no means
for modularizing a safety concept and for linking the modular safety concept parts to
reusable elements of PLE.

The idea in SafeReSA was thus to adapt GSN in order to model modularly safety
concepts of reusable elements. For this purpose we developed first a GSN-like notation
called “Safety Concept Tree” (SCT) [DFKO09]. The root of a SCT refers to a safety goal.
The SCT describes how this top-level safety requirement is refined by other safety
requirements. A refinement is modeled with two simple gates. The first one is the AND-
gate. When a requirement A is refined with an AND-gate into a requirement B and a
requirement C, this means that requirement A is fulfilled when requirements B and C are
fulfilled. The second gate is called decomposition gate (D-gate). When a requirement A
is refined with a D-gate into a requirement B and a requirement C, this means that
requirement A is still fulfilled, even if either requirement B or requirement C is not
fulfilled. The gate is called decomposition gate as it is used to model the decomposition
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of integrity levels. The idea behind the decomposition is to implement both refined
requirements in order to create redundancy. As a consequence, the decomposed,
redundant requirements can be implemented with a lower integrity level. In order to
modularize a SCT, we introduced Safety Concept Parts (SCP). A SCP comprises
guaranteed safety requirements (or simply guarantees), demanded safety requirements
(or simply demands) and some Boolean gates for explaining the relation between
guarantees and demands. Guarantees and demands of a SCP can refer to guarantees and
demands of a component or a function. In this case it is desirable to have a formal link
between the SCP and the development artifact. For this reason, we integrated the SCP
into the blocks of a block definition diagram.

Figure 4 illustrates the SCP of the function processing in Figure 2. The SCP has two
guarantees assuring that the output signal fcz_proc_out has none of the two failure modes
that are described in the CFT in Figure 1. The reason why the two guarantees are not
collapsed to one guarantee is that they are provided with different integrity levels. As
each failure mode of the output signal fct proc_out can be caused by another failure
mode of the input signal fct proc_in, the SCT has two demands assuring that the input
signal fct_proc_out has none of the two failure modes.
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Figure 4: Component representation in safety concept view

We evaluated the modularized and component-integration safety concepts in several
industry projects and observed several benefits. First, the modularization and
component-integration contributes thus to the comprehensiveness of the safety concept.
Even someone, who was not involved in the process of developing the safety validation
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at all, can capture its content and reasoning more quickly visually than by having to read
through many pages of several documents. A second benefit is that it is easier to keep
the safety concept consistent to the system models. Consistency is obviously supported
by the component-integration because some inconsistencies are avoided by the modeling
language. For instance, whenever a block is removed from the diagram its related SCT is
automatically removed. However, even the normal SCTs which are not component-
integrated contribute to consistency, because any kind of documentation can be
referenced from a SCT (e.g. via a hyperlink). If someone works with a document or
creates a new one, it can be linked to the SCT and everyone else will work with the
linked document. Since there should be only one link, confusion about different versions
of the same document can be greatly reduced. The next user working with the model will
automatically use the latest link, without the need to make sure first, that he is working
on the latest version of the document he expects. Since files can be linked to the SCT
using hyperlinks, any type of data can be attached.

The mentioned benefit for better comprehension is of course not only true for people
building the safety concept, but also for the experts that need to assess it (e.g.
independent assessors, notified bodies, etc.). Specific questions can be answered directly
without flipping through many pages of documentation. In addition, once a certain part
of the validation is completed, it can already be assessed, even if the whole analysis is
still lacking some inputs. Whether this different approach will be feasible will also
depend on the assessor and his commitment to perform modular assessments.

5 Challenges

Our modularization and component-integration of fault trees and safety concepts provide
a good basis for safety PLE. However, there are still some challenges that have to be
resolved for developing a holistic safety PLE approach from our model-based
modularization and component-integration of fault trees and safety concepts.

The first challenge is to optimize reuse of component-integrated component fault trees
and component-integrated component safety concept trees. The difficulty of reuse arises
from the fact that safety is a property of the overall system. If a component is reused for
realizing a new feature of the system, it is not self-evident that its related fault tree and
its related safety concept can be reused. In particular the reuse of the safety concept is
strongly limited because safety requirements are more detailed than failure modes. For
instance, a common failure mode for a signal is too late. The cause-effect relation
between foo late failures of input and output signals has reuse potential as it is not
defined how much too late. Considering a safety requirement for safeguarding a too late
failure, it is necessary to define precisely in which time frame the signal has to be
provided by the component. In case that the guaranteed time frame is quite large, it is
likely that the guarantee is not sufficient in a new system context. Consequently, the
safety concept cannot be reused. It is often very complex to check which safety models
can be reused and which have to be adapted or totally rebuilt. This complexity increases
if reasoning is tied to certain constraints, which need to be fulfilled to ensure the
consistency of the safety argumentation. The obvious procedure would be to take the
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component with its defined interfaces from the original safety validation, to transfer it
into the new analysis and then to investigate, how the constraints fit in with the new
validation. Depending on the amount of constraints, checking each of them one by one
can lead to a rather high effort. This can result in a highly ineffective procedure since the
outcome may be that none of them are relevant anymore. One approach to address this
issue would be, to only allow a set of fixed interfaces, which are mandatory to all
components used. While this would certainly ease integrating reused components into
new analyses, it would at the same time decrease flexibility significantly and therefore
limit new approaches of application.

The second challenge concerns the transition from a modular component-integrated
reusable safety concept to a modular component-integrated reusable safety case. In the
ideal case it is possible to extend a safety concept with evidences and to generate a safety
case from the extended safety concept. However, it is even a challenge to come up with a
semi-automated approach where only parts of the safety case are generated. Complete
automation is the basis for the big future challenge to generate safety cases at runtime.
This future challenge has to be solved in order to deal with the ever increasing openness
of systems. Openness due to things like car2car-communication makes it impossible to
consider all possible runtime situations at design time. Consequently, safety assurance
has to be shifted from design time to runtime. The generation of safety cases at design
time is a first step in this direction.

6 Conclusion

Addressing safety cases using a model based approach is a well established research
topic, which has led to several publications in recent years (see e.g. [ADH10], [DFK09],
[AKS12]). The following chapters describe some examples of new challenges faced and
benefits seen putting the academic approaches into practical use.

6.1 Lessons learned

Putting the model driven safety case to practical use gave us additional input into the
matter, raising new challenges:

Necessity for precise definition of safety goals: Fairly quickly it became clear that
imprecise safety goals will complicate the modular approach for a safety case. The
main reason for this is that it is often almost impossible to derive sub safety goals
from a safety goal that does not precisely state conditions to be fulfilled. On the other
hand, practical experience has shown that often safety goals tend to be formulated in
a generic way, which often complicates proving its fulfillment. A paper addressing
the aspect of the quality of safety goals is soon to be published. This also leads to the
next observation:

Quality and readability of argumentation depends strongly on experience of the safety
responsible: If the safety responsible has broad knowledge in the field of safety cases
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and years of experience to fully compose a safety case, Safe ReSA can be a good
support to document the safe development. However, if the responsible is rather new
to field of safety, he may finally come to the same conclusion, but it may take him
longer to get there. However, the first experiences have also shown that although a
model based approach for a safety case is a rather new concept, the learning curve is
quite steep.

6.2 Benefits

Putting the tooling into practical use had immediate positive effect on one of the first
projects, where it was applied:

Use of different calculation engines: The possibility to use different calculation engines
enabled the possibility to verify the results of the analysis. This added greatly to the
confidence in this new approach. Additionally it enabled safety experts to switch to
the new tooling without the need to switch to a new, unknown and not yet certified
calculation engine.

Systematic identification of needless measures: Due to the formal approach of modeling
functionality, safety concept trees and CFTs, already planned measures could be
identified, which were not needed to reach the safety goal and could get removed.
Since these measures would have meant implementation of software on two different
subsystems with intricate communication between the two of them, a significant
development effort could be saved.

High acceptance with customers: All customers, who got in contact with the graphical
representation of the safety cases composed for them embraced the new approach.
According to them, grasping even complex matters by seeing them in a graphical
display made understanding them much easier, in contrast to having to read the same
information in textual form.
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Eine Promotion ist in aller Regel eine Einzelleistung, auch wenn man mit vielen
Kollegen zusammen in einem Forschungsprojekt arbeitet. Fragen, die sich
Promovierende stellen und auf die sie Antwort suchen, sind beispielsweise: Wann weif3
ich endlich genau, was das Thema ist? Komme ich ziigig genug voran? Sind meine
erzielten Ergebnisse schon ausreichend fiir eine Promotion? Natiirlich ist dafiir der
betreuende Professor oder die Professorin der wichtigste Ansprechpartner.

Ein Doktorandensymposium bietet in diesem Rahmen die Gelegenheit, die eigene
Situation zu reflektieren, vor anderen den Stand der Arbeit zu préasentieren und — nicht
nur bezogen auf die Inhalte, sondern auch auf die Darstellung und die Herangehensweise
— Riickmeldungen von anderen Promovierenden zu bekommen, denen es oft ganz
dhnlich geht.

Doch damit nicht genug: Andere Professoren aus dem eigenen Forschungsbereich
beurteilen die eingereichten Forschungsskizzen und kommentieren sie. Sie geben Tipps
und Hinweise, die die Kandidaten spéter beriicksichtigen konnen. Diese zusitzliche
professorale Perspektive hat den Vorteil, dass die Relevanz des Themas und die Klarheit
der eigenen Darstellung nicht nur von eigenen Kollegen betrachtet und bewertet wird,
die mit dem Thema oft sehr gut vertraut sind. Wir danken unseren Kolleginnen und
Kollegen fiir die Bereitschaft, durch griindliche Reviews und hilfreiche Kommentare
allen Einsendern wertvolle Riickmeldung zu geben.

Nicht alle Bewerber und Bewerberinnen konnten ins Symposium aufgenommen werden.
Nur wenn ein Thema schon erkennbar, aber noch nicht abschlie3end bearbeitet ist, kann
man vom Doktorandensymposium optimal profitieren. Und auch die anderen Teilnehmer
profitieren, wenn das Niveau einigermallen vergleichbar oder sehr unterschiedlich ist.
Wir haben fiir das Doktorandensymposium der SE 2013 eine Reihe interessanter
Beitrige erhalten. Die passendsten davon haben wir zu einem Vortrag eingeladen. Sie
werden Riickmeldung erhalten, aber auch geben.

Wir hoffen, dass dieses Doktorandensymposium allen Teilnehmerinnen und

Teilnehmern hilft, die eigene Selbsteinschédtzung zu kontrollieren, und Impulse fiir die
weiteren Schritte zur Promotion gibt.
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Abstract: Designing transactional software which operates not only in a timely fash-
ion but also preserves data consistency is challenging. While it is easy to preserve
data consistency by choosing a high isolation level, this can quickly become a per-
formance bottleneck due to limited concurrency. Conversely, relaxing the isolation
between concurrent transactions may lead to data inconsistencies. Solving this trade-
off systematically requires quantitative knowledge on the relation between transaction
performance and the likelihood of data consistency violations under a given isolation
level. Architecture-level performance prediction is a promising approach to address
the first half of this trade-off but often neglects the influence of transactions. The sec-
ond half—data consistency—is not addressed at all by existing approaches. Therefore,
we plan to integrate transaction modelling into the Palladio approach for component-
based software quality prediction. This creates the opportunity to predict not only
performance metrics more accurately, but also to estimate data consistency violations.

1 Introduction

Transactional software is built to support use cases where data inconsistencies are intolera-
ble or acceptable only to a certain extent. Transactions serve as a bundling mechanism for
operations to be executed in an atomic, consistent, isolated and durable (ACID) fashion.
Transaction isolation (the “I”” in ACID) ensures that concurrent transactions do not affect
each other concerning the data they access, or that at least the mutual influence is limited
to a specified level—the so-called isolation level. For almost any relational DBMS, one
can adjust the isolation level: globally for all transactions, per database session or even on
a per-transaction basis.

Relaxing isolation is popular for optimising performance. Higher performance, however,
comes often at the expense of data inconsistencies. This trade-off becomes apparent espe-
cially for the highest level of isolation: serialisability. Under this isolation level, concurrent
transactions never interfere on a functional level. The database state resulting from execut-
ing two transactions ¢; and ¢y concurrently must have the same effect as executing them
in a serial order; i.e. executing first ¢; followed by ¢, or vice versa. This inherently limits
concurrency, mostly due to locks on shared data items. Serialisability, however, prevents
all kinds of consistency violations due to concurrent data access including the well-known
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dirty read and lost update anomalies. When choosing a relaxed isolation level, one must
be well aware of potential data inconsistencies.

It is up to the software engineer to balance the transaction design between high perfor-
mance and high consistency. For this, it is essential to understand how design alternatives
influence performance and consistency. Design alternatives for transactions include trans-
action boundaries, database statements issued within these boundaries, the isolation level
as well as the database schema.

Architecture-level software quality prediction is a promising approach to obtain quality
metrics, on which design decisions can be based upon. For this, we plan to use the Palladio
approach for component-based quality prediction [BKR09] as a foundation. Our goal is
to integrate transaction modelling into the Palladio approach to obtain transaction quality
metrics. These include throughput, abort and retry rates, as well as the degree of data
consistency.

The scientific contribution of our research is a model-based approach for transaction qual-
ity analysis, integrated with architecture-level quality prediction. The envisioned approach
includes a meta-model for transaction modelling, along with a corresponding model solver
for predicting transaction quality metrics.

2 Research Goal and Questions

With our research, we intend to support software engineers in designing responsive yet
consistency-preserving transactional information systems. We assume a component-based
development process (cf. [KHO06]) because it is well-suited for quality analyses [KBHO7].
In our envisioned approach, component developers specify for each component its trans-
actional behaviour—however, without having to provide each database statement in its full
depth. Instead, a suitable abstraction is used. A model solver such as a simulator operates
on these specifications to analyse how assembled components in a system influence each
other. The solver yields predictions on the overall system performance and on the degree
of data consistency.

The sketched approach raises various research questions, which are presented below. These
questions mainly focus on performance influences of transactions while a detailed discus-
sion of consistency is left for future work. Each research question comprises a motivation
and a suggested solution. More details on the overall approach can be found in Sec. 3.

RQ1: What are the major performance factors of a transaction? For creating a suit-
able performance abstraction of transactions, it is vital to understand what factors influence
a transaction’s performance the most, and how they interact. We distinguish between fac-
tors stemming from a developer’s design space, the deployer’s configuration space, and
performance factors due to concurrency. Design related factors are transaction bound-
aries, the complexity of encapsulated database statements and the isolation level under
which these statements operate. Configuration related factors stem from the choice be-
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tween different database management systems and from rich configuration options thereof.
Concurrency factors include lock contention for database objects (e.g. tables, rows or in-
dices) and contention for processing resources such as processors and storage devices.
Contention is basically caused either by concurrent transactions or by competing software
systems deployed along with the database on the same physical or logical machine.

Not all factors and interactions between them can be studied in the given timeframe, which
makes a preselection inevitable. The selection process will favour design related factors
since our goals in particular include early feedback on the quality of transaction design.
Taking these factors as a starting point, we investigate their interrelation using two trans-
action processing benchmarks, TPC-W'! and Apache Day Trader?. For automated and sys-
tematic experiments, we employ the SPA benchmark harness®. Initial experiments show
how an increased abort rate due to serialisability leads to a significant drop in throughput.

RQ2: What is an appropriate abstraction level for modelling transactions? The
purpose of this research question is to find a good balance between ease of modelling
and prediction accuracy. A detailed model is hard to create in early development stages
since many details are not known yet; it may, however, yield accurate predictions. By
contrast, a highly abstract model is rather easy to create, e.g. from previous experience,
but likely reduces prediction accuracy due to neglected factors. An example of a highly
abstract model is the mere number of database statements issued by a single transaction;
read versus write access is neglected as is the statements’ complexity. An example for
a detailed model is a full-fledged logical database schema along with a statistical data
distribution per table column.

For specifying transaction boundaries and the isolation level, there is not much space for
abstraction and we do not see a need to do so. Finding an appropriate abstraction for
database statements is more challenging. We believe that probabilistic modelling may
be well suited. For each database statement, the software engineer would characterise a
number of parameters (e.g. read versus write access and read selectivity) using random
variables. For example, one could specify that the customers table is read in 80% of the
cases and written in the remaining cases; the selectivity of a read access could be set to
10%. An accompanying schema specification characterises the customers table in terms
of its size. On this basis, a model solver could reason on the probability for a read-write
conflict under a given concurrency level.

RQ3: How can transaction modelling be integrated with architecture description lan-
guages? As has been motivated before, we plan to base our approach on the existing Pal-
ladio approach. The Palladio approach includes the Palladio component model (PCM)—a
meta-model for component-based software architectures—along with various analytical
and simulative solvers capable of predicting the performance for instances of the PCM.
Much research effort has been spent to make the PCM a conceptually clean language for

Uhttp://www.tpc.org/tpew/
Zhttps://cwiki.apache.org/GMOxDOC20/daytrader.html
3http://sdqweb.ipd.kit.edu/wiki/Storage_Performance_Analyzer
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architectural descriptions while being at the same time suited for different quality analyses.
Preserving these properties throughout the process of integrating transaction modelling is
challenging and is addressed by this research question.

Integrating transaction modelling means to extend the expressiveness of the PCM by intro-
ducing additional metaclasses on the metamodel level. For transaction demarcation, one
could think of three additional actions BeginTX, CommitTX and AbortTX integrated into
PCM’s control flow abstraction. In between, a DatabaseStatement might issue a database
demand similar to plain resource demands in the PCM. The database statement will likely
be aligned with SQL statements but is in no case a full-fledged SQL statement.

RQ4: How can transaction-oriented quality prediction and architecture-level quality
prediction be combined? Several analysis approaches exist for performance prediction
based on a PCM model. Analytical approaches include layered queuing networks and
queuing Petri nets. Simulative approaches include discrete-event simulators pursuing a
generative [BKRO9] or interpretive [MHI11] approach. These solvers differ in expres-
siveness imposed by the underlying formalism, but also in maturity and coverage—some
support just a subset of the PCM meta-model.

One of the main arguments for analytical approaches is their speed, which usually out-
performs simulative approaches by magnitudes; however, at the cost of limited predictive
power due to what is called the state space explosion problem. If one of the analytic ap-
proaches proves to be sufficiently powerful, we will stick to it for predicting transaction
quality metrics. Otherwise, discrete-event simulation will serve this purpose.

3 Envisioned Approach

The artefacts involved in our approach and their interrelation are depicted in Fig. 1. The
central component is the transaction simulator, which imitates a DBMS’s transaction man-
ager. Supplied with a transaction model and a DBMS profile, the transaction simulator
predicts transaction quality metrics, including throughput, abort rates and the likelihood
for various consistency violations.

The transaction model contains abstract behaviour characterisations for each transaction to
be simulated. An example characterisation is the probability to access a certain database
table, along with the total number of database accesses issued by that transaction. The
transaction model references elements from the architecture model to allow for assigning
transactional behaviour to certain architectural entities like a component specification.

The DBMS profile takes into account that transaction managers (TM) behave different,
leading to different implications on performance and consistency. A locking-based TM,
for instance, differs fundamentally from a TM based on multi-version concurrency control
(MVCC); while the former acquires read locks in most isolation levels, the latter avoids
read locks entirely. Even in the class of locking-based TMs, there are wide differences in
the granularity of locks. While one TM features a sophisticated lock hierarchy, another
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Figure 1: Artefacts in our approach and their interrelation. Dashed boxes indicate existing artefacts.

TM operates with fine-grained row-level locks only. This is why the transaction simulator
is parametrised by a DBMS profile, which captures the characteristics of a DBMS. This
way, the DBMS profile factors out product specifics from the transaction simulator.

To obtain system-level predictions, we integrate the transaction simulator into an existing
but slightly modified software architecture simulator. For this, we use one of the sim-
ulators developed in the scope of the Palladio approach, e.g. EventSim [MH11], which
has been specifically developed for extensibility. The architecture simulator expects two
inputs: a PCM software architecture model, whose expressiveness is enhanced by the
transaction model, and a corresponding PCM usage model. The software architecture
model specifies the components and how they are assembled and deployed; the usage
model specifies common use cases (called usage profiles), i.e. the workload. Whenever
the architecture simulator encounters a transaction, it delegates the responsibility to the
transaction simulator. This way, the usage profile propagates through the architecture
down to transactions, where the transaction simulator keeps track of transaction-induced
contention such as lock contention.

4 Related Work

A general overview of software performance evaluation (SPE) is provided in [BDMIS04].
SPE for component-based systems is surveyed in [Koz10]. From [Koz10], it becomes
apparent that performance prediction approaches with a focus on middleware (includ-
ing transactions) often neglect the influence of business logic and vice versa. A notable
exception is the work by Menascé and Gomaa [MGOO], who predict performance of a
transaction-intensive client/server system. Using their CLISSPE language, they create de-
tailed models of transaction behaviour along with information on the database schema and
the DBMS. The high level of detail, however, makes it difficult to use their approach in
early development stages. Data consistency prediction is covered by a few publications,
e.g. [FGAQ9]. However, we do not know of approaches aimed at predicting data consis-
tency on the system level.
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5 Conclusion

In this paper, we argued for representing transactional behaviour explicitly in approaches
for software quality prediction. Such an integrated prediction creates the opportunity to
predict not only performance metrics more accurately, but also provides an estimate of data
consistency violations. These metrics are supposed to help software engineers in finding a
suitable balance between performance and data consistency. We base our approach on the
existing Palladio approach for component-based software quality prediction, which has
been successfully applied in a number of case studies.
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Abstract: Domiénenspezifische Sprachen unterstiitzen die Modellierung von
Konzepten einer bestimmten Domine. Mit Blick auf die Formulierung von
Ausdriicken beschrinken sich textuelle DSLs allerdings héufig auf die
Unterstiitzung von primitiven Typen und Aufzahlungstypen. Fachliche Konzepte,
wie Geldbetriage oder Postleitzahlen, die zeit- und zustandslos modellierbar wéren,
sind nur schwer in eine DSL zu integrieren. Dieser Beitrag stellt Ansdtze vor, um
die Ausdruckskraft von DSLs um benutzerdefinierte Werttypen zu erweitern.

1 Ausgangssituation

Domdnenspezifische Sprachen (DSL) versprechen mit ihrer limitierten Ausdruckskraft
und ihrem Fokus auf eine bestimmte Doméne Vorteile gegeniiber allgemeinen
Programmiersprachen wie z.B. Java. Dazu gehdren eine héhere Produktivitit in der
Programmierung, geringere Wartungskosten und eine verbesserte Kommunikation mit
Dominenexperten [MH+05, Fol0]. Die Modellgetriebene Softwareentwicklung (MDSD)
verfolgt ein dhnliches Ziel. Mit Hilfe von Modellen wird versucht auf einer héheren
Abstraktionsebene zu arbeiten, als dies im Vergleich zu allgemeinen Programmier-
sprachen moglich ist [SV+07, KT08]. Die Modelle dienen dabei nicht mehr nur der
Dokumentation, sondern werden auch fiir Transformationen oder zur Code-Generierung
eingesetzt. Grundlegende Idee ist der Umgang mit Modellen auf verschiedenen
Metaebenen. Ein Metamodell dient dabei zur Spezifikation einer Modellierungssprache
[Se03]. Um die Kompatibilitdit zwischen Metamodellen sicherzustellen, wird eine
gemeinsame Metasprache verwendet, ein Meta-Metamodell. Diese Einteilung findet sich
in &dhnlicher Weise bei Programmiersprachen wieder [BeOl1], vgl. Abbildung 1.
Metasprache ist hier bspw. die Erweiterte Backus-Naur-Form (EBNF) und die
Grammatik einer Programmiersprache entspricht ihrem Metamodell.

Im MDSD-Umfeld werden typischerweise Metasprachen eingesetzt, die auf
objektorientierten Konzepten basieren. Bekanntes Beispiel ist die Meta Object Facility
(MOF)'. Nicht alle Konzepte einer Domine miissen jedoch zustandsbehaftet als Objekt

" http://www.omg.org/spec/MOF/
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modelliert werden. Beispielsweise ist der Geldbetrag ,,5,00 EUR® in den meisten
Anwendungsfillen unverdnderbar und wird nicht erzeugt. Auch hdngen Operationen,
wie bspw. die Addition zweier Geldbetrdge, von keinem Zustand ab, &ndern ihn nicht
und liefern stets dasselbe Ergebnis. Eine Abstraktion in Form von zeit- und
zustandslosen Werten kann hier helfen, die Konzepte der Doméne besser abzubilden.
Daher wird u.a. in [Ma82, Zii04, Ev03] eine konzeptionelle Trennung zwischen Objekt-
und Werttypen gemacht.

v

the MOF
Level M; { MMM EBNF
Level M the UPM the UML the CWM the Pascal
evel M; MM / MM \ MM grammar
Level M, aUML another UML a2 Pascal
maodel m model m program P
Level Mo a particular another an execution X
use of m use of m of program P

Abbildung 1: Metaebenen in der Modellierung und Programmierung am Beispiel der
Modellierungssprache UML und der Programmiersprache Pascal
(,,The OMG four layers standard modeling stack® in [Be01])

2 Problemstellung

Sollen in einer DSL Berechnungen oder Bedingungen formulierbar sein, so muss der
Sprachumfang Ausdriicke unterstlitzen. Fiir benutzerdefinierte Objekttypen ist die
Verwendung in einer DSL auf dhnliche Weise denkbar, wie sie in objektorientierten
Programmiersprachen erreicht wird: Syntaktisch sind allgemeine Sprachkonstrukte
bspw. fiir Methodenaufrufe mittels Punktnotation vorstellbar. Im Rahmen der
semantischen Analyse ldsst sich zudem ein polymorphes Typsystem mit Konzepten wie
Vererbung und dynamischem Binden implementieren. Fiir Werttypen ist diese
Erweiterung um neue Typen ungleich schwieriger. Folgende Ansitze sind dafiir
vorstellbar:

a) Erweiterung der DSL-Werkzeuge (Lexer, Parser, Typsystem, etc.) mit
jedem neuen Typ

b) Modellierung als Objekttyp

c) Abbildung auf primitive Typen (z.B. String, Boolean, Integer)
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Variante a) verhindert die dynamische Erweiterung der DSL, da mit jedem neuen
Werttyp die DSL-Werkzeuge um typspezifische Regeln u.a. zu Literalen, Operationen
und Typumwandlungen erweitert werden miissen. Dieses Regelwerk wichst stetig und
kann schnell sehr umfangreich und komplex werden, da es nicht von einzelnen
Werttypen abstrahiert. Variante b) fiihrt dazu, dass die wesentlichen Eigenschaften eines
Werttyps nicht mehr durch die DSL sichergestellt werden konnen, z.B. seine
Unverédnderbarkeit. Zudem ist die Syntax sehr eingeschrénkt. Variante c¢) wird héaufig fiir
DSLs gewdhlt. Jedoch geht dadurch die Fachlichkeit in der Formulierung von
Ausdriicken einer DSL verloren. Der gewéhlte primitive Typ kann nicht die fachlichen
Anforderungen an zuldssige Literale und Operationen abbilden. Der arithmetische
Ausdruck ,,5,00 * 0,19° sagt nichts iiber die fachliche Bedeutung seiner Literale und
Operationen aus. Es konnte sich um die Berechnung der Mehrwertsteuer handeln oder
jede beliebige andere Berechnung. Die DSL bleibt in diesem Punkt eine allgemeine
Programmiersprache.

3 Forschungsfragen

Ziel der vorgestellten Promotion ist es, die Ausdruckskraft textueller DSLs um
benutzerdefinierte Werttypen zu erweitern, ohne dass eine Anpassung der DSL-
Werkzeuge erfolgen muss. Die folgenden Fragen gilt es dafiir zu beantworten.

1) Welche Informationen muss das Metamodell eines Werttyps enthalten,
damit neue Werttypen modellierbar und in Ausdriicken einer DSL
verwendbar sind?

2) Wie kann die Implementierung der syntaktischen und semantischen
Analyse einer DSL von konkreten Werttypen abstrahieren? Welche
allgemeinen Regeln fiir einen Werttyp kdnnen abgeleitet werden?

3) Wie ldsst sich die Syntax einer DSL dynamisch um Literale und
Operationen eines Werttyps erweitern?

4 Losungsvorschlage

Zur Losung der vorgestellten Problemstellung wird zunédchst die Modellierung der
Schnittstelle eines fachlichen Werttyps betrachtet. Um diese in einer DSL verwenden zu
konnen wird dann die Integration auf semantischer Ebene untersucht. Abschlieend wird
die syntaktische Reprisentation eines Werttyps betrachtet.

4.1 Modellierung der Schnittstelle fachlicher Werttypen

Fiir die Modellierung eines neuen Werttyps ist ein passendes Metamodell notwendig, auf
dem eine Modellierungssprache basieren kann. Mit Blick auf die bereits erwdhnten
objektorientierten Meta-Metamodelle gibt es dort eine Meta-Beschreibung sogenannter
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»DataTypes®. Abbildung 2 zeigt einen Auszug aus der UML Infrastructure, die Basis der
MOF ist. Mit objektorientierten Mitteln wird hier ein Werttyp samt seiner Eigenschaften
modelliert. Ahnliche Ansitze existieren, um Werttypen in objektorientierten
Programmiersprachen zu beschreiben, vgl. ,,Value Object“-Pattern in [Fo03, Ev03].
Auffallend ist, dass einige Eigenschaften von Werttypen hier nicht enthalten sind. Bspw.
fehlen Subtypbeziehungen oder mdgliche Literale eines nichtabzadhlbaren Werttyps. Der
Fokus liegt auf primitiven Typen und Aufzihlungstypen.

Classifier

daalatype avméadA ttribule Prroparty

0.1 {2ubsels namespacs, {orderad
subsels leatunngClassier, SUbsels atiribute,
subsets classiiery Subsels ownedMembar)

datatype awnadCpenlon | Oparalion
->
0.1 .
{subsets redefinitionContest, [ordered
subsels namaspace subsels feafure,

subsets lealunngClassifier) Subsels ownedhlem bar)

NamedEl ement

enumeration ownedLiteral | Enumerationliteral

E numaration

Primitive Ty pa

0.1

{subsets namespace) {subsels ownedhMembar,
archiznid]

Abbildung 2: DataTypes in der UML Infrastructure [UMLI11]

Als Losung wird eine entsprechende Erweiterung des Werttyp-Metamodells angestrebt.
Das Meta-Metamodell der UML DataTypes dient dafiir als Ausgangsbasis. Ziel ist es,
die Schnittstelle eines Werttyps und damit seine abstrakte Syntax abzubilden.

4.2 Semantische Analyse: Integration von modellierten Werttypen in DSLs

Soll ein modellierter Werttyp nun in einer textuellen DSL verwendet werden, so miissen
die zur Definition des Werttyps genutzten Modellierungskonzepte in die DSL integriert
werden. In [KTO08] werden verschiedene Integrationsansdtze fiir Modellierungssprachen
diskutiert. Fiir die vorliegende Problemstellung eignet sich insbesondere die Integration
basierend auf einem gemeinsamen Metamodell.

Operationen eines Werttyps lassen sich bspw. in Form von binary methods [BL+95]
modellieren. Einen dhnlichen Ansatz verfolgt u.a. Scala, indem Infixoperationen der
Form ,x + y“ als Methodenaufruf ,,x.+(y)“ interpretiert werden [OA+04]. Zusitzlich
zum Metamodell einer Grammatik basiert die DSL somit auf dem Metamodel des
Werttyps, um dessen statische Semantik zu priifen. Die implementierten Regeln zu
moglichen Operationen, zuldssigen Operandentypen und Subtypbezichungen konnen auf
diese Weise von konkreten Werttypen abstrahieren.
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4.3 Syntaktische Reprisentation und dynamische Grammatik

Fiir die syntaktische Représentation eines Werttyps muss seine konkrete Syntax
innerhalb einer DSL definiert werden. Dies betrifft besonders die zuldssigen Formate fiir
Literale. Als Kernidee der Losung dient hierfiir der in [ES+95] beschriebene Ansatz
einer Object-Oriented Language Definition. Eine Klassendefinition wird dort um die
syntaktische Definition erweitert. Die Summe aller im aktuellen Kontext verwendbaren
Objekte bildet dann eine dynamische Grammatik. Bezogen auf die Problemstellung der
Werttypen muss also die Klassenbeschreibung des Wertttyps im Metamodell um
syntaktische Definitionen erweitert werden. Dies kann bspw. in Form von Annotationen
im Metamodell geschehen. Auf diese Weise ist auch die Verwendung des Metamodells
in unterschiedlichen DSLs mit unterschiedlicher Syntax denkbar. Basierend auf den
Annotationen kann anschlieBend ein Lexer und Parser generiert werden. Das Hinzufiigen
eines neuen Werttyps erweitert somit dynamisch auch die Grammatik der DSL.

5 Aktueller Stand der Arbeit

Die Arbeit erfolgt im Rahmen eines Drittmittelprojektes zur Realisierung eines
Frameworks fiir die Modellgetriebenen Softwareentwicklung. Teil dieses Projektes ist
die Neuentwicklung einer DSL fiir eine Regelsprache fiir Fachanwender. Diese textuelle
DSL soll um Typen erweitert werden konnen, die sich mit Hilfe graphischer Notationen
definieren lassen. Als technologische Grundlage kommen der Parser-Generator ANTLR?
und Java zum Einsatz.

Die beschriebenen Losungsvorschlige wurden in den vergangenen 2 Jahren im Rahmen
der Implementierung dieser Regelsprache konkretisiert. Dafiir wurde unter anderem ein
Typsystem basierend auf den Informationen eines Werttyp-Metamodells implementiert.
Hierbei wurde ebenfalls der Umgang mit primitiven Typen und speziellen Typen wie
»null“ oder Sammlungen (Collections) untersucht. Die Losungsansitze aus Abschnitt 4.1
und 4.2 sind somit in einer ersten Version umgesetzt. Aktuell noch ausstehend ist die
Realisierung der dynamischen Erweiterbarkeit der DSL-Syntax. Als ndchster Schritt
steht hierfiir die Formulierung von Annotationen am Werttyp-Metamodell an.

6 Forschungsmethodik, Vorgehen & Innovation

Um die geforderte Erweiterung der DSL um Werttypen zu erreichen, wird ein
inkrementelles Vorgehen gewdhlt. Fiir diesen Prozess eignet sich insbesondere das
Paradigma des Design Reseach [HM+04], dessen Fokus auf dem Entwurf und der
Evaluation von Artefakten liegt. Dazu zdhlen Konzepte, Modelle, Methoden aber auch
konkrete Realisierungen. Die beschriebene Methodik soll in mehreren Forschungszyklen
umgesetzt werden. Hierfiir werden Losungen auf Basis der erwdhnten Regelsprache
erarbeitet. Die gewonnenen Ergebnisse sollen anschlieend verallgemeinert, auf weitere
Anwendungsfille tibertragen und somit evaluiert werden. Die Verallgemeinerung der

? http://www.antlr.org/
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Losung ist in Form einer allgemeinen Ausdruckssprache geplant, die in
unterschiedlichen DSLs zum Einsatz kommen kann. Diese soll die Konzepte und Regeln
fiir Werttypen zusammenfassend darstellen.

Die Innovation dieser Arbeit liegt auf zwei Ebenen. Einerseits wird der Benutzer einer
DSL unterstiitzt, indem die Ausdruckskraft von DSLs verbessert wird. Fachliche
Konzepte, die wertartig modellierbar sind, lassen sich dann mit einer konkreten Syntax
in der DSL darstellen. Es muss nicht mehr auf primitive Typen zuriickgegriffen werden.
Dies ermdglicht auch eine bessere, fachliche Uberpriifung von Ausdriicken auf Fehler.
AuBlerdem wird diese Arbeit den DSL-Entwickler in Entwurf und Implementation von
textuellen DSLs unterstiitzen. Sie wird Ansétze liefern, um modellierte Werttypen in die
Werkzeuge einer DSL zu integrieren.
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Abstract: Today, software developers utilize different general-purpose (GPL) and
domain-specific languages (DSL) to implement multi-language software applications
(MLSA). MLSAs, thus, contain artifacts of different GPLs and DSLs, e.g., source-
code files and configurations. In a recent study we found that refactoring an artifact
can break artifact interaction and that interaction cannot be re-established by addi-
tional refactorings. In this paper we propose an approach that supports developers in
understanding and adapting changes to artifact interaction due to refactoring.

1 Introduction

Refactoring is a technique to modify a source-code’s structure while preserving the source-
code’s semantics [Fow99]. Originally, refactorings are defined for single programming
languages or paradigms. Thus, today refactorings exist for object-oriented and functional
programming languages, and relational databases [Fow99, LT08, Amb03].

Today developers use multiple general-purpose (GPL) and domain-specific languages
(DSL) in concert to implement software applications [SKL06, LLMMO06, CJ08, Vis08,
For08]. We call a software application implemented by means of different GPLs and
DSLs multi-language software application (MLSA). An MLSA includes artifacts of dif-
ferent types, i.e., artifacts of different GPLs and DSLs. Developers access (interact with)
different artifact types by means of application programming interfaces (API). We call
a refactoring considering different artifact types of an MLSA and their interaction a
multi-language refactoring (MLR). Current MLR implementations share the same idea:
If a single-language refactoring breaks interaction with other artifact types, apply single-
language refactorings to the interacting artifact types and, eventually, re-establish artifact
interaction [SKL06, MS12]. But, in general, we cannot assume that suitable refactorings
for all affected artifact types exist to re-establish the MLSAs semantics [SKSL11].

But what if no suitable single-language refactorings for interacting artifacts exist? Two
options may be considered: (1) revert the initial single-language refactoring or (2) man-
ually apply the necessary modifications to the interacting artifacts. These two options
are dissatisfying because (1) a refactoring cannot be successfully applied or (2) manual
modifications relying on a developer’s intuition are required to complete the refactoring.
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Postal Code

(a) Original table layout (b) Table layout after Split Table refactoring

Telephone

Figure 1: The database schema (1a) before and (1b) after splitting the table Customer.

So, assuming that no suitable refactoring is available and a developer wants to complete a
refactoring, how can we support the developer’s refactoring effort in an MLSA?

In Section 2 we describe a use case for MLR. Section 3 describes a possible solution to
improve the situation for developers applying MLRs. The current state of our work and
our methodology is part of Section 4 before we present related work in Section 5 and
conclude our work.

2 Motivating Example - Database Interaction

In this section we discuss the effect of the Split Table Refactoring [AS06, p. 145] upon
C# code that accesses query results row by row using .Net’s DataReader object. Therefor,
we apply the Split Table Refactoring on the table Customer. Figure la shows table
Customer which, originally, contains two different information: the customer’s address
and contact person. But certain information may be misleading, e.g. it is not obvious
whether the attribute email belongs to the customer or the contact person. Thus, we
split the table to separate the different information from each other. Figure 1b shows the
resulting schema of the Split Table Refactoring. After refactoring the schema consists of
the tables Customer and Contact. Table Contact holds all attributes related to a
customer’s contact person. A customer may only have at most one contact person and a
contact person may takes care of zero or more customers. The C# application queries all
customers and prints the customer’s name and contact person details.

With a DataReader object we can access results of an SQL query row by row. Listing 1
outlines the basic usage of a DataReader. In Line 1 we create the DataReader object by
executing an SQL statement. In the following Lines 3 to 6, we access the columns of each
row of the result set by index.

After splitting table Customer the query in Listing 2 is no longer valid because the
attributes contact, telephone, and email are, then, attributes of table Contact.
At first sight this change is not obvious because the broken query will not become visible
until runtime. At runtime an error is thrown indicating that certain columns referenced in
the SQL query do not exist. When the developer becomes aware of the error, the developer
is forced to understand the implications of the relational schema refactoring for the SQL
statement in Listing 2 to be able to adapt the SQL statement accordingly. An option to
adapt the SQL statement 2 is by defining an appropriate join as shown in Listing 3.
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Listing 1: Reading results of query shown in Listing 2.

// data processing...

1 |using (DbDataReader reader = cmd.ExecuteReader()) {
2 while (reader.Read()) {

3 string custName = reader.GetString(0);

4 string contName = reader.GetString(l);

5 string contTel = reader.GetString(2);

6 string conEmail = reader.GetString(3);

7

8

}

Listing 2: Query customer and contact information from the original table Customer.

1 | SELECT name, contact, telephone, email FROM Customer

Listing 3: Query customer and contact information from the refactored table Customer.

1 | SELECT name, contact, telephone, email FROM Customer
2 JOIN Contact ON (Customer.id_contact = Contact.id)

3 Improving MLR with Dimensions of Semantics-Preservation

Different APIs exist to interact with artifacts of different types. For instance, Section 2
shows one way of accessing a relational database from an object-oriented language. A
different approach is to utilize an object-relational mapper [SKSL11]. So, the complexity
of MLR involving relational database artifacts may range from rather simple SQL query
modifications in Section 2 to complex modifications involving different artifact types. In
general, we question the feasibility of tools for MLR as they exist for single-language
refactoring because of the diversity of programming languages and APIs. But the question
remains: How can we support developers in their MLR efforts?

Artifact interaction is realized through APIs, which in turn provide types and identifiers,
e.g., data-structures and functions. Hence, a modification to types and identifiers may
break artifact interaction. Our idea is to make these modifications to types and identifiers
visible to developers by extracting and comparing type and identifier states. Type and
identifier information are embedded in structures (e.g., tables, classes, procedures, and
methods) of different artifact types (e.g., relational databases and object-oriented source-
code). We call the different artifact types dimensions of semantics-preservation because
different artifact types may consist of different syntactic structures supporting different
refactorings and, thus, different kinds of semantics-preservaton. Then, it is a developers
decision to choose refactorings and modifications to adapt interacting artifacts to the new
type and identifier state.

Source code includes type and identifier expectations. In Listing 2, the query expects the
columns name, contact, telephone, and email to be part of table Customer. In
Listing 1, the code expects strings on the first four positions of the query result (Lines 3
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Figure 2: Comparison of types and identifiers extracted from interacting artifacts.

to 6). So, additionally, we may compare type and identifier expectations with the current
type and identifier state, as Figure 2 shows, to determine if artifact interaction is broken.

Our idea is to visualize type and identifier states of artifact types in an IDE. Modern IDEs
like Eclipse and Visual Studio already augment source code with a variety of information.
In particular, developers get detailed information when types mismatch or identifiers can-
not be resolved. But these information are only available for languages supported by the
IDE at hand. Artifacts not supported by the IDE do not benefit from detailed type and
identifier information. We argue that especially type and identifier information can help
developers to identify issues after refactoring an MLSA.

4 Methodology and Current State

Basically, our work is based on three main hypotheses: (1) In general, it is not feasible
to apply MLRs (semi-)automatically. (2) Only type and identifier information are neces-
sary to understand artifact interaction. (3) Visible information about type and identifier
modifications are sufficient to improve the usefulness of single-language refactoring in an
MLSA. Based on these assumptions, we first search the literature for an appropriate model
to describe and compare the type and identifier information of different artifact types. The
next step is to implement front-ends to fill the model with type and identifier information
from different artifacts. We plan to implement front-ends for Java and SQLite. Further-
more, we plan to integrate the model and front-ends into the Eclipse IDE as a prototypical
plug-in. With the prototype we, then, conduct experiments to investigate the practicability
and usefulness of our approach in regard to different use cases.

Currently, we investigate appropriate models to describe the type and identifier informa-
tion. Furthermore, we started to get into the details of Eclipse Plug-In development.

5 Related Work

In the following, we introduce existing approaches to MLR and discuss their strengths and
weaknesses.

The source-code meta-models FAMIX [TicO1], MOOSE [DLT00], and UML [VSMDO03]
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model object-oriented languages. The idea is to use FAMIX, MOOSE, as well as UML
to generalize refactorings over a common meta-model. These approaches focus on object-
oriented languages, and, thus, may not able to abstract artifacts of MLSAs in general. An-
other meta-model based approach is implemented in the IDE X-Develop upon a Common
Meta-Model [SKLO6]. The authors evaluate a refactoring in X-Develop on an MLSA. But
the languages used in the MLSA can be compiled into a common base language, hence,
the languages share common properties and, therefore, belong to the same artifact type in
our understanding. Refactorings of other artifact types are not considered by the authors.

Some authors analyze and implement renaming for different artifact types [CJOS,
KKKSO08]. The authors show that MLR is possible for certain interactions (e.g. frame-
works and the corresponding configuration files). In a recent study, we analyzed and im-
plemented refactorings beyond renaming and showed that under certain conditions MLR
is not easy to automate [SKSL11].

Coupled Software Transformations or Co-transformations are modifications of different
interacting artifact types [Ldm04]. Some argue that a semantics-preserving transforma-
tion of a database schema leads to transformations that do not modify the functionality
of related applications [Cle09]. In a recent study, we applied both object-oriented and
database refactorings [SKSL11]. Although we applied semantic-preserving transforma-
tions, i.e., refactorings on Java source-code and a relational database, we found cases
where semantic-changing modifications are hardly avoidable.

In model-driven architecture (MDA), platform-specific models (PSM), e.g., classes in pro-
gramming languages and database schemas in database instances, are generated from a
high-level platform-independent model (PIM) [Ste08]. Our approach is different: First,
we consider interaction between PSMs. Our approach does not depend on a PIM. Second,
we consider refactorings in contrast to arbitrary transformations. Third, because we do
not want to support automatic MLR, we may consider artifact-specific concepts if they
influence interaction of artifact types.

6 Conclusion

The current idea of multi-language refactoring (MLR) requires that for each refactoring
that affects artifact interaction a corresponding refactoring exists to re-establish a broken
interaction. We argue that due to the plurality of available APIs this approach is hard to
realize. We propose to extract type and identifier information of interacting artifact types
and to make these information visible to developers, so developers are enabled to apply
modifications themselves after a single-language refactoring broke artifact interaction.
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Abstract: Protecting computational resources and digital information against unau-
thorized access is one of the fundamental security requirements in modern computer
systems. Usage control addresses the control of computational resources after access
has been granted. Despite its fundamental importance, no systematic methods exist
to implement formal usage control specifications. This paper presents a model driven
approach to solve this problem based on graph transformation. Using the precise se-
mantics of graph transformation, access control models and policies can be formally
analyzed in an early phase. The existing solutions on automated verification and ef-
ficient implementation of graph transformation show that this approach is suitable to
address security concerns throughout the overall software development process.

1 Introduction and Motivation

Protecting computational resources and digital information against unauthorized access
is one of the fundamental security requirements in modern computer systems. Access
control models provide a formal foundation for expressing access control rules that specify
which subjects (e.g., persons) are authorized to perform a specific operation (e.g., read or
write) on a certain object (e.g., a computational resource). A set of access control rules
intended to protect a specific system is called an access control policy. An access decision
is the process of evaluating an access control policy to decide whether a given subject is
authorized to perform a given operation on a given object.

Access decisions are typically made once for a request, and in case of a positive autho-
rization decision, no ongoing control of the resource usage is performed. Nowadays, as
digital information is exchanged in distributed computer systems, there is an increasing
interest in controlling access beyond the initial access decision, which is addressed by the
proposed usage control model (UCON) [PS04].

As in existing access control models, UCON utilizes attributes for access decisions that
characterize subject and object properties. Addidionally, the main innovations of UCON
are (i) mutable attributes and (ii) obligations. Mutable attributes can change their values as

*Supported by CASED (www.cased.de)
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a result of access decisions or other not directly influenceable factors. As a consequence,
authorizations can become invalid during an ongoing access, which requires the access
decisions to be reevaluated every time an attribute changes. As an example consider poli-
cies that require the reduction of an account balance based on resource usage. Obligations
specify mandatory tasks to be performed by a subject before (pre-obligation) or during
(on-obligation) resource usage. While on-obligations have to be evaluated continuously
during resource usage, pre-obligations require a “history function” to check if the manda-
tory activities where previously performed. For example, medical personnel must sign a
privacy policy before reading patient records.

Most access control models (including UCON as defined in [PS04]) do not explicitly sup-
port access decisions based on structural relational dependencies between objects and sub-
jects. Although such dependencies can be expressed by arbitrary valued attributes, making
them explicit often facilitates the specification and implementation of access control poli-
cies. Consider, for example, a social network scenario where access decisions are mainly
based on friendship relations. Expressing this as an attribute requires every user to main-
tain an attribute (e.g. a list) that stores the names (i.e. unique identifiers) of all friends,
which has to be kept consistent. In this case, encoding “friendship” as a structural relation
(e.g., as an association) can lead to simpler and more readable access control policies.

Mutable attributes, obligations and explicit structural constraints impose new requirements
concerning the formalism for specifying and the techniques for implementing such sys-
tems. The formalism should capture the combination of temporal aspects introduced by
the obligations as well as structural relation. The need for a continuous evaluation of at-
tributes and structural constraints combined with temporal constraints requires non-trivial
run-time monitoring techniques.

As a consequence, deploying access control subsystems in real-world applications requires
a systematic approach to realize systems that behave as expected. From an end-user per-
spective, the following basic requirements can be identified:

Formal model of the access control policy. To faithfully capture and analyze access
control policies, a theoretical framework is needed that (i) provides a set of high-level con-
cepts to specify a policy and (ii) is amenable to formal analyzing and verifying desired
properties.

Systematic implementation. In practical applications, the security of usage control sys-
tem does not only depend on the correctness of the policy, but also on its correct imple-
mentation. To implement a policy, the high-level specification has to be translated into an
executable implementation. The more systematic this translation, the easier it is to ensure
that the properties proven for the policy model also hold for the implementation.
Seamless integration. As systems are typically not built from scratch, it must be possible
to integrate access control modules into legacy systems. To this end, it must be possible to
tailor the implementation to the needs of the system.

578



2 Related Work

Several formal languages [Mar(7, PHB06] have been introduced to express UCON poli-
cies with temporal logic or process algebra. These approaches focus on the specification
of the control flow (i.e., the sequence of actions required to gain access) and do not address
complex structural constraints. On the other hand, there exist different implementations to
enforce usage control [GNC10, WPH11]. Most of these approaches focus on a specific ap-
plication domain such as service-oriented architectures or assume specific infrastructures.
Other more general approaches offer implementations of access control decision modules
[NPDG11, KZB*08], which can handle policies written in a specific language, but are dif-
ficult to integrate into legacy systems as they cannot be easily adopted. Although [KP12]
investigates how to systematically translate high-level policy specifications to implemen-
tation specific policies, their implementation is based on a static policy decision module
and requires a manual implementation of modules for managing operations and attributes.
Complex structural constraints are also not supported.

3 Sketch of the Solution

I propose a model-driven approach based on graph transformation, which is a rule-based
description for the manipulation of graph structures. Based on the precise semantics of
graph transformation, access control models and policies can be formally analyzed in an
early phase. The existing solutions on automated verification and on translation of graph
transformation specifications into efficient implementations show that this approach is suit-
able to address security concerns throughout the overall software development process.
Nevertheless, there are still open challenges regarding UCON. Existing approaches based
on temporal logic or process algebra are suitable for expressing temporal constraints but
lack support for expressing structural constraints. The situation for a graph transformation
based approach is exactly the opposite: structural constraints can be easily expressed and
verified, but temporal constraints are difficult to handle as graph transformation does not
offer an explicit mechanism for the control flow. As none of the approaches is necessarily
superior, I propose to investigate how to combine the strengths of both approaches. This
leads to several challenges regarding the formalism as well as its efficient implementation.

3.1 Expressing Access Control Policies with Graph Transformation

The general viability of graph transformation to express and analyze access control models
and policies is illustrated in [KMPPO02]. The approach demonstrates that role based access
control (RBAC) [SCFY96] with separation of duty constraints, which prohibit assigning
two particular roles to the same subject, can be expressed by graph transformation. The
basic idea is to model the system state by a graph called a system model and state changes
by applying graph transformation rules to the system model. A graph transformation rule
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consists of three graphs called the left-hand side (LHS), the right-hand side (RHS), and the
negative application condition (NAC). The LHS together with a NAC defines the applica-
tion condition of a rule. A rule is applied to the system model by (i) finding a match (i.e.,
a structural identical part) of the pattern described by the LHS, (ii) checking the negative
application condition (which prohibits the presence of certain structures) and (iii) replac-
ing the match in the system model by the RHS. Separation of duty constraints are mapped
to graph constraints which is a graph that specifies a forbidden pattern. A system model
is said to be in an allowed state if it does not contain a forbidden pattern. By proving that
none of the rules can transform an allowed state into a forbidden one, it can be guaranteed
that the system never evolves into a forbidden state, provided that the initial system model
was an allowed state. Such a static analysis can be performed in an automated fashion.
Moreover, the rules can be adopted automatically by adding NACs that prevent rules to be
applied for exactly those situations that would lead to a forbidden system model state.

This powerful constructive approach is well understood for structural patterns [HWO95]. As
UCON strongly relies on non-structural constraints (e.g., constraints on integers or strings)
it has to be investigated how the approach can be extended to also handle non-structural
constraints. From a theoretical point of view, non-structural constraints can be treated as
invariants and proven inductively. However, in general applications, such invariants are
hard to check automatically. Based on the rule based character and explicit treatment of
NACsS, graph transformation might be feasible for such an automated analysis. Inspired by
the treatment of non-structural constraints [AVS12], I consider an approach that can verify
structural as well as non-structural constraints as feasible.

As previously discussed, obligations require temporal constraints to express before/after
relations. The integration of temporal logic with graph transformation has been studied
in [GHKO00, RS06] from a theoretical point of view. However, regarding the implementa-
tion, it is still an open topic how to efficiently realize run-time monitors that can evaluate
constraints combining structural and temporal expressions.

3.2 Implementation

Several graph transformation engines have been proposed to execute a formal graph trans-
formation specification or to check constraints in a graph. All engines have to solve a
common problem: the efficient querying of complex graph-based model structures, which
can be expressed as an NP-complete graph pattern matching problem. In general, the so-
lutions can be categorized into batch and incremental approaches. While batch algorithms
start the search for a pattern for each request from scratch, incremental approaches explic-
itly store all matches and incrementally maintain these matches when the system model
is updated. Using this approach, it is possible to obtain all matches of a pattern in con-
stant time, which makes it ideally suited for monitoring graph structures. However, this is
achieved at the expense of extra memory for maintaining the matches and additional time
in the update phase.

During my previous work, I was involved in developing heuristics for improving the run-
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time of an batch pattern matching process [VDWS12]. These techniques may be also
applied to incremental approaches to reduce the time for updates and memory consump-
tion.

Monitoring temporal constraints requires a “history function” to check if an activity was
performed in the past. As access control systems usually run for long periods, logging all
activities is not feasible. Several algorithms [BKM10, MJG*12] to efficiently maintain
such “history functions” exists, however, a combination of these approaches with incre-
mental pattern matching is still an open topic.

4 Plan of Action

I plan to implement a framework based on graph transformation for (i) modeling usage
control policies (ii) formally analyzing usage control policies and (iii) generating efficient
monitors for usage control, which requires appropriate extensions of the pattern matching
engine that is currently under development at our group [VAS12]. More specifically:

Modeling usage control policies. In a first step it has to be investigated how the usage
control model can be formalized using graph transformation. This includes how to exactly
identify the concepts that are difficult to express by graph transformation. Based on these
results, an appropriate extension to graph transformation can be developed.

Analyze and formal verify access control policies. It has to be investigated to what
extent constraints that combine structural and non-structural restrictions can be verified
statically. Moreover, it has to be investigated whether this is also possible for temporal
constraints. Constraints that cannot be statically verified have to be checked at runtime by
monitoring techniques.

Generate efficient monitors for usage control. In the first step, the pattern matching
engine currently developed at our group has to be extended to support incremental pattern
matching. In a next step, it has to be investigated how temporal aspects can be integrated.

Finally, the viability of the approach has to be evaluated based on a non-trivial case study.
Additionally, I plan to develop a benchmark to provide a basis for a performance compar-
ison with other approaches.
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Abstract: Der in den letzten Jahren stark gestiegene Bedarf an webbasierten Zugingen
zu den Systemen eines Unternehmens fiir unterschiedliche Nutzergruppen (fachliche
Kanile) fiihrte hiufig dazu, dass parallel monolithische, siloartige Frontend-Systeme
entstanden sind, welche in Wartung und Weiterentwicklung durch die resultieren-
den Redundanzen hohe Kosten verursachen. In den letzten Jahren riickten zudem
neue Technologien wie mobile Geriite weiter in den Fokus, die neben den fachlichen
Kanilen eigene Anforderungen an die Darstellung und die Prozesse haben und damit
die Komplexitit weiter erhohen.

Um schnell und kosteneffizient auf den Markt reagieren zu konnen, bedarf es einer
Losung, welche Funktionalititen kanaliibergreifend wiederverwendbar macht und bei
Anderungen oder kanalspezifischen Erweiterungen Redundanzen durch Bildung von
Varianten vorhandener Oberflichen und Prozesse vermeidet.

1 Einleitung
1.1 Motivation

Die letzten Jahrzehnte der Softwareentwicklung im Web-Umfeld produzierten Frontend-
Systeme', die spezifisch auf Nutzergruppen (fachliche Kanile) zugeschnitten wurden.
Diese Fokussierung der in den entstandenen Portalen entwickelten Anwendungen auf
einen bestimmten Kanal fiihrte in vielen Fillen dazu, dass Oberflichen und Anwendungs-
abldufe mehrfach entwickelt wurden, obwohl diese héufig fiir die fachlichen Kanile gleich
sind oder in nur leicht modifizierter Form wiederverwendbar wiren.

Mit der stetig wachsenden Verbreitung neuer Technologien wie z.B. Spracherkennung und
intelligenterer mobiler Gerite miissen weitere Anforderungen durch die Oberflachen und

'Der Begriff (webbasiertes) Frontend-System wird hier als Summe aller Komponenten verwendet, die not-
wendig sind, eine Anwendung dem Nutzer zu présentieren. Dies beinhaltet Oberfldchen, Seitenfluss und Anwen-
dungslogik, welche den Zugriff auf Prozesse in den Backendsystemen orchestriert. Die Backendsysteme werden
dabei als bestandsfiihrend betrachtet und stellen die eigentlichen Businessfunktionalititen bereit - und sind damit
nicht Teil des Frontend-Systems.
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Anwendungsabldufe erfiillt werden (z.B. darstellbare Datenmenge, eingeschrinkte Kon-
nektivitdt). Aus Systemsicht sind dies weitere Kanéle (technische Kanéle), fiir die bisher
meist ebenfalls eigene Portale parallel aufgebaut wurden.

Die Entstehung solcher monolithischen Entwicklungs-Silos hat sowohl organisatorische
als auch technische Ursachen ([Ban01]). Organisatorische Griinde sind dabei insbesondere
die Organisationsstruktur der IT in groBeren Unternehmen, die meist entlang der fachli-
chen Kandile erfolgt und damit eine isolierte Softwareentwicklung begiinstigt. Technische
Ursachen liegen beispielsweise in der mangelnden Unterstiitzung des Szenarios durch die
vorhandene Infrastruktur und Frameworks.

Die Redundanzen, die in der Systemlandschaft entstanden, sind nur schwer zu verwalten
und verursachen in der Wartung und Erweiterung hohe Kosten. Eine Losung ist die Schaf-
fung eines multikanalfihigen Systems?, in welchem Varianten zur Unterstiitzung neuer
Kanile schnell und zu geringen Kosten integriert werden konnen.

1.2 Ziel und Durchfiihrung der Arbeit

Ziel der Arbeit wird es sein, einen Blueprint zu einer adaptiven, multikanalfihigen Frontend-
Architektur und Vorgehensweisen zu erarbeiten, welche die folgenden Eigenschaften auf-
weisen:

e cin Basismodell, welches die Nutzung vorhandener Elemente iiber mehrere Kanéle
hinweg vorsieht

e cine einfache und schnelle Integrierbarkeit neuer Kanile (fachlich und technisch)
und deren Spezifika durch Adaption und Variantenbildung von Oberflichen und
Prozessen im Frontend gestattet

Hierzu werden anhand eines Szenarios aus dem Versicherungsumfeld Anforderungen und
Eigenschaften abgeleitet, die ein Multikanalsystem aufweisen muss. Darauf aufbauend
wird ein Basismodell fiir eine Architektur entwickelt, welches eine grundsétzliche Schich-
tung des Systems vorschlidgt und iiber die Verantwortlichkeiten der Schichten eine detail-
liertere Betrachtung der Kernelemente gestattet.

Basierend hierauf fokussiert die Arbeit im Weiteren auf die Erforschung und das Design
von Mechanismen, wie Variantenbildung auf Prozessebene erreicht und darauf aufbauend
kanalspezifische graphische Oberflichen® (automatisch oder ebenfalls durch Varianten-
bildung bestehender Abliufe) abgeleitet werden konnen. Das Ziel ist hierbei, eine hohe
Wiederverwendung durch Variantenbildung bestehender Anwendungen zu erreichen.

2Im Rahmen dieser Arbeit wird unter dem Begriff Multikanalsystem ein System verstanden, das in der Lage
ist, unterschiedliche fachliche und technische Kanile einheitlich zu bedienen, indem durch dessen Aufbau ein
hoher Grad an Wiederverwendung erreicht wird und trotzdem die Spezifika der einzelnen Kanile abgebildet
werden konnen.

3Den Schwerpunkt der Untersuchungen bilden hierbei webbasierte Oberfliichen. Ziel ist jedoch auch die
Anwendbarkeit der Losungen auf Desktop-Anwendungen, die hinsichtlich der Prisentation neben webbasierten
Browser- und mobilen Anwendungen weitere Anforderungen stellen.
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1.3 Forschungsfragen

Die daraus resultierenden Fragen fiir die weiteren Forschungen sind

e Welche Anforderungen leiten sich aus der Forderung nach Multikanalfihigkeit eines
Systems ab und wie lassen sich diese Anforderungen in einem Basismodell einer
Architektur erfiillen?

e Wie konnen Prozesse multikanalfihig definiert und durch Variantenbildung die Spe-
zifika weiterer Kandle beriicksichtigt werden?

e Wie konnen kanalspezifische Oberflidchen in einem Multikanalsystem fiir diese Pro-
zesse erstellt werden, sodass schnell und kostengiinstig Erweiterungen erfolgen konnen?

1.4 Methodik

Zur Analyse der Anforderungen an ein Multikanalsystem wird ein Szenario aus dem Ver-
sicherungsbereich gewihlt, welches fachlich durch strukturierte Interviews mit einem oder
mehrerer am Forschungsprojekt beteiligter Partner erstellt wird. Zudem erfolgt eine IST-
Analyse auf Architekturebene, um daraus ggf. weitere, technische Anforderungen und
Problemstellungen ableiten zu kénnen.

Darauf aufbauend und unter Einbeziehung relevanter Forschungsergebnisse und Literatur
in diesem Umfeld, wird ein Basismodell fiir eine Multikanalarchitektur hergeleitet. Dieses
soll mittels geeigneter Vorgehensweisen hinsichtlich seiner Qualitit bewertet und auf die
Tragfdhigkeit gepriift werden. Hierzu existieren in der Literatur unterschiedliche Ansitze,
von denen ein geeignetes Verfahren ausgewihlt wird (z.B. [KLKBO07]).

Die Forschungen im Bereich der Oberflachen und Prozesse und technischen Herausfor-
derungen griinden auf Forschungsergebnissen, welche Teilaspekte der Aufgabenstellung
behandeln. Die Verifikation der im Rahmen des Projekts erarbeiteten Ergebnisse erfolgt
durch prototypische Umsetzung bzw. realem Einsatz bei am Projekt beteiligter Partner (in
Zusammenarbeit mit der DHBW Stuttgart, der Hochschule fiir Technik Stuttgart und der
Allianz Deutschland AG).

2 Verwandte Arbeiten

Es existiert eine Reihe von Arbeiten, die architekturelle Aspekte (multikanalfdhiger) An-
wendungen untersuchen (z.B. [BGKT97], [Per06], [ZDGHO05], [YNOS]), zu Themenstel-
Iungen hybrider Oberflichentechnologien und zu Konzepten zur Losung technischer Her-
ausforderungen in diesem Umfeld (z.B. [BGLO6],[JrTD04], [MP02]). Auf Ebene service-
orientierter Architekturen und Prozessmanagements existieren Forschungen im Bereich
mandantenfihiger und adaptiver Prozesse (z.B. [WKNLO7], [DR09]), die einen grundle-
genden Beitrag leisten.
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Die vorgeschlagene Arbeit soll die Forschungen im Bereich multikanalfidhiger Systeme
um den Themenbereich der Erweiterbarkeit durch Variantenbildung auf Oberflichen- und
Prozessebene ergéinzen und sie im Rahmen eines Multikanalsystems zusammenfiihren.

3 Erste Ergebnisse - Stand der Arbeit

Die Arbeit befindet sich in der Phase der Vorstudien, welche die Machbarkeit bereits vor-
handener Losungsideen fiir die oben angesprochenen Forschungsfragen untersuchen.

Grundlage hierfiir waren erste Analysen im Versicherungskontext fiir Multikanalsysteme
relevanter Nutzergruppen. Als erstes Szenario aus dem Versicherungsbereich wurde das
Thema ,,Tarifierung mit Antrag® gewdhlt, da es sich hier um geschlossene Prozesse han-
delt, die von mehreren Kanilen mit leichten Variationen durchgefiihrt werden.

3.1 Erstes Basismodell

Das hergeleitete Basismodell entstand unter der Annahme, dass mehrere fachliche Kanile
mit unterschiedlichen Geriten das webbasierte System nutzen. Das System soll fiir al-
le Kanile einheitlich sein, sodass dieselbe Infrastruktur verwendet werden kann. Basie-
rend auf den bisherigen Erfahrungen in der Portalentwicklung und der grundsitzlichen
Entscheidung, einen serviceorientierten Ansatz bei der Integration der Backend-Systeme
zu verwenden, ergab sich das in Abbildung 1 dargestellte Basismodell. Es folgt auf der
Businesslogik-Ebene den in [BGK197] angefiihrten Grundsitzen und konkretisiert die
technischen Applikationsaspekte.

Den kanalspezifischen Einstiegspunkt bildet die mit Platform/Application Integration be-
zeichnete Ebene, die fiir die Bereitstellung und Aufbereitung kanalspezifischer Informati-
onsinhalte und Integration der Applikationen zustdndig ist. Die Applikationsschicht (Ap-
plication Layer) beinhaltet die Oberflichensteuerung der Anwendungen fiir unterschiedli-
che fachliche und technische Kanile. Auf Ebene des (Business Orchestration Layer) leben
die Prozesse, die durch das Frontend orchestriert werden. Diese sind nach Anwendungs-
fall (z.B. ,,Tarifierung einer Lebensversicherung®) und nach Kanal (z.B. ,,Auflendienst®)
gegliedert. Es ist sinnvoll, auf dieser Ebene Business Process Engines zu verwenden, da
diese zu einfacher anpassbaren Systemen fiihren. Hier werden Services des Business Ser-
vices Layer genutzt, welche den Zugang zur eigentlichen Business-Logik und den Daten
in den Backendsystemen regeln.

Diskussion: Essentiell bei diesem Modell ist, dass die Schichten voneinander entkoppelt
sind und so eine Variabilitdt moglich ist. Eine iibergeordnete Schicht kann durch eine al-
ternative Losung ersetzt oder um eine neue Variante ergénzt werden. Dadurch wird die
Funktionalitit der unteren Schicht wiederverwendet. Dies ist insbesondere fiir die Inte-
gration neuer Kanile wichtig. Mit diesem Modell lassen sich die von den Schichten zu
erfiillenden Aufgaben und verbundene Multikanalanforderungen, aber auch infrastruktu-
relle Fragen (Application Server, BPM System, CMS, etc.) diskutieren.
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Abbildung 1: Basismodell fiir eine Multikanalarchitektur

3.2 Losungsidee zur Variantenbildung

Das gefundene Basismodell legt eine nihere Untersuchung zur Variantenbildung insbeson-
dere auf dem Application Layer (AL) und dem Business Orchestration Layer (BOL) nahe,
da hier die (kanalspezifischen) Anpassungen hiufiger vorkommen (s. auch [BGK*97]).
Auf dem BOL kann eine Variantenbildung dadurch erreicht werden, dass Prozesse zu
einem Anwendungsfall in Basis- und kanalspezifischen Anteil gegliedert werden. Der
Basisprozess wird mit Erweiterungspunkten (EP) versehen, an denen kanalspezifische
zusitzliche Prozesschritte eingehéingt werden konnen. Fiir Oberflichen wird entgegen den
modellierenden Ansitzen in Konzepten wie z.B. WebML ([CDMO03]) eine automatisier-
te Erzeugung verfolgt (Ansétze hierzu in [BGLO06]), welche mit den Eigenschaften der im
Rahmen der Prozesse bearbeiteten Daten arbeitet. Wir gehen davon aus, dass auf der Ober-
menge der Daten aller Teilprozesse mit weiteren Eigenschaften versehen (Datenkohision,
Kanalrelevanz,. . .) die Oberflichen kanalspezifisch erzeugt werden konnen.

3.3 Untersuchungen zu Oberflichen in multikanalfihigen Anwendungen

Das Ziel war es, einen ersten Schritt fiir die Oberflachen-Konzepte zu tun, der technologie-
neutrale, kanalspezifische Dialoge bereitstellt. Im ersten Schritt wird durch eine techno-
logieneutrale, qualitative Beschreibung der Oberfliachen die einfache Wiederverwendung
in unterschiedlichen Kontexten gezeigt. Fiir die Machbarkeitsanalyse fand hier eine Be-
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Abbildung 2: Oberfliachen in einer Multikanalanwendung

schriankung auf die technischen Kanile mobile und desktop statt.

Das Konzept basiert auf der Annahme, dass ein Prozess (hier Tarifierungsbaustein) iiber
alle Kanile hinweg auf einer Maximalmenge an Daten operiert (D,,q4). Dmas 1St be-
stimmt von der Summe der Eingabedaten, welche von den im Prozessverlauf verwende-
ten Backendservices benotigt werden. Unterschiedliche Kanile arbeiten auf Untermengen
dieser Menge (Dgesktop » Dmobite), indem sie nur Teile dem Benutzer présentieren (z.B.
werden auf mobilen Geriten iiblicherweise weniger Daten vom Benutzer eingefordert als
bei Desktopbrowser-Oberflichen). Diese Untermengen werden zudem fiir Kanile auf un-
terschiedlichen Dialogseiten/Sichten gruppenweise abgefragt bzw. dargestellt (Vieskiop,
Vinobile)- Ergdnzt um Typ- und allgemeine Darstellungsinformationen kdnnen diese Sei-
tenbeschreibungen nun zum Aufbau der Dialoge in einer GUI-Technologie herangezogen
und fiir das Endgerit gerendert werden (s. Abbildung 2).

Diskussion: Mit einem der gewihlten Ul-Technologie entsprechenden Renderer gestat-
tet es der Ansatz, einfach Oberfldchen fiir neue Kanéle zu definieren oder Bestehende fiir
unterschiedliche technische Kanile zu verwenden. Die Operationen, die ggf. mit Ober-
flachenelementen verkniipft sind (Buttons etc.) miissen damit umgehen kénnen, dass nur
Subsets der Daten zur Verfiigung stehen oder kanalspezifische Implementierungen an die
Oberfliachen gebunden werden. Der Ansatz wurde bereits prototypisch umgesetzt und fiir
client-seitige UI-Technologien (im Prototyp Sencha ExtJS/touch) verifiziert.

4 Ausblick

Die bisherigen Untersuchungen im GUI-Bereich sind vielversprechend. Hier muss eine
weitere Verfeinerung hin zur Losungsidee erfolgen und der bisherige Schritt der ,,Seiten-
definition* mittels Wissen iiber die Beziehungen der Daten untereinander etc. durch wei-
tergehende Automatisierung ersetzt werden. Das Thema der Variantenbildung bei Prozes-
sen ist zu untersuchen. Zudem miissen die Konzepte in die Gesamtarchitektur eingebettet
werden.
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Scribble - A Framework for Integrating Intelligent Input
Methods into Graphical Diagram Editors

Andreas Scharf
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Abstract: Creating modern software is a challenging but also a very creative task.
Especially in early development phases like requirements engineering or architectural
design software engineers use different mediums to manifest their thoughts and to
discuss possible ambiguities. These mediums range from analog tools like pen &
paper or whiteboards to digital ones like tablet pc’s or smartboards. Whereas editing
capabilities for analog mediums are restricted to add/remove operations, there already
is great support in the digital world to later move, rotate or even share thoughts and
diagrams with distributed teams. In addition the tool support for creating complex
diagrams used to express software architecture and design along with sophisticated
techniques like code generation is large. However, most of these tools restrict the user
input to valid data, decreasing the software engineers flexibility which is why they
often fall back to non formal tools. This doctoral thesis aims to combine the flexibility
of informal sketching with the power of formal software engineering tools. As part of
this thesis, a new generic framework will be created which dynamically augments new
and already existing diagram editors with sketch-based input features.

1 Motivation

Building modern software is a complex but also a very creative task and a lot of frame-
works for solving common problems in nearly every domain are available. On the one
hand these frameworks simplify the development of big and more stable software but on
the other hand one has to check thoroughly how to design and interconnect different soft-
ware components. A good example are web frameworks: even though they support de-
velopers creating amazing desktop like applications, they also introduce great complexity
like new communication concepts or connecting systems written in different programming
languages. Therefore, writing the actual code is not the first task of software engineers in
most cases. In fact, there are usually a couple of steps before the code writing phase like
requirements engineering and architectural design. Especially during these early stages of
development software engineers use different mediums to manifest their thoughts, discuss
architecture and design with their team members or to clarify ambiguous interpretations
of a conversation [MCKO7]. Informal analog tools like pen & paper or whiteboards pro-
vide a great degree of freedom concerning allowed content but lack editing flexibility like
copy/paste, scale and rotate or even share sketched content with distributed teams. With
digital sketch-input enabled devices like tablet pc’s or smartboards it is possible to over-
come these problems [JINWO04] and a remarkable amount of work has already been done
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to further support this task [GSWO01, MIEL99]. However, most approaches focus on cre-
ating and editing informal sketches while developers often use formal diagram editors for
modifying diagram types like UML class diagrams or sequence diagrams. On the one hand
these tools usually provide sophisticated editing-, validation- and code generation support
but on the other hand they mostly stick to a strict syntax which limits the developers cre-
ativity by restricting editing operations to valid data. For that reason, developers fall back
to more informal tools in many cases. Due to that, a lot of work has to been done twice
since people first manifest their thoughts using pen & paper for instance and digitize the
result afterwards to benefit from the mentioned tool support.

Therefore it is desirable to combine the strengths of software engineering tools with the
flexibility of informal sketching. Several approaches addressing this problem have emerged,
e.g. [QJJ03, PPY 10] which provide support for recognizing hand drawn content. But most
of the work either focuses on providing sketching capabilities for a single diagram tool or
lack user control over several recognition aspects like used algorithms or how formal-
ization happens. Marama [GHNNO6] and SKETCH [SB10] both try to provide generic
sketch support for graphical diagram editors in the Eclipse ! environment. Marama is a
diagram editor generation framework which supports developers in creating graphical ed-
itors. Sketch-input capabilities are restricted to editors generated by Marama. SKETCH
on the other hand aims to add sketching features into new and already existing diagram
editors based on the Eclipse Graphical Editing Framework (GEF). However, development
of this framework is stuck and no information about extensibility and flexibility is given.

In the next section the resultant research questions are presented and the approach to an-
swer these questions will be outlined.

2 Research questions and Approach

Although there already has been a remarkable amount of work in sketch-input related
research areas, there are still a lot of open research questions in different categories. Some
of them are of a very technical nature whereas others are more general. In the following
the terms sketch-based and scribble-based are used synonymously and are related to hand
drawn input whereas Scribble refers to the framework which should be created within the
scope of this doctoral thesis.

o Can complex graphical diagram editors be seamlessly augmented to support sophis-
ticated sketch-based input? If yes, how and to what degree?

e How should a framework be designed to be useful for different graphical editor
frameworks in different environments? Are there any common components that can
be used cross-platform? Example environments to evaluate include (but are not
limited to) Eclipse and Visual Studio 2.

ttp://www.eclipse.org
2http://www.microsoft.com/visualstudio/eng
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o What kind of extension points does the framework have to provide? Which parts of
the framework should be extensible, configurable or even exchangeable?

o What are “intelligent” input methods? How can different input capabilities of dif-
ferent devices like single-touch capable smartboards or multi-touch capable tablets
be addressed? What about speech-input? Is it possible and reasonable to combine
different kinds of input methods?

e Various questions concerning technical and usability aspects of the Scribble frame-
work:

— Can incremental formalization be integrated? At what exact points in time is
recognition of sketched input performed?

— Can formalized and sketched input co-exist? This is a technical question on
the one hand but a usability question on the other hand. Do users want to be
able to switch between these two forms of visualization?

— Is it possible to provide (auto-) correction mechanisms of unrecognized or
wrong recognized elements? 1t is possible that the meaning of a sketch is
not clear at the point the user created it but elements created subsequently may
give hints to what the initial sketch was meant to be.

— Is it possible to provide convenient text input mechanisms? The core of this
question is: How can text input be distinguished from all other sketched input?
A related problem is the technical support for recognizing handwritten text.
Even though there are plenty algorithms that claim to support text recognition,
only a few perform well.

e How can different types of edges be recognized? Recognizing different types of
nodes is well supported by a lot of algorithms even without a large amount of train-
ing data. However, recognizing edges is a different kind of recognition problem
and cannot be solved with classical template matching based approaches. Figure 1
visualizes this problem.

o How much training is needed to provide acceptable recognition results? Who is
training the algorithms? Can training data be shared?

o [s scribble-based modeling accepted by modelers? What would be additional re-
quirements on such a framework and its usability?

To answer the research questions above, a requirement analysis has to be done first. This
starts with asking software engineers about their opinion of usability aspects in the “end
user” role on the one hand and what features they would like to have as integrators in the
“developer” role on the other hand. These information would give some kind of feature list
and also provide first hints of potential feature requirements of “client-frameworks” like
Eclipse or Visual Studio. Also the extensible or exchangeable Scribble framework parts
can be identified.
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(a) Straight edge of type E between two nodes (b) Curved edge of type E between two nodes

Figure 1: The edge problem: two differently drawn edges of the same type E.

Analyzing different graphical editor creation frameworks along with diagram editors pro-
duced with these APIs would be the next step to get information about similarities and
differences. All similarities are potential candidates for common components which could
be used cross-platform. Furthermore, this analysis can be compared against the above
mentioned requirement analysis to answer the question if it possible to support sophisti-
cated sketch-based input within the evaluated client-frameworks and to what degree.

To support different input devices like single-touch tablet pc’s or multi-touch capable
smartboards along with a possible combination of speech-input, different use-cases cov-
ering common usage aspects have to be created. An example use-case would be “Move
a node” which can be run on single- and multi-touch capable devices leading to different
behavior of the Scribble framework. In this example, the user could use the common “two
finger swipe” gesture to move a node on a multi-touch device. For single-touch devices
some additional UI might be used to distinguish sketch-input from move commands.

Integrating sketch-, text- and speech-input recognition first involves some research of ex-
isting approaches and a study of their performance (qualitatively and quantitatively) and
their eligibility to be integrated or extended. Also the research question how different
types of edges could be recognized is part of this phase. Depending on the requirement
analysis above, these parts are also subject to be extensible or exchangeable.

A very important question concerns the amount of needed training data and if this data can
be shared. If it is reasonable to share training data amongst users, it would make sense to
evaluate existing training data providers if any or create a new service for that purpose.

During the above mentioned research and different analysis, a prototype of the Scribble
framework can be created to get a first picture to what extend all requirements can be
covered. This prototype can be used to evaluate the different requirements of the end user
and developer role. This evaluation also gives first results to the question if scribble-based
modeling is accepted by modelers and might also reveal additional requirements.
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3 Status Quo and Future Work

A first requirement analysis to create a feature list for both end user and developer role
has already been done but this list is expected to change as mentioned in the last chapter.
Related work like Marama and SKETCH have been evaluated and suitable algorithms for
recognizing hand drawn content where identified.

The GEF framework in the Eclipse environment was the first candidate to analyze. A strat-
egy to dynamically inject sketch-based input features into GEF along with a first prototype
of the Scribble framework has been created. This work was submitted as a technical re-
search paper [SAon] to the International Conference on Software Engineering 2013 and
has been accepted for presentation in San Francisco from May 18th - 26th.

Evaluation of previous work in the domain of sharing training has revealed that it is rea-
sonable to share such data in some kind of online database [FGP*09]. Although there is
already some training data available, this data contains material only for primitive types
like rectangles or ellipses in most cases. For that reason an “online training center” called
WebScribble [Seil2] has been created as part of a bachelor thesis. WebScribble is a web
application to create new diagram editor types along with supported node and edge types.
For each node and edge type the user can add sample sketches and associate these sketches
with the appropriate type. All results are persisted in a database whose content is planned
to be accessible in form of a web service. This training data can then be imported into the
Scribble framework and decreases the amount of required training material for other users.

The next steps include the evaluation of Visual Studio as another environment to create
graphical diagram editors for. This will answer the question if common Scribble frame-
work components are technically reasonable. A first look at available approaches for
recognizing edges was made. This is a difficult problem since the same edge can look
arbitrarily different and simple template matching algorithms cannot be used here. More
work has to be investigated into this field and perhaps a new edge recognition algorithm
has to be created. Also some currently available approaches for text recognition have been
analyzed. The performance of most approaches is relatively worse and not usable in pro-
ductive environments. Microsoft’s text recognition capabilities on tablet pc’s are excellent
but only available in windows machines. However, the support of text-input methods is
a crucial feature for some diagram types like UML class diagrams. Therefore more work
has to be investigated here as well. A possible integration of speech-input is planned but
no work has been done in this field yet.

The Scribble framework prototype is designed to work well with single-touch capable
devices. If a device supports multi-touch, this feature should be utilized to increase user
experience which also is future work.

At last, an evaluation of the final Scribble prototype has to be undertaken and suitable
methods of measurement have to be found to answer the above mentioned research ques-
tions. It is planned to let students and professional developers test Scribble to see if the
framework can be integrated easily into existing diagram editors and if requirements con-
cerning usability are met.
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and Intelligent Service Management
BPSC 2009 - ISM 2009 - YRW-MBP
2009

Christian Erfurth, Gerald Eichler,
Volkmar Schau (Eds.)

9™ International Conference on Innovative
Internet Community Systems

’CS 2009

Paul Miiller, Bernhard Neumair,
Gabi Dreo Rodosek (Hrsg.)

2. DFN-Forum
Kommunikationstechnologien
Beitrdge der Fachtagung

Jiirgen Miinch, Peter Liggesmeyer (Hrsg.)
Software Engineering
2009 - Workshopband

Armin Heinzl, Peter Dadam, Stefan Kirn,
Peter Lockemann (Eds.)

PRIMIUM

Process Innovation for

Enterprise Software

Jan Mendling, Stefanie Rinderle-Ma,

Werner Esswein (Eds.)

Enterprise Modelling and Information
Systems Architectures

Proceedings of the 3" Int‘l Workshop
EMISA 2009

Andreas Schwill,

Nicolas Apostolopoulos (Hrsg.)
Lernen im Digitalen Zeitalter
DeLFI 2009 — Die 7. E-Learning
Fachtagung Informatik

Stefan Fischer, Erik Maehle
Riidiger Reischuk (Hrsg.)
INFORMATIK 2009

Im Focus das Leben
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P-156

P-157

P-158

P-159

P-160

P-161

P-162

P-163

P-164

Arslan Bromme, Christoph Busch,
Detlef Hithnlein (Eds.)

BIOSIG 2009:

Biometrics and Electronic Signatures
Proceedings of the Special Interest Group
on Biometrics and Electronic Signatures

Bernhard Koerber (Hrsg.)

Zukunft braucht Herkunft

25 Jahre »INFOS — Informatik und
Schule«

Ivo Grosse, Steffen Neumann,

Stefan Posch, Falk Schreiber,

Peter Stadler (Eds.)

German Conference on Bioinformatics
2009

W. Claupein, L. Theuvsen, A. Kédmpf,
M. Morgenstern (Hrsg.)

Precision Agriculture

Reloaded — Informationsgestiitzte
Landwirtschaft

Gregor Engels, Markus Luckey,
Wilhelm Schéfer (Hrsg.)
Software Engineering 2010

Gregor Engels, Markus Luckey,
Alexander Pretschner, Ralf Reussner
(Hrsg.)

Software Engineering 2010 —
Workshopband

(inkl. Doktorandensymposium)

Gregor Engels, Dimitris Karagiannis
Heinrich C. Mayr (Hrsg.)
Modellierung 2010

Maria A. Wimmer, Uwe Brinkhoff,
Siegfried Kaiser, Dagmar Liick-
Schneider, Erich Schweighofer,

Andreas Wiebe (Hrsg.)

Vernetzte IT fiir einen effektiven Staat
Gemeinsame Fachtagung
Verwaltungsinformatik (FTVI) und
Fachtagung Rechtsinformatik (FTRI) 2010

Markus Bick, Stefan Eulgem,

Elgar Fleisch, J. Felix Hampe,

Birgitta Konig-Ries, Franz Lehner,
Key Pousttchi, Kai Rannenberg (Hrsg.)
Mobile und Ubiquitére
Informationssysteme

Technologien, Anwendungen und
Dienste zur Unterstiitzung von mobiler
Kollaboration

Arslan Bromme, Christoph Busch (Eds.)
BIOSIG 2010: Biometrics and Electronic
Signatures Proceedings of the Special
Interest Group on Biometrics and
Electronic Signatures
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P-172
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P-174

Gerald Eichler, Peter Kropf,

Ulrike Lechner, Phayung Meesad,
Herwig Unger (Eds.)

10™ International Conference on
Innovative Internet Community Systems
(I’CS) — Jubilee Edition 2010 —

Paul Miiller, Bernhard Neumair,

Gabi Dreo Rodosek (Hrsg.)

3. DEN-Forum Kommunikationstechnologien
Beitrige der Fachtagung

Robert Krimmer, Riidiger Grimm (Eds.)
4" International Conference on

Electronic Voting 2010

co-organized by the Council of Europe,
Gesellschaft fiir Informatik and
E-Voting.CC

Ira Diethelm, Christina Dorge,

Claudia Hildebrandt,

Carsten Schulte (Hrsg.)

Didaktik der Informatik

Moglichkeiten empirischer
Forschungsmethoden und Perspektiven
der Fachdidaktik

Michael Kerres, Nadine Ojstersek
Ulrik Schroeder, Ulrich Hoppe (Hrsg.)
DeLFI 2010 - 8. Tagung

der Fachgruppe E-Learning

der Gesellschaft fiir Informatik e.V.

Felix C. Freiling (Hrsg.)
Sicherheit 2010
Sicherheit, Schutz und Zuverléssigkeit

Werner Esswein, Klaus Turowski,
Martin Juhrisch (Hrsg.)
Modellierung betrieblicher
Informationssysteme (MobIS 2010)
Modellgestiitztes Management

Stefan Klink, Agnes Koschmider

Marco Mevius, Andreas Oberweis (Hrsg.)
EMISA 2010

Einflussfaktoren auf die Entwicklung
flexibler, integrierter Informationssysteme
Beitrage des Workshops

der GI-Fachgruppe EMISA
(Entwicklungsmethoden fiir Infor-
mationssysteme und deren Anwendung)

Dietmar Schomburg,

Andreas Grote (Eds.)

German Conference on Bioinformatics
2010

Arslan Bromme, Torsten Eymann,
Detlef Hiihnlein, Heiko RoBnagel,
Paul Schmiicker (Hrsg.)
perspeGKtive 2010

Workshop ,,Innovative und sichere
Informationstechnologie fiir das
Gesundheitswesen von morgen*
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P-177

P-178

P-179

P-180

P-181

P-182

P-183

P-184

Klaus-Peter Fahnrich,

Bogdan Franczyk (Hrsg.)
INFORMATIK 2010

Service Science — Neue Perspektiven fiir
die Informatik

Band 1

Klaus-Peter Fahnrich,

Bogdan Franczyk (Hrsg.)
INFORMATIK 2010

Service Science — Neue Perspektiven fiir
die Informatik

Band 2

Witold Abramowicz, Rainer Alt,
Klaus-Peter Fahnrich, Bogdan Franczyk,
Leszek A. Maciaszek (Eds.)
INFORMATIK 2010

Business Process and Service Science —
Proceedings of ISSS and BPSC

Wolfram Pietsch, Benedikt Krams (Hrsg.)
Vom Projekt zum Produkt

Fachtagung des GI-

Fachausschusses Management der
Anwendungsentwicklung und -wartung
im Fachbereich Wirtschafts-informatik
(WI-MAW), Aachen, 2010

Stefan Gruner, Bernhard Rumpe (Eds.)
FM+AM'2010

Second International Workshop on
Formal Methods and Agile Methods

Theo Hérder, Wolfgang Lehner,
Bernhard Mitschang, Harald Schoning,
Holger Schwarz (Hrsg.)
Datenbanksysteme fiir Business,
Technologie und Web (BTW)

14. Fachtagung des GI-Fachbereichs
,,Datenbanken und Informationssysteme*
(DBIS)

Michael Clasen, Otto Schitzel,
Brigitte Theuvsen (Hrsg.)

Qualitit und Effizienz durch
informationsgestiitzte Landwirtschaft,
Fokus: Moderne Weinwirtschaft

Ronald Maier (Hrsg.)

6™ Conference on Professional
Knowledge Management
From Knowledge to Action

Ralf Reussner, Matthias Grund, Andreas
Oberweis, Walter Tichy (Hrsg.)
Software Engineering 2011

Fachtagung des GI-Fachbereichs
Softwaretechnik

Ralf Reussner, Alexander Pretschner,
Stefan Jahnichen (Hrsg.)

Software Engineering 2011
Workshopband

(inkl. Doktorandensymposium)
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P-193

P-194

P-195

P-196

Hagen Hopfner, Giinther Specht,
Thomas Ritz, Christian Bunse (Hrsg.)
MMS 2011: Mobile und ubiquitére
Informationssysteme Proceedings zur
6. Konferenz Mobile und Ubiquitére
Informationssysteme (MMS 2011)

Gerald Eichler, Axel Kiipper,
Volkmar Schau, Hacéne Fouchal,
Herwig Unger (Eds.)

11" International Conference on
Innovative Internet Community Systems
(I°CS)

Paul Miiller, Bernhard Neumair,

Gabi Dreo Rodosek (Hrsg.)

4. DFN-Forum Kommunikations-
technologien, Beitrdge der Fachtagung
20. Juni bis 21. Juni 2011 Bonn

Holger Rohland, Andrea Kienle,
Steffen Friedrich (Hrsg.)
DeLFI12011 — Die 9. e-Learning
Fachtagung Informatik

der Gesellschaft fiir Informatik e.V.
5.-8. September 2011, Dresden

Thomas, Marco (Hrsg.)

Informatik in Bildung und Beruf

INFOS 2011

14. GI-Fachtagung Informatik und Schule

Markus Niittgens, Oliver Thomas,
Barbara Weber (Eds.)

Enterprise Modelling and Information
Systems Architectures (EMISA 2011)

Arslan Bromme, Christoph Busch (Eds.)
BIOSIG 2011

International Conference of the
Biometrics Special Interest Group

Hans-Ulrich HeiB3, Peter Pepper, Holger
Schlingloft, Jorg Schneider (Hrsg.)
INFORMATIK 2011

Informatik schafft Communities

Wolfgang Lehner, Gunther Piller (Hrsg.)
IMDM 2011

M. Clasen, G. Frohlich, H. Bernhardt,
K. Hildebrand, B. Theuvsen (Hrsg.)
Informationstechnologie fiir eine
nachhaltige Landbewirtschaftung
Fokus Forstwirtschaft

Neeraj Suri, Michael Waidner (Hrsg.)
Sicherheit 2012

Sicherheit, Schutz und Zuverldssigkeit
Beitrdge der 6. Jahrestagung des
Fachbereichs Sicherheit der
Gesellschaft fur Informatik e.V. (GI)

Arslan Bromme, Christoph Busch (Eds.)
BIOSIG 2012

Proceedings of the 11" International
Conference of the Biometrics Special
Interest Group
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P-200
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P-202
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P-204

P-205
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P-207

Jorn von Lucke, Christian P. Geiger,
Siegfried Kaiser, Erich Schweighofer,
Maria A. Wimmer (Hrsg.)

Auf dem Weg zu einer offenen, smarten
und vernetzten Verwaltungskultur
Gemeinsame Fachtagung
Verwaltungsinformatik (FTVI) und
Fachtagung Rechtsinformatik (FTRI)
2012

Stefan Jahnichen, Axel Kiipper,
Sahin Albayrak (Hrsg.)
Software Engineering 2012
Fachtagung des GI-Fachbereichs
Softwaretechnik

Stefan Jéhnichen, Bernhard Rumpe,
Holger Schlingloff (Hrsg.)
Software Engineering 2012
Workshopband

Gero Miihl, Jan Richling, Andreas
Herkersdorf (Hrsg.)
ARCS 2012 Workshops

Elmar J. Sinz Andy Schiirr (Hrsg.)
Modellierung 2012

Andrea Back, Markus Bick,
Martin Breunig, Key Pousttchi,
Frédéric Thiesse (Hrsg.)

MMS 2012:Mobile und Ubiquitire
Informationssysteme

Paul Miiller, Bernhard Neumair,

Helmut Reiser, Gabi Dreo Rodosek (Hrsg.)
5. DFN-Forum Kommunikations-
technologien

Beitréige der Fachtagung

Gerald Eichler, Leendert W. M.
Wienhofen, Anders Kofod-Petersen,
Herwig Unger (Eds.)

12™ International Conference on
Innovative Internet Community Systems
(I12CS 2012)

Manuel J. Kripp, Melanie Volkamer,
Ridiger Grimm (Eds.)

5" International Conference on Electronic
Voting 2012 (EVOTE2012)

Co-organized by the Council of Europe,
Gesellschaft fiir Informatik and E-Voting.CC

Stefanie Rinderle-Ma,

Mathias Weske (Hrsg.)

EMISA 2012

Der Mensch im Zentrum der Modellierung

Jorg Desel, Jorg M. Haake,

Christian Spannagel (Hrsg.)

DeLFI 2012: Die 10. e-Learning
Fachtagung Informatik der Gesellschaft
fiir Informatik e.V.

24.-26. September 2012
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P-215

Ursula Goltz, Marcus Magnor,
Hans-Jiirgen Appelrath, Herbert Matthies,
Wolf-Tilo Balke, Lars Wolf (Hrsg.)
INFORMATIK 2012

Hans Brandt-Pook, André Fleer, Thorsten
Spitta, Malte Wattenberg (Hrsg.)
Nachhaltiges Software Management

Erhard Plodereder, Peter Dencker,
Herbert Klenk, Hubert B. Keller,
Silke Spitzer (Hrsg.)

Automotive — Safety & Security 2012
Sicherheit und Zuverlassigkeit fiir
automobile Informationstechnik

M. Clasen, K. C. Kersebaum, A.
Meyer-Aurich, B. Theuvsen (Hrsg.)
Massendatenmanagement in der
Agrar- und Erndhrungswirtschaft
Erhebung - Verarbeitung - Nutzung
Referate der 33. GIL-Jahrestagung
20. —21. Februar 2013, Potsdam

Stefan Kowalewski,

Bernhard Rumpe (Hrsg.)
Software Engineering 2013
Fachtagung des GI-Fachbereichs
Softwaretechnik

Stefan Wagner, Horst Lichter (Hrsg.)
Software Engineering 2013
Workshopband

(inkl. Doktorandensymposium)

26. Februar — 1. Marz 2013, Aachen
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